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1 Important 4

This “Quick Start” guide is NOT a substitute for the
SentryMDU Mobile Device User Guide.

If you think you can “figure things out on your own” you are
wrong. This is a very comprehensive piece of software with

dozens of features. You have never seen anything like it.
Since this application will work on most any Android device,
and device capability varies by manufacturer, it is important

that you configure YOUR device correctly to get the

optimum performance and best User experience.

! You Have Been Warned /!

e ——————
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Trademarks and registered trademarks

This document will reference the technology and products of the following Companies.

MapBox, Inc. provides satellite and map imagery under license to DLT. This
imagery originates at DigitalGlobe, Inc (a Maxar company). Imagery may be
listed as either MapBox or DigitalGlobe.

OpensStreetMap data is licensed under the Open Data Commons Open Database
License (ODbL) by the OpenStreetMap Foundation (OSMF). The Map tile
cartography is licensed as CC BY-SA.

OpenWeatherMap data is licensed under the Open Data Commons Open
Database License (ODbL) by OpenWeatherMap, Inc. as described on the
OpenWeatherMap.org website. The products and services are licensed as CC
BY-SA 4.0.

OpenSky Network data is available under license from opensky-network.org.

Google, Google Play and Android™ are registered trademarks of the Google
Corporation in the U.S. and/or other countries.

Apple iPhone and iOS are registered trademarks of the Apple Corporation in the
U.S. and/or other countries.

Microsoft, Windows 10, Windows 11 are registered trademarks of the Microsoft
Corporation in the U.S. and/or other countries.

Wikipedia is a registered trademark of the Wikimedia Foundation, Inc. in the U.S.
and/or other countries.

Other names of companies and their products mentioned in this manual may be
trademarks or registered trademarks of their respective owners.

Reference to these companies/products is recognition of their intellectual property.

Digi-Lumen Technologies, LLC
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Executive Summary

Sentry MDU (Multi-Data Unit) is a commercial grade, Mobile Device / Client-Server
based system that provides real-time video streaming integrated with GPS location
tracking and remote access / control. The system was designed to be a communications
tool for First Responders (Police, Fire, Rescue), Security and Industrial Applications.

As commercial software, the App has no advertising and we do not gather and sell your
information.

Important Note: This is advanced commercial software with features that allow
remote access to mobile devices (in your Security Domain) anywhere in the world.
Since the App contains features that allow use as remote Wildlife TrailCams, Police
Body Cams, Vehicle Dash Cams, Surveillance and GPS Tracking ... the App does
NOT conform to Google Play Store Policy (they do not allow apps that can be used
for unattended remote surveillance). Therefore, the SentryMDU App is NOT
available on Google Play. You must download the App from our website.

This software turns a standard smartphone into a versatile multi-purpose device. The
SentryMDU App is a next generation 5G / 4G-LTE / Wifi enabled communications
platform that includes the following features:

5G / 4G-LTE body-worn camera solution for Law Enforcement
Live-streaming “dash cam” for a vehicle (live-stream & record)

Sports camera, real-time video streaming of events

Object Recognition (A.l. Engine) detects people, animals, objects

GPS tracking features using satellite image overlays

Create “bookmarks” for ready access to Users, places, online resources
Notification “alerts” as users move in-out of specified areas (geo-fence)
Monitor live audio/video and GPS tracks of multiple devices simultaneously
Remote access and control capability via mobile device or desktop

10. Mobile-to-Mobile data transfer between devices

11. Receive live-stream Police radio traffic, Webcast TV, Radio, Custom URLS
12. Global satellite coverage for GPS/GLONASS applications

13. Attach documents, pictures and video to locations and points-of-interest
14. Access Wikipedia data references within displayed map locations

15. Extensive security domain feature set for segregating user access rights
16. Data encryption features for secure communications between devices

17. Includes “standalone” capability for use during natural disaster incidents
18. Built-in communication features include text, live-chat, video-phone, email
19. Customized video recording with time-lapse, motion detection, frame rate
20. Remotely monitor environmental sensors on a mobile device, trigger alerts

©o NGO~ ®DNE

A key feature of the Sentry MDU System is the use of high resolution satellite images to
locate landmarks, streets, houses and User locations via GPS overlays.
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Introduction
1.1. Description of the Sentry MDU Application

The Sentry MDU (Multi-Data Unit) is a system that enables real-time communications, object
recognition (A.l. Feature), video monitoring and GPS tracking of people, places and things. This
software turns a standard smartphone into a versatile multi-purpose device.

For emergency personnel (Police, Fire, EMT’s) the Sentry MDU system can become a “dash
camera” for the car, or a next generation 4G-LTE body-worn camera solution that provides real-
time video transmission, GPS tracking, automated data upload, and remote access and control
capability. Data encryption capability ensures that your communications remain secure.

Further applications allow mounting the devices on UAV / Drones to provide live-stream video to
multiple remote observers via cellular networks. This can provide situational and tactical
awareness to multiple groups simultaneously over a wide area.

Tactical Drone

@F -

eo Feed #I'Q

Audio/Video feed from
Users are displayed on
the Desktop Client

s S

Sentry Data Server Sentry Desktop@ent
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1.2. Project Background and Current Status

Originally conceived in 2012 as a tool for K9 equipped Search & Rescue Teams, the project has
further expanded to all forms of First Responders (Police, Fire, Rescue, EMT), private sector use
and the general public (via GPS location tracking).

The SentryMDU App is released as Open Source software (GPL - 3.0 License). We encourage a
Developer Community to suggest modifications to improve the software.

The product is in continuous development and improvement. We appreciate your comments and
feedback. We strive to be responsive to your needs. Feel free to contact us with suggested
improvements and features that you would like to see added to the current design.

e ——————
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1.3. Anticipated applications for the Sentry MDU System

The Sentry MDU System is designed as a three component system incorporating a Mobile
device, a Desktop Client and a Data Server. Although normally connected to the internet, this
configuration can allow for “standalone” operation (Mobile Command Center, internal WiFi LAN)
in the event of natural disasters (tornado/earthquake/tsunami) or when internet connectivity may
not be available.

The following are a few of the anticipated uses:

Law Enforcement (Police, Sheriff, Constable, Highway Patrol, etc.)

Fire Fighters (City and Volunteer)

Emergency Management Organizations (City/County/Region)

Object Recognition Features (people, cars, animals, objects)

Private and Industrial Security

Search & Rescue Organizations (Professional and Volunteer)
Emergency Medical Response (EMT’s, Ambulance Drivers)

Game Wardens, Corps of Engineers, State & National Park Rangers
School Security, Transportation and Classroom Monitoring
Neighborhood Watch Groups

Assisting the elderly and individuals with mental or physical disability
Tactical and surveillance Drones / UAV’s

Public Works and Construction Projects

Sports and Outdoor activities (live stream sport events as they happen)
Critter Cams, Trail Cams and Wildlife Monitoring

Solar Panel “Birdhouse” Enclosures (for remote locations without power)
And more ................

Each Sentry MDU System installation (server instance) is scalable to ten-of-thousands of Users.
The system is currently ONLY available in the English language, but is planned as an
international release. Other languages will be added as resources are available.

e ——————
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1.4. Digi-Lumen Technologies, Bartlesville, Oklahoma, USA

Digi-Lumen Technologies, LLC is located in Bartlesville, Oklahoma, USA.
Feel free to contact us at the following:

https://www.digi-lumen.com
support@digi-lumen.com

Digi-Lumen Technologies, LLC
322 NE Debell Ave.
Bartlesville, OK 74006

USA

1+ (918) 337-2002
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2. Technology Employed
2.1. The Sentry MDU System Technology

The Sentry MDU System is a 3 tier communications and GPS tracking system that is optimized to
run on either Cellular or WiFi networks (when coverage is available). In areas of no cellular
coverage, the Sentry MDU device may be configured to operate in “standalone” mode. The
Sentry MDU System is typically referred to as a Client-Server implementation.

The system incorporates three distinct layers of technology

1. A portable (or mobile) platform which is typically a smartphone (cell phone) or Tablet
device.

2. A Desktop Computer that runs a software “Client” that provides a gateway to the central
Data Server (in some configurations, this computer is optional).

3. A high performance Data Server that provides the primary internet connection, mapping
capability and secure data storage.

The hardware components within the three layers are as follows:

1. Mobile Device - Cell phones, Tablets or other devices that use the Android operating
system.

2. Desktop Computer - (or laptop) running the Microsoft Windows operating system (Win 10,
11).

3. Data Server - Typically this should be a high performance, secure, rack mount server with
24/7/365 reliability. The Server will run the Microsoft Windows operating system and
should be configured with redundant data storage, redundant power supplies, operating
on a UPS system and administered by the local IT Department.

Sentry MDU System software provided by Digi-Lumen Technologies:

1. For Mobile Device - Sentry MDU smartphone App, available on the DLT Website.

2. For Desktop Client - Sentry MDU client application (Users may elect to have one or more
SentryMDU Manager Desktop Clients).

3. For Data Server - Sentry MDU Server Application (only one Data Server license is
required per organization).

The Data Server component of the Sentry MDU System is scalable to tens-of-thousands of
users. The primary limitation for large users will be the available internet bandwidth that the
Customer has purchased from their internet provider and the policy guidelines that the
organization has established on “when” real-time audio/video should be streamed from a remote
device to other users on the network.
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The following picture shows a typical NETWORK CONFIGURATION of a Sentry MDU
installation.

Mobile
Device

B

Server

g

Desktop

Computer =N
- a4 | |

Desktop Client Desktop Client Mobile Laptop Client

Some of the operational features of the SentryMDU System are summarized as follows:

e All registered Users on the Each server “instance” is configured for a specific User
system are identified via community (security domains) and number of Users.
Username/Password

e Each SentryMDU Data Server A typical Licensed Server organization will use a single Data

is scalable to thousands of Server, several Desktop Clients (2 — 5) and many mobile
users each. devices (50 — 1000). The Sentry MDU Data Server would be
located in a Customer’s premises and administered by their IT
Department.
e Standalone capability Although the system generally requires an internet connection,

the system can be configured for “standalone” operation. This
would apply to situations where Mobile Command Centers
would be used during major events (natural disasters) where
internet access may not be available.

The location of each Mobile Device on the system is tracked
and monitored via the SentryMDU System. The GPS location of
each device can be monitored and displayed on both the
SentryMDU Desktop Client as well as other Mobile Devices on
the system.

¢ Managing remote device
locations via GPS coordinates
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2.2. The Sentry MDU App (Android App)

The Sentry MDU System starts with a cell phone (smartphone) or Tablet device. The only
requirement of the Sentry System is that the mobile device uses Android OS Version 7.1+.

It may be downloaded for FREE from the DLT Website (www.digi-lumen.com).

Important Note: This is advanced commercial software with features that allow
remote access to mobile devices (in your Security Domain) anywhere in the world.
Since the App contains features that allow use as remote Wildlife CritterCams,
Police Body Cams, Vehicle Dash Cams, Surveillance and GPS Tracking ... the App
does NOT conform to Google Play Store Policy (they do not allow apps that can be
used for unattended remote surveillance). Therefore, the SentryMDU App is NOT
available on Google Play. You must download the App from our website.

Flipboard Group Play  Play Games

= v g [@

Play Setlings: Video Speedtest
Newsstand

8 5t

Galaxy Apps  K9-Trainer = Sentry MDU

SAMSUNG

Menu ™

Settings oy

Find user
Tracker
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2.3. The Sentry MDU Manager — Desktop Client

The Sentry MDU Manager is a MS Windows based desktop Client that provides a “portal” into
the Sentry MDU Data Server. From the desktop client a User can perform the administrative
tasks that are necessary for the Sentry MDU System. The desktop client is only available to
those organizations that operate a “Licensed” Data Server.

These tasks may include the following:

Monitor the GPS location of all Users on Satellite or Map views.

Set security domains and user access permissions (Root User)

Add and delete Users

Monitor all remote devices

Set up and administer geo-fence features and associated alarm settings
Turn on-off audio/video feeds from remote devices

Adjust operating parameters for remote devices (video framerate, bitrate, GPS
interval read times, device sensors, etc.)

More ....

An organization would typically have several Desktop Clients.

Sentry Manager,
Desktop Client can
display "live"
audio & video
from field Officers
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2.4, The Sentry MDU Data Server

The Sentry MDU Data Server is a MS Windows based Server. The Server manages all security
functions for all Users (specific instance) on the system, manages data streaming between
devices and is used to perform the administrative tasks that are necessary for the Sentry MDU
System (for a specific Customer).

The following conditions apply:

DLT licenses the Sentry Data Server software to a Customer.

Each Sentry MDU System installation requires a Data Server “instance”.
Customers may choose to provide their own hardware and OS software.
Some Customers will operate on a “shared” server provided by DLT.

The Server maintains all Security Domains and user access permissions.
Primary repository and interface for data storage (audio/video images).
Auxiliary “cloud” based storage is available with automated upload/access.

The map below simply illustrates that each Sentry MDU System installation will require the 3-tier

network configuration shown previously.
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2.5. Handling of Image/Map tiles by the Sentry MDU Application

The Sentry MDU App uses licensed content for the satellite images and maps used in the
application. As part of our contract with the satellite image provider we maintain a running total
of the image data that is used by our software (see Section 8.13 for details).

Unlike “online” map providers that require an internet connection to provide map tiles, the
SentryMDU System is designed such that map images may be “cached” on the mobile device so
that the GPS tracking features, relative to points-of-interest and current location can be made
available even if a network connection is NOT available (interrupted or in standalone mode).

Map images are handled in the following manner:

The first time a user views a satellite/map area on the mobile device, the system
will retrieve all map tiles associated with that area.

These images are now “cached” on the local mobile device such that they are
readily available in the event the network connection is interrupted.

The Sentry MDU System has application in Mobile Command Centers and other
isolated situations where internet connectivity may not be available. In these
cases, by special arrangement, a subset of map images for the anticipated target
area would be retrieved and stored on the Data Server (and/or mobile device)
prior to deployment (additional contract required with Satellite image provider).

Usage statistics of map tile images is reported to the Sentry MDU Data Server on
a periodic basis to maintain a running total of usage, by user.

The Sentry MDU App user license allows for a significant usage of map tiles on a
monthly basis (depending on the license/subscription type). In the unlikely event
a User exceeds the designated threshold for their user “class” they may be
required to upgrade their account if they wish to continue with high usage rates.

The satellite/map images are intellectual property owned by the satellite provider under license
to DLT. Any use not associated with the Sentry MDU System will require written permission from
both DLT and the Satellite Provider. Contact DLT technical support for more information.

}g.’éenu ; -.

Settings
B B B o : e

United States

o
=
>
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Find user
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3. Installation of the Sentry MDU Mobile App

3.1.

System requirements and compatibility

Hardware:

The SentryMDU System starts with a cell phone (smartphone) or Tablet device.
Obviously, newer cell phones will have higher performance than older devices. Since the
SentryMDU Application can process and stream multiple threads of audio/video, it is
recommended to get the highest performance device your budget will allow. Generally,
higher end devices have better CPU’s, better cameras, more memory (both RAM and
Storage), more accurate sensors (GPS, accelerometers, etc.) and better WiFi and
Cellular radios.

In practical terms, most any Android cell phone or tablet manufactured within the last few
years should work just fine. It should also be mentioned that if a mobile device is to be
used exclusively in an area served via a WiFi network (ie in an office building or
manufacturing facility), it is not necessary that the smartphone be equipped with a SIM
card for Cellular access. WiFi only capability is acceptable. This allows a variety of
Tablets and “extra” older model cell phones to be re-utilized as a SentryMDU mobile
device.

Also note that other Android devices such as “wearable” mobile devices (watches) also
work. However, they do have very small screens and do not match the performance of
smartphones ... but they do work.

Software:
The mobile App for the SentryMDU System is designed and has been tested on Android
devices with the following Android operating systems:

Android 7.1
Android 8.0
Android 9.0
Android 10.0
Android 11.0
Android 12.0

This means that most any Android cell phone or tablet manufactured within the last few
years should work just fine.

The SentryMDU App does NOT run on Apple devices (iPhone, iPad, etc.).

AaNn>=0ID
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! Important !

App Blockers:

Some of the later generation Android mobile devices MAY come pre-installed with
security software called “App Blockers”. This software is designed to protect you from
fraudsters and hackers, which is a good thing. However, in some cases, the default
settings of the App Blocker will also block any App Software that is not delivered from
the Google Play Store repository.

App Blocker software may allow an App from “Unknown Sources” (not the Google Play
Store) to be installed, but it will disable it, so it will not run when selected by a User.

You should determine if your mobile device HAS an App Blocker installed. If so, you
will need to make “changes” in your settings after you have installed the SentryMDU

App.

App Blocker software may get on your device from the following 5 sources:

As a standard feature of the Android OS installed on your device

Pre-installed from the mobile device manufacturer (ie Samsung, LG, Xiaomi, etc)
Pre-installed from your Cell Phone Carrier (ie AT&T, Verizon, Vodaphone, etc.)
Third-Party Apps that you download and install yourself

Android OS update that includes App Blocker features (ie a system upgrade)

arwDdE

After installing the SentryMDU App on your device ... if everything works fine, then you
probably do NOT have any App Blocker software on your device. However, if it does
not work, then this will be ONE of the things to check.

Further, if things are working fine ... and you do an Android OS update (ie upgrade

from Android ver 9 to Android ver 12) and suddenly things are NOT working, then most
likely the Android Update included an App Blocker feature.

How to change the settings of an App Blocker

In this example, we will illustrate how to change the settings of App Blocker
software to allow the SentryMDU App to function as designed.

In this scenario, we are using an Atom Unihertz mini cell phone that came
pre-installed with Android ver 8.0. Everything worked fine ... until one day we
got a notification that we could do a “software OS upgrade” from Android ver8
to Android ver9. After the “upgrade”, the SentryMDU App when launched,
would run for about 30 seconds and then “stop”. What happened?
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We discovered that the new OS upgrade included a “Smart Assistant” feature
that has an App Blocker component. If you have an App Blocker feature on
your device it may be called by a different name and under a different section
of your “Settings”.

For this example, we will show the Smart Assistant and how to disable the
App Blocker feature for the SentryMDU App.

@ Smart Assistant

Start at the screen panel and locate the “Settings” Icon.

Play Store  Sentry M...  Sentry M...

Settings

Scroll and
locate the
Settings Icon

SoundRe.. Toolbox  TrackBack

B =

YouTube

Select the Smart Assistant category from the Settings List.

4:08 M ¥ B ToowWwl

Q Search settings

Network & internet

Wi-Fi, mobile, data usage, hot...
Connected devices
Bluetooth, NFC r
IAPPS & ﬂollif_'%}ﬁo"s For this device, the Smart Assistant
‘ermissions, default apps .

contains the App Blocker feature.
@ Smart Assistant .<
0 Battery X D Qn your device it may be under a

100 different category.

Display

Q
@

M Sound
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Under the Smart Assistant category, we find the App Blocker section.
Click on the App Blocker button.

Shows that the

TEMAED oo Wl an BE vowvl App Blocker
¢«  Smart Assistant Q &«  Appblocker feature is “On”.
A
O Physical key On L
e e
Gradually in-
@ crease incoming o :’OUTUDE >
r|r|g \rolume WO restrictor
& | Photos N Apps that are
@  Network manager No restriction covered by the
oo i ~~  Google App Blocker
Appblocker G > <
=] PP Q\ Mo restriction feature
® LED Notification 3 Sentry MDU N
f_:;.}l"|.'l|::".::'I:Z-‘.:'.II;".I;JI"_:
U uCable  Sentry MDU
Bookmarks >
-] Shortcut settings Complete restrictions k
Review the App Blocker feature and the restrictions on covered Apps.
411 W B o A & |
& Appblocker We could “disable” the complete App
K Blocker feature by setting the feature
on o to “Off” ... however, we do not want to
iy wovis o1 5 do that. We simply want to allow the
> Mo restriction SentryMDU App to have access.
YouTube
n Mo restriction ?
A Photos N Notice that the Google App has
Mo restreton / “No restriction” (full access)
G Goo_glle” . 3
Mo restrictior
Sentry MDU K Notice that the SentryMDU App and
Complete restrictions the Bookmarks App have “Complete
restrictions” (no access)
_ Sentry MDU
Bookmarks ?
Complete restrictions
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Click on the SentryMDU App button to change the App Blocker settings.

411 BB cowvi 410 BB cowil

<  Appblocker <«  Sentry MDU
On ® Boot blocker

Py IS w1 v The application is blocked from
p M ,. et > running phone booting.

Mo restriction .

{Although certain applications
L ]

o YouTube 5

Mo restriction

Photos >

Mo restriction

ool Start blocker
s oogie > The application is prohibited

Mo restriction to laun ! .

applications (vi

Sentry MDU broad ).
u Complete restrictions ’ 6
ﬁ Sentry MDU 4 o

Bookmarks >

SKS ([ i 3 BN 1S It ar
Complete restrictions eEhe e : - 7

Set the Boot Blocker, Start Blocker and Background cleanup to “Off” by
swiping the “slider” control with your finger.

The SentryMDU Panel should now look as follows:

410 W B cowvi

<  Sentry MDU

(

Turn off the App
Blocker features for

< the SentryMDU App.

e ——————
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Click on the SentryMDU heading button to return to the App Blocker menu.

4:10 A B TOowi 4:00 M B oowvil
& Sentry MDU &  Appblocker App Blocker Listing
Boot blocker On o
The application is blocked from Uy YIS o w1 v
fter phone booting. , No r:_'-‘_:'.l'la_".I;JI'n >
1 applications
a YouTube >
Mo restriction
A Photos >
Mo restriction
s Goolglle“ . >
Mo restriction
-~
= Sentry MDU 5 || The SentryMDU App and
o resEon the Bookmarks App now
Iﬁacltg!:oulr:j f.lueﬁrl--kljp . Sentry MDU have “No restriction” (full
b i it Be sookmarks > || access) ... the same as
tasks or the screen is locked Mo restriction the other Apps
N

At the App Blocker Listing Menu, notice that now there are “No Restriction” on
the SentryMDU App on this mobile device. We can now navigate back out of
the Smart Assistant feature group. This should allow the SentryMDU App to

work as designed.

QG

Sentry MDU

Mo restriction

Sentry MDU
Bookmarks
Mo restriction

Smart Assistant

Physical key
switch

@  Network man
B9 Appblocker

® LED Notification
§r uCable

i Shortcut settings

o

[CE VRO 4 |
Search settings

Network & internet

Wi-Fi, mobile, data usage, hot...

Connected devices
Bluetooth, NFC

Apps & notifications

Permissions, default apps
Smart Assistant

Battery

100%

Display

Wallpaper, sleep, font size

Sound
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3.2. Where to get the SentryMDU Mobile App

Access to the Download Server:

The SentryMDU App is available via a “link” on the DLT Website or directly from a DLT
SentryMDU Administrative Server. The app is free to download and use. You will have
to cycle through a few screens and then you will be directed to a secure “download”.

Important Note: This is advanced commercial software with features that
allow remote access to mobile devices (in your Security Domain) anywhere
in the world. SINCE the App contains features that allow use as remote
Wildlife TrailCam/CritterCam, Police Body Cams, Vehicle Dash Cams,
Surveillance and GPS Tracking ... the App does NOT conform to Google
Play Store Policy (they do not allow apps that can be used for unattended
remote surveillance). Therefore, the SentryMDU App is NOT available on
Google Play. You must download the App from our website.

On your mobile device, proceed to one of the following Websites.

DLT Website:

https://lwww.digi-lumen.com

IiEchnologies, LLC

Body Worn Camera Solutions
K9 ! Wildlife / Critter Cam Systems
Private / Corporate / Agency Solutions

DLT SentryMDU Administrative Server:

https://sentrymduOl.sentrymdu.com

DUAdministrative Gateway

Body Worn Camera Solutions
K9 [ Wildlife / Critter Cam Systems
Private / Corporate / Agency Solutions

When you reach the website, look for the Button below. It will be on the left-side vertical
menu. Click on the Button and follow the directions.

SentryMDU
Android Ap
Download
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Digi-Lumen Technologies, LLC

In this example, we will start at the DLT Website to begin the process of downloading the

SentryMDU mobile app.

r—3
-

11:52 AM

Wotp Camera Sorutons

Privals | Comorate ) Aancy Solubons

DR You are at Home!

We are proud to offer the Sentry MDU suite of mobile
solutions. Sentry MDU (Multi Data Unit) is a next
generation 4G-LTE communication unit and mobile
ccamera solution.

The Sentry MDU software uses the high-performance
features available in a standard smartphone integrated
with a Data Server and Desktop Client to provide reaktime

and remote access and control capability. Nothing else on
the market comes close!

When used as a body-cam, vehicle dash-cam, drone
camera or a sports camera, the advanced audio/video
features include real-time streaming, voice activation,
motion detection, remote control and more. Sentry MDU
will allow simultaneous video feeds from multiple other
users to display on your mobile device (Cell Phone or
Tablet).

Whether you are a First Responder and use the advanced
capabilities in your job (Police, Fire, Rescue), o a sponsor
of sporting events to live-stream video and GPS tracks
from participants or simply communicate with an elderly
parent in their home, the Sentry MDU System will enable
You to connect to others anywhere in the world. We think
that is pretty cool.

Body Camera
Solution

To learn more, click here or for a Free Trial, here.

—
j s What We Do
Examples We develop p and control of real-time video,
3 sensors and more.
ign our software “offhe-shelf” mobile devices that U buy anywhere.

We currently develop products in the following 4 categories:

» Sentry MDU (Multi Data Unit) Smartphone App
» Server Software that forms the backbone of the Client-Server solution

» Desktop Client Software that provides a User gateway to the Data Server
+ K9-Trainer suite of

More Information

Technology Overview
7n overview of the Sentry MDU Client-Server technology. The features and capabilities of the
hardware and p 10 other bods suppliers is provided

Applications of the Sentry MDU System
This section describes how the Sentry MDU System is used in various professions, industries and sports.
Example scenarios are provided and several of the mabile *screens” are shown to ilustrate  few.
of the features
1. Law Enforcement
2. Urban and Rural Fire Fighting
3. City/County Emergency Management activities
Private and Industrial Security activities
Search & Rescue activities
6. Sports and Outdoor activities
7. Assisting the elderly and disabled

The flexibility of the Sentry MDU System and the use of a common platform {cell phone) make it
ideal for a variety of applications. We list several of these below:

+ Neighborhood Watch Groups

DLT Website

SentryMDU App
Download Button

-

Screen of
Mobile Device

-

Clicking on the SentryMDU Android App Button will open another screen on the DLT

Website.

SentryMDU
Android Ap
Dovwnload
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The DLT website will open another screen panel that outlines the process for transferring
to the Administrative Server website where the SentryMDU App download file resides.

= o2l 11:52 AM

2 www.digi-lumen. > l51

f

Text that explains “why” the
SentryMDU App is NOT listed on
Google Play and the process
steps to download the App to your
Mobile Device.

-

Transter the User 10 the SentryMOU Admievetrative Server

Button to re-direct the
User to the “secure”
Administrative Server
Website

Click on the “Continue to Download Site” Button.
Your Internet Browser will now be re-directed to the secure website of the SentryMDU
Administrative Server.

https://sentrymduOl.sentrymdu.com

= 92%m 11:54 AM

DLT SentryMDU
Administrative Server
“secure” website

-

Screen of
Mobile Device

-
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In this example, we are now at the SentryMDU Administrative Server website panel.
As we did on the DLT Website, now click on the SentryMDU Android App Download
Button again on this website.

-

= lo2%@ 11:54 AM

Screen of
Admifistraive Gateway Mobile Device

Sedy Worn Cama:

-

SentryMDU App
Download Button

sSentryMDU
Android App
Download

The Sentry MDU (Multi Data Unit) suite of mobile solutions is THE next generation 4G-LTE communication unit and
—— | MObile camera solution.

The Sentry MDU software uses the high-performance features available in o standard smartphone integrated with
o Data Server and Desktop Client (optional) to provide real-time video transmission, GPS tracking, automated data
upload, and remote access and control capability. Nothing eise on the market comes close!

When used as a body-cam, vehicle dash-cam, sports camera of a remote access surveillance camera, the
advanced audio/video features provide for real-time video streaming, voice activation, motion detection, remote
control and more. Sentry MDU will allow simultaneous video feeds from multiple other users 1o display on your
mobile device (Cell Phone or Tablet).

Whether you are a First Respander (Police, Fire, Rescue) and use the advanced capabilities in your job, o a
sponsor of sporting events to live-stream video and GPS tracks from participants or a member of the general
public using the device to monitor an elderly parent in their home (or a family member traveling overseas), the
Sentry MDU System will enable you 10 connect to others anywhere in the world. We think that is pretty cool,

To learn more, click here to visit the Digi-Lumen Technologies website

© Digp-Lumen Technologres LLC, All Rights Reserved

The screens in the preceeding steps have all been sized for browsing on a desktop
computer. When used on a mobile device, the text would appear very small and you
would need to “zoom in” to read it.

The text on the following screens will be much larger and should be easy to read on a
mobile device.

SentryMDU

Digi-Lumen Technologies, LLC

Remote Access Video and GPS Tracking
for First Responders (Police, Fire, Rescue)

Download on next Page

IMPORTANT

it is highly recommended that you download and review
the SentryMDU “Quickstart” Guide BEFORE you install
the App on your device. A little time now will save you
Iots of time in setting up your device for optimum
performance.

Continue to Download
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When you click on the SentryMDU Android App Download Button, you will see a
screen panel which shows the PERMISSIONS that the App will use.

2\ SentryMDU | 5553 -

;~’w'\"‘_- "1. 774
Pl Screen of

Mobile Device

SentryMDU -

Digi-Lumen Technologies, LLC

Remote Access Video and GPS Tracking

for First Responders (Police, Fire, Rescue) Message that the final download

~ step is on the next page.

Download on next Page

IMPORTANT

It is highly recommended that you download and review
the SentryMDU “Quickstart” Guide BEFORE you install
the App on your device. A little time now will save you
lots of time in setting up your device for optimum

performance When you click to continue you
agree and understand that the App
will be using the permissions

SentryMDU User Guide explained below

Available Documentation
The button below will provide access to documentation
on the SentryMDU System including the Quickstart
Guide and User Manual

Access to Document Repository to
download the SentryMDU QuickStart
Guide and Mobile Device User Guide

Document Repository

——

SentryMDU Required Permissions

« In-app purchases
For those Users that would like to SUBSCRIBE to
enhanced services, the App has options to
perform “In-app Purchases” of monthly

strative Gafelvay

Online Documentation for Mobile Devices

This panel provides access to online documentation for the SentryMDU
System. Click the links below to download the PDF files to your device or
desktop.

General Reference Information

Text that explains “why” the SentryMDU Qulck Start Guide Download
(PDF, 400 Pages, 30Mb)
SentryMDU App needs the
. . SentryMDU Mobile Device User Guid
permissions and how they are (PDF, 2000 Pages, SOMD)
used.
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Review the Access Rights and Permissions of the SentryMDU App on your mobile

device.

Important Note: Since this is commercial software, we do NOT capture
information from your device and sell it to others or use your information
for marketing purposes. We are not an advertising platform like the BIG
Search Engines and Social Media Giants. We think it is “creepy” and an
“invasion of privacy” for these companies to extract data from a person’s
device, monitor their location, send them Ads or Notifications when they
walk into a store ... and more. They do this under the pretence of helping to
“improve a user’s experience”. We disagree. We think it is wrong.

The App Permissions we need for the SentryMDU System are explained
below. Please read. You will need to agree with this before the App will
install.

SentryMDU Required Permissions

» In-app purchases
For those Users that would like to SUBSCRIBE to
enhanced services, the App has options to
perform “In-app Purchases” of monthly
subscriptions. These are optional.

» Location
The SentryMDU System uses the GPS and
location features of the mobile device to provide
lecation data to the Data Server and other users
within your security domain. This is an
important feature for First Responders (Police,
Fire, Rescue) so others in your group (Security
Domain) can know where you are in times of
emergency. Users have the option to "turn off”
GPStracking if desired.

» Phone
The SentryMDU App allows a User to place calls
from within the app communications panels. It
simply launches the Android native phone app.

« Photos/Media/Files
The SentryMDU App allows a User to send
pictures, videos and other media files to other
users within your Security Domain. This is why it
has access to the file system where you store
pictures. In addition, the app can take pictures
and video.

Camera

As a User of the SentryMDU System, you can
access the camera on one of your devices
remoctely from another SentryMDU device. This
allows you to use devices as Critter Cams,
remote surveillance cameras, vehicle dash
cameras and more. You may usethe device as a
Motion Detection camera or for Object
Recognition to trigger “alerts” when it identifies
people, animals, vehicles, etc. You may turn off
this feature if desired.

Microphone

Since the App can monitor and record both
audio and video, it needs access tothe
Microphone on the device.

Wi-Fi Connection Information

The SentryMDU App can operate with both Wi-Fi
and Cellular networks. For this reason it needs
Wi-Fi information from your mobile device.

.

Text that explains “why” the
SentryMDU App needs the
permissions and how they are
used.
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Click on the “Continue to Download” Button.

Continue to Download

Another screen will pop-up on the mobile device. This is the screen where you will finally
“download” the SentryMDU App to your device.

This screen will provide a Feature Summary.
When you are ready to download, click the Download SentryMDU App Button.

. RR SentryMDU

Digi-Lumen Technologies, LLC

Remote Access Video and GPS Tracking
for First Responders (Police, Fire, Rescue)

Mobile App Download

This softwareturns a standard smartphone into a
versatile multi-purpose device. The SentryMDU App is a
next generation 4G-LTE / Wifi enabled platform that
includes the following features

Download SentryMDU App

Summary of SentryMDU Features

Click here to begin the
F
é download process.

« 4G-LTE body-worn camera solution for Law
Enforcement f

« Live-streaming “dash cam” for a vehicle (live-
stream & record)

« Sports camera, real-time video streaming of
events

« Aerial Drone camera, live-stream video to many
users via cellular networks

« GPStracking features using satellite image
overlays

« Create “bookmarks” for ready access to Users,
places, online resources

« Notification “alerts” as users move in-out of
specified areas (geo-fence)

« Monitor live audio/video and GPStracks of
multiple devices simultaneously

« Remote access and control capability via mobile \

device or desktop

Mobile-to-Mobile data transfer between devices

Receive live-stream Police radio traffic, Webcast

TV Radio Custom URl s

Feature Summary
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The file will download to the Download Folder on your mobile device.

As the file begins to download, you may monitor the progress by observing the
“download” icon in the notification bar (your phone may be different). The file is a 58MB
file. It may take from a few seconds, to a minute or more, depending on the speed of your
internet connection.

SAme:

Download progress shown
on the Notification Bar

= 89% M 1:38 PM
W SentryMDU 1R

= "‘?.'
Sl |

\ ST

WA U s
= \}:{

Remote Access Video and GPS Tracking
for First Responders (Police, Fire, Rescue)

Mobile App Download

This software turns a standard smartphone into a
versatile multi-purpose device. The SentryMDU App is a
next generation 4G-LTE / Wifi enabled platform that
includes the following features

Download SentryMDU App

Summary of SentryMDU Features

Once the file has completed downloading, navigate to the “Download Folder” on your
mobile device. You should see a file similar to the following:

= = %@ 11:58 AM

< @ My Files 1.3

/storage/emulated/0/Download

SentryMDU_260.apk

SentryMDU 260japk

This is the “Release Version” number
of the SentryMDU App
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When installed, the app will be identified as SentryMDU.apk (Android Application File).
The next step is to INSTALL the app on the mobile device (for now it has only been

downloaded).

Click on the app NAME in the Download Folder.

] ¥

< My Files

T All91%

/storage/emulated/0/Download

11:58 AM

A In

Click to install the App.

SentryMDU_260.apk

The SentryMDU App will now begin installation.
Since the SentryMDU App is NOT downloaded from the Google Play Store, it is
considered an “Unknown Source” by Google since they don’t know about it. Depending
on your device “settings” you may have “Unknown Sources” blocked. If this is the case,
you will need to adjust your settings to allow the SentryMDU App to install.

For security, your phone is set to
block installation of apps obtained

from unknown sources.

CANCEL

© T .495%M11:09 AM

SETTINGS

§ T .495%Mm11:10 AM

< LUSIGRREEN AND SECURITY

Screen lock type

Info and app shortcuts

Notifications

Fingerprints

Samsung Pass

Find My Mobile

Unknown sources

Private mode

Toggle the

to allow Unknown Sources.

slider button to “on”

< LOCK SCREEN AND SECURITY

. Unknown sources

| Installing from unknown sources
may be harmful to your device and
personal data. By tapping OK, you

| agree that you are solely responsi-
ble for any damage to your device
or loss of data that may result from

; using these applications.

Allow this installation only

CANCEL 0K

Unknown sources
Allow installation of apps from sources
other than the Play Store.

Private mode
Off

You will get a “scary looking message” from Android about Unknown Sources.
Click the “OK” Button when you are ready to continue.
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You will be presented with an INSTALL screen. Click the “Install” Button to continue with
installation.

=l 97% M 6:10 PM

CANCEL § INSTALI

As the SentryMDU App is being installed you will see an installation screen similar to the
following. This may take anywhere from 5 seconds to 60 seconds.

Click “Done” when the installation is complete.

. 97%8 610 PM
B SentryMDU B SentryMDU
App is being
installed on
the device. )
Installing... App installed.

DONE

The SentryMDU app is now installed on your device.
You will still need to “launch” the app, accept a License Agreement and configure the
device for your particular application. See Section 3.5 or 3.7 for details.
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To fully utilize the software and interact with other users, you must register and become a
member of a Security Domain (User Group). Registration is free. This can be a group
you create (ie your family, friends, civic org) or an existing entity that you may work with
(Police, Fire, Rescue, Company XYZ). A “group” can be as small as two devices or as
large as tens-of-thousands.

If you are a member of an Organization that has a licensed SentryMDU Server, you
simply install the App, register an account username, enter your organization License

Key information and you are ready to go (see Section 3.7 for details).

If you do NOT belong to a group with a licensed SentryMDU Server, you have 4 options:

1. Do nothing and remain an Anonymous User (No satellite imagery and reduced
feature set since you are not part of a group Security Domain).

2. Register a Username but do NOT purchase a subscription. Maps will be
OpensStreetMaps Data and not satellite imagery. No data storage or streaming.

3. Purchase a monthly In-App Subscription to use one of OUR servers.

4. License a server instance of your own (Contact us for details).

For those that purchase an In-App Subscription, we offer three (3) subscription levels
based on usage ... from a casual user ... to a commercial level user. Some features that
require access to a Licensed Server, via the SentryMDU Manager Desktop Client, are
NOT available to Subscription Users (since you are not operating your own server).

For those that want full control over all aspects of the SentryMDU System we recommend
licensing the SentryMDU Server and Desktop Client. You may chose to provide and host
your own hardware, contract with third-party hosting, or utilize/manage “cloud” based
resources. In those cases, we simply license you the software. Contact us for details.

Important Note:

The SentryMDU App is “advertiser” free.
No ads or annoying notifications.

Your Security Profile (selected by you/organization) determines who can see
you, your device and the level of access they have to monitor your device.

We do NOT collect information from your device, contact lists, phone
numbers, location, etc. Most “free” Apps are free because they make their
money by providing/selling the information they get from YOUR mobile device
to others and advertisers. We do not do that. We do NOT collect data about
you and provide it to others.

The SentryMDU System is a very sophisticated piece of software. Take a few
minutes to understand what it can do.
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3.3. The EULA (End User License Agreement)

Sentry MDU Application:
The SentryMDU Application requires that all users agree to a EULA (End User License
Agreement) in order to use the software.

As part of the installation process, a User must agree to the EULA or the installation
process is aborted. A screen similar to the one shown below will be displayed on the
Mobile Device. Please read this carefully.

DEULA

End User License Agreement

SentryMDU MOBILE END USER LICENSE AGREEMENT

This End User License Ag 1t (this "EULA") an between you and Digi-
Lumen Technologies, LLC ("we" or "us") and governs your use of the SentryMDU suite of Mobile
applications and the SentryMDU Client/Server Desktop Companion Suite, as defined below. The
SentryMDU family of Mobile applications and the SentryMDU Client/Server Desktop Companion are
collectively referred to in this EULA as "SentryMDU". This EULA will also be deemed to include any
additional payment terms and other requirements set forth on the download page and any required
terms or conditions specified by the application store through which you purchase our products.

Bv downloadina. installina or usina SentrvMDU. vou acknowledae that vou have read. understood.

D Agree

Disagree Agree

Essentially, this EULA says that you agree not to “hack” the software, you will not use it
for illegal purposes, you will respect the privacy of others, you will respect the intellectual
property of others, you understand/agree that the software may contain “bugs” and we do
not warrant it for any particular purpose. If you have a problem with this EULA then
please do not use the SentryMDU Application.

Users that license the SentryMDU Data Server and Sentry Manager Desktop Client will
have additional documents as part of the licensing process.

Open Source Software:
The SentryMDU App is released as “Open Source” software licensed under GNU
General Public License, Version 3 (GPL-3.0). The full text of this license is
available via a “link” in the About Section of the Main Map Screen “Menu”
Button.

Objects overlay

’;.

R
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3.4. The SentryMDU Privacy Policy

Sentry MDU Application:
The SentryMDU Application requires that all users agree that you have reviewed our
Privacy Policy in order to use the software.

As part of the installation process, a User must agree to the Privacy Policy or the
installation process is aborted. A screen similar to the one shown below will be displayed
on the Mobile Device. Please read this carefully.

UPrivacy Policy
Digi-Lumen Technologies Privacy Policy

The Privacy Policy below governs your SentryMDU Account, your use of the SentryMDU suite of
Mobile applications, the SentryMDU Client/Server Desktop Companion Suite and the Digi-Lumen
Technologies, LLC website, as referenced below. The SentryMDU family of Mobile applications
and the SentryMDU Client/Server Desktop Companion are collectively referred to in this Policy as
*SentryMDU". This includes any information you provide on this Mobile Device, our associated
websites or that may be processed by our Servers.

By downloading, installing or using SentryMDU, you acknowledge that you have read, understood,

and agree to this Privacy Policy. If you do not agree to this Privacy Policy, you are not entitled to use
SentrvMDU.

|_| Agree

Disagree Agree

Essentially, this Privacy Policy describes what information we collect and how that
information is used. We do NOT rent or sell user information to anyone. It is only
provided to others if required under legal process. If you have a problem with this
Privacy Policy then please do not use the SentryMDU Application.

Users that license the SentryMDU Data Server and Sentry Manager Desktop Client will
have additional documents as part of the licensing process.

e ——————
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3.5. Registration Process (General Registration)

Registration Overview:
The SentryMDU installation and registration is straight forward. Registration is FREE and
does not obligate you to spend any money. A User will perform the following steps:

1) Go tothe DLT or SentryMDU website and download the App.

2) Select to “Install” the SentryMDU App on your device.

3) If presented, accept required Access Permissions.

4) After the App is installed, return to your screen menu items and locate
the SentryMDU Icon.

5) Launch the SentryMDU App on your device.

6) If App Premissions were not available and “Accepted” during the install
process, review and accept them now.

7) Agree to the EULA (End User License Agreement).

8) Agree to the Privacy Policy.

9) The SentryMDU App will now install on your device.

10) Complete registration with a Username and Password

Important Note: If you are part of a Licensed Group, your registration steps
are a little bit different. Please refer to Section 3.7 for details.

Review of App Installation Steps:
Once the SentryMDU App is downloaded and installed on your device, the system will
install two (2) SentryMDU icons on your Apps Panel.

Click the SentryMDU Icon to launch the App for the “first time” and begin the installation
process. The system may display one of two different panels as shown below.

SentryMDU

r Permissions
accepted
Flipboard Play Games during the
O install process
7

ook

Play { Speedtest
Newsstand

Installing program files

-

Galaxy Apps  K9-Trainer ~ Sentry MDU  Sentry MDU
Bookmarks

27| SentryMDU Starter
)

ion requires permissions:

Permissions
NOT available
during the

install process

Request permissions

e ——————
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Over the last several years the evolution of the Android Operating System has placed
increased emphasis on security and privacy. This evolution affects the way User
Permissions are handled on a device. For example, older model cell phones may display
the “permission” settings for an App as part of the installation process, as shown below.

T 9% m 11:58 AM

Sentry MDU

Do you want to install this application? -

Privacy
Older generation mobile devices

directl

® This may ad ¢ typically display “App Permissions”
take pictures and videos requirements during the install
process.
-
ectivity
~onnect from Wi-Fi Users may review
full netwo permissions here.

Cancel

Depending on the Manufacturer, Model and installed Android version of your device, the
way that App Permissions are handled may be different. If you are not shown (and do not
“Accept”) the App permissions at the “install” level then the SentryMDU app installation
process will include a set of screens that cycle through the permission requirements for
this App when you first “launch” the App.

Important Note: For the SentryMDU App to function properly, ALL required
permissions MUST BE ACCEPTED. You can not select some and not
others. We use the “All or Nothing” approach. The SentryMDU App will not
install until all necessary permissions are satisfied.

For example, assume you are going to use the “Motion Detection” features
of the App to monitor aremote mobile device using the Camera as a
remote surveillance camera. The system would need “network”
permissions (Cellular or WiFi), “Camera” (to send video), “Microphone” (to
monitor audio), “Location/GPS” (where is it), “Notification” (to notify you
that a motion detection event had occurred) and so on.

For a full listing of the access required by the SentryMDU System, review the
“Permissions” section for the App on the DLT or SentryMDU website.
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Scenario #1: Permissions approved during App installation

If you are using a device where the permissions list was presented when you installed the
App (as shown in previous picture) ... when you launch the App for the first time, you will
jump directly to the SentryMDU Installation Panel.

S SentryMDU Installation Panel

Flipboard Play Games.

O

Play Settings
Newsstand

1 ] | Permissions
£3) 4 & accepted
' @ during the

Galaxy Apps  K9-Trainer N
install proces

-

Important Note: Depending on the age and Android version of your mobile
device, the time period for installing the program files may vary from 5 seconds ...
up to 5 minutes. For example, a Samsung S22 smartphone only takes a few
seconds, where an older Samsung S9 may take several minutes. Be patient.

Scenario #2: Permissions NOT accepted during the install process

If you are using a device where the permissions list was NOT presented when you
installed the App ... then you will be presented with a SentryMDU Starter Screen where
the required permissions will be presented to you ... and you will need to “approve” them
one-by-one. The SentryMDU Installation Panel will be displayed AFTER the permissions

are approved.

SentryMDU Starter Panel
(‘access permissions approval )

VOICCISEATCHERVOUTULCEIRS d SIS (Eloie] (o

Flipboard

4 >R SentryMDU Starter
_J
Play Settings- The application

requires permissions:
Newsstand )

t
: - Permissions
P o 8 NOT available
- during the
install process

Galaxy Apps  K9-Trainer

Request permissions
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1. The SentryMDU Starter Screen
If the App Permissions are NOT set during installation, they MUST be set
before SentryMDU program files are installed. The SentryMDU Starter Panel
is a feature that will ensure that the required permissions are set.

SentryMDU Starter

Request permissions Exit

The SentryMDU System will NOT install unless all permissions on the list are
approved.

2. The “GPS fine location” permission setting.
Click the “Request permissions” Button to begin the review process.

SentryMDU Starter

tion requires permissions:

“:SentryMDU Starter

2N requires permissions:

Allow Sentry MDU to access this

Request permissions e X
device's location?

Request permissions

3. The “Make Calls” permission setting.
As you select and click the “ALLOW?” Option on each permissions panel, the
screen will advance to the next permission option.

Click “Allow” on the Make Calls Panel (make and manage phone calls).

SentryMDU Starter

[The application requires permissions:

¥, Allow Sentry MDU to make and
manage phone calls?

DENY

Request permissions
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4. The “Camera” permission setting.
As you select and click the “ALLOW” Option on each permissions panel, the
screen will advance to the next permission option.

Click “Allow” on the Camera Panel (take pictures and record video).

=""|SentryMDU Starter

E The application requires permissions:

[2) Allow Sentry MDU to take pictures
and record video?

Request permissions

5. The “Storage” permission setting.
As you select and click the “ALLOW” Option on each permissions panel, the
screen will advance to the next permission option.

Click “Allow” on the Storage Panel (access photos, media and files).

SentryMDU Starter

The application requires permissions

. Allow Sentry MDU to access
photos, media, and files on your
device?

Request permissions

6. The “Audio Recording” permission setting.
As you select and click the “ALLOW?” Option on each permissions panel, the
screen will advance to the next permission option.

Click “Allow” on the Audio Recording Panel (to record audio).

SentryMDU Starter

The application requires permissions:

\!, Allow Sentry MDU to record
audio?

Request permissions
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7. The “Battery Optimization” permission setting.
As you select and click the “ALLOW” Option on each permissions panel, the
screen will advance to the next permission option.

Click “Allow” on the Battery Optimization Panel.

SentryMDU Starter

The applicatior
Stop optimizing battery usage?

Sentry MDU will be able to run in the
background. Its battery usage won't be
restricted.

Request permissions

The Battery Optimization “permission” may (or may not) be available on your
device. This is a relatively “new” feature of the Android operating system that
puts some Apps to “sleep” when not used for long periods of time. The
objective is to reduce battery drain when the device is in hibernation or
standy mode.

In order for the SentryMDU App to continue receiving notifications and to
report GPS location, it is necessary that this optimization feature be “turned
off” for the SentryMDU App. We are giving permission that the SentryMDU
App can still operate, even when the device is in “standy mode”.

8. The “Floating Window ” permission setting.
The final permissions setting is to allow the SentryMDU App to create re-
sizable “Floating Windows” that will display on top of the display screens of
other Apps. This requires a unique approval process.

When the “Floating Window” item is reached ... the system will retrieve the
permission panel from the mobile device (not from within the SentryMDU
code). If you want to learn about Floating Windows, see Section 9.13.

The example shown below is from a smartphone running Android Ver7.
Yours may look a bit different. As you can see below, when displayed, it
appears that the permission is already set to “Allow permission”.

APPS THAT CAN APPEAR ON TOP

& o ﬁe default setting shows the
[ permission as “enabled”.
J

Allow permission -

things on top of other apps you're using. This may
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However, for the SentryMDU App to access the permissions “setting” you
must toggle the permissions setting “off — on”. This will force the device to
recognize SentryMDU as an authorized App.

APPS THAT CAN APPEAR ON TOP

. Sentry MDU

Allow permission

This permission allows an app to show things on top of other apps you're using. This may
interfere with your use of other apps.

Toggle the “permissions”
button, off-on.

APPS THAT CAN APPEAR ON TOP

. Sentry MDU

Allow permission

This permission allows an app to show things on top of other apps you're using. This may
interfere with your use of other apps.

When finished, click the “Back” Button. The system will now display the
SentryMDU Program Installation Panel and continue with installation.

APPS THAT CAN APPEAR ON TOP

. Sentry MDU

Allow permission

Permissions are now complete.
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Review of Registration Steps:
The following screens will be displayed during the installation and registration process.

The SentryMDU Program Installation Panel will be displayed while the App is being
configured and the file structure created.

il ozl 3:29 PM

Program Files are being
installed ... wait until finished

Important Note: Depending on the age and Android version of your mobile
device, the time period for installing the program files may vary from 5

seconds ... up to 5 minutes.

For example, a Samsung S22 smartphone only takes a few seconds, where
an older Samsung S9 may take several minutes. Be patient.

Accept the End User License Agreement (EULA)

EULA

End User License Agreement
SentryMDU MOBILE END USER LICENSE AGREEMENT

This End User License Ag (this "EULA") an between you and Digi-
Lumen Technologies, LLC ("we’ or "us") and governs your use of the SentryMDU suite of Mobile
applications and the SentryMDU Client/Server Desktop Companion Suite, as defined below. The
SentryMDU family of Mobile applications and the SentryMDU Client/Server Desktop Companion are
collectively referred to in this EULA as "SentryMDU". This EULA will also be deemed to include any
additional payment terms and other requirements set forth on the download page and any required
terms or conditions specified by the application store through which you purchase our products.

Bv downloadina. installina or usina SentrvMDU. vou acknowledae that vou have read. understood.

Accept the Privacy Policy

Privacy Policy
Digi-Lumen Technologies Privacy Policy

The Privacy Policy below governs your SentryMDU Account, your use of the SentryMDU suite of
Mabile applications, the SentryMDU Client/Server Deskiop Companion Suite and the Digi-Lumen
i ies, LLC website, as below. The SentryMDU family of Mobile applications
and the SentryMDU Client/Server Desktop Companion are collectively referred to In this Policy as
“SentryMDU". This includes any information you provide on this Mobile Device, our associated
websites or that may be processed by our Servers.

By downloading, installing or using SentryMDU, you acknowledge that you have read, understood,
and agree to this Privacy Policy. If you do not agree to this Privacy Policy, you are not entitled to use
SentrvMDU.

Agree
Disagree Agree 2

Agree
Disagree Agree 1

Digi-Lumen Technologies, LLC
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Once the SentryMDU program files have been installed and the EULA executed, a Main
Menu screen will be displayed. This is the SentryMDU Main Screen. The “default” map
image will be a Road Map View of the North American Continent (USA, Canada, Mexico).

9:33 AM

Bookmarks (1 \ ;
Main Screen
Createns : - d
Drawing . ) ﬂk to SentryMDU Reference
‘ &) Materials. See Section 8.4.2
(‘l’) O‘be'" treetMa scontnbutotts/ } —

A pop-up message will remind you to continue with device Configuration.

A 'nfo

If you would like to register your user, please open
"Menu" and then "Configuration”.

To continue with the registration process, click on the MENU button in the upper left hand
side of the screen. A Menu block will now appear at the bottom of the page.

Configuration About Menu Block

9:33 AM

Bookmarks

Create..
Drawing

About

Configuration
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As the Configuration screen begins to display, a “pop-up” box appears and explains that
prior to registration you ONLY have Anonymous user access to many of the features.

Anonymous Access

A\ Confirmation

You are using an anonymous access to the service.
There are many features disabled in that mode.

Do you want to create your own user ?

Yes No

In order to have access to many of the SentryMDU features, you will need to register as a
User. The registration process creates an “account” for you on the SentryMDU Data
Server, identifies the mobile device, and creates a security profile. Registration is free.
This is necessary if you wish to interact with other mobile devices on the network.

A\ Confirmation

You are using an anonymous access to the service
There are many features disabled in that mode.

Do you want to create your ~wn user ?

- > |

By clicking on the “Yes” button, the “New user registration form” will be presented.
Depending on the type of device you are using (phone or tablet), as you touch one of the
data entry boxes, the device will show a screen “keyboard” so you can enter the required
text. See the following rules when filling out the form.

“% Login name
i |
Password Confirmation
password (at least 6 chars password confirmation .
Full Name NOTE "
full user name
Contactinfo Registration does NOT obligate

ail, Phone, et you to anything. It is FREE.
Security Domains
e s ar sacirity domains (options) iy | Femoe The use of a License Key or
Subscription is OPTIONAL.

Private access

GeoSpace
DigitalGlebe.Maps -

code below and register

aptcha code Reload

Register
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Rules to follow when filling out the registration form:

1. Login name
A single word name of 5 — 255 characters, no spaces. Special characters
(such as !@#$% ) are allowed. However the ‘ and ; characters are not
allowed (apostrophe and semicolon). This will be your “username” so it
should be a descriptive name. This nhame will appear on the Map Screen and
will be the identifier with other Users. For example, if your job title was as the
Director of the Emergency Operations Center .... you might use: EOCdirector
(as shown below).

OCdirector N21887

Find user
Tracker

Click inside the “name” box to open an on-screen keyboard. Type your
Username. For this example, we will use a user by the name of Alex Express
and a Username = “alexexpress”.

Login name

P J

Password mation

password (at NQst 6 chars vord confirmatior
Full Name

full user name

Contact info

Mail, Phone, etc }'\f-',“.-usf-l name

Security Domains

Next
new user security domains (4
Name
new tracker r
q
Private access alexexpress
GeoSpace
s Next
DigitalGlobe Maps
WBT}-‘.;:J tcha code
. q e 0 P
Register
d 4 .
8 E3
]
”
% Login name
alexexpress
L
password (at least 6 chars) password confirmation
Full Name
full user name
Contact info
EMail, Phone, etc
Security Domains
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2. Password
The Password must be 6 — 255 characters, no spaces. Special characters
(such as '@#$% ) are allowed. However the ‘ and ; characters are not
allowed (apostrophe and semicolon).

Click in the password field and enter your password, then confirm by entering
again.

Q& [

Login name

-
& | alexexpress

Password Confirmation
password password confirmation

full user nam

Contact info

EMail, Phone, etc

Security Domains

full user name

[Contact info

EMail, Phone, etc

[Security Domains

3. Full Name
This is your actual NAME ... such as Robert Jones or it could be a “job title
such as VFD Member (stands for Volunteer Fire Department Member).
Some features of the Sentry MDU System will use your Full Name in
correspondence with other users on the system. Features such as Video
Phone or Text Messages will use this name in alerts to other users.

”

0 o e : Example of Full Name,

port@digHumen.
R-.:xmus:nh:nl:mmmhmusxmmnn VFD.VFDmemberRead Writ VF D M em ber
ington

EMail

Current location

OfficeWatching

Show all list

Originated tasks

o Lo ik o e e, st
Jrengcick onthe hicro mmave iy
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Click inside the data entry field to open the on-screen keyboard.
Enter your Full Name. In this example we will use Alex Express.

CH-3=| B

Login name

@ alexexpress

Password

Full Name

full user name &

my the vyour and how or themselves

Full Name
Alex Express

L

EMail, Phone, etc

[Security Domains

4. Contact Info
This is an email address and (optionally) a phone number. This information is

used in two ways:

a.

If the mobile device you are using has a SIM card (cellular
enabled) and you enter the optional phone number, then other
SentryMDU users will be able to call you on your phone from
within the SentryMDU App (assuming security credentials
allow).

EQCdirector

o0 iecor Example of phone

support@kScommanderc m+19181234567
Read\Write:USA Oklahoma.Wa. ==~~~ =~~~ ="~ G EOCdIrectorRead Write!Li

2 Washinglon number

Audio

Tracker
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If no number is entered, there will NOT be a “Call” button
displayed.

No phone number
T nember;Read Write:UsA.LRRY

No call button

VFDmember
'VFD Member
‘support@digHumen.com
Read Write:USA.Oklahoma Wa, “in-enn 2
ington
o

OfficeWatching

Show all list

Originated tasks

b. Whether you enter a phone number or not, we will need a valid
email address so that we may contact you in the event
something is wrong with your account. We do NOT send
marketing emails or other spam. This is only in the event we
determine there has been unauthorized use of your account or
some other important reason related to your account about
which we need to contact you.

It is also for other Users in your organization to be able to email
you.

Example of emalil

Email Button

Originated tasks

Email Address
The email address must be listed first and in standard email format such as:

myName@gmail.com

Phone Number

The optional phone number must be listed after the email address and
separated by a comma “, “. The phone number must start with a “+” sign and
may not include inter-country, inter-town access codes. It must be made up
entirely of numbers. It should follow the standard international telephone
format such as the USA example shown below:

+19181234567
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If you choose to list the optional phone number, the entry for the Contact
data field may look similar to the following:

myName@gmail.com,+19181234567

Note: No whitespace between letters/numbers

Click in the “Contact Info” box to open the on-screen keyboard.
Enter the contact information.

Qe

B

Login name

alexexpress

Password

Full Name

Alex Express

Contact info

EMail, Phone, etc

Full Name

Alex Express

[Contact info

support@digi-lumen.com,+9181234567

TN

new user security domains (optional) Add = Remove

5. Security domains
The Security Domains data field has several possible options:

a.

If you are part of a Licensed Group, the Account Administrator
for your Group MAY provide you with Security Domain
information to enter into this data field. If not, then leave this
field “blank” during registration.

If you plan to purchase a subscription, the system will assign you
a “default” set of security settings with your “username” as the
root context. In this case, leave this field “blank”. These are
discussed in more detail in Section 6.3.
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C.

If you are a FREE user and do not plan to purchase a
subscription, or you MAY purchase a subscription at some later
date ... you should leave the field “blank”. The system will assign
you a “default” set of security settings with your “username” as
the root context.

If you are a FREE user or a Subscription User AND you want to
JOIN an existing Security Domain ... AND you know the
DOMAIN_NAME/PASSWORD pair that has been provided to
you by the owner of the Security Domain ( Section 6.5), then
you may enter that information in this block. In this case, the
system will assign you your OWN default security domain (based
on your Username) AND provide you access to the other
Security Domain(s) you have added.

The Security Domains data block is “optional”.
Skip ahead to Item #6 unless you are using Optional Security Domains.

Password

Full Name

Contact info

Confirmation

Security Domains

Name

Private access
GeoSpace

DigitalGlebe.Maps

Py

Enter a code below and register

Reload

Register

In this exercise, we will assume that we want to “Add” a security domain for a
family member. When we add this security domain, it will be in addition to the
“default” security domain that will be created by the system (using the
Username you have chosen). See Section 6.4 — 6.5 for additional details.

We will add the following:

Read,Write:samexpress.family.travel.egypt

This will be a Security Domain from User = Sam Express (samexpress).

322 NE Debell Ave.
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To begin, click on the “Add” Button on the Registration Panel.

oe

3 %, 40 00:l 10:29 AM
alexexpress

Password Confirmation

Full Name
Alex Express
Contact info

support@digi-lumen.com,+9181234567

Security Domains

new user security domains (optional)

A Security Domain Structures panel will open that will enable a user to
“search” for security domains of other users. These security domains may
then be specified to be “added” to your list of available security domains.

In order to “add” a security domain of another user, there are three conditions
that must be met.

Device #1 (your device) and Device #2 (another user’s device)

Conditions to add a “personal” Security Domain of another User:

1. The “other” user must be on the SAME data server instance.
2. Device #2 must have created a personal security domain.
3. User of Device #2 must provide the DOMAIN_NAME /

PASSWORD pair to YOU (ie Device #1) so your device may
become part of their personal security domain.

Users may create multiple Security Domains to cover work, play, family,
specific activities and so on. Users may have up to 100 security domains.

To add the security domain you will now need the DOMAIN_NAME /
PASSWORD pair for the user group you want to add.

Domain Name: samexpress.family.travel.egypt
Password: trip1234

The root element of “samexpress.family.travel.egypt” is “samexpress”.

Click on the “Enter a context of the root element” text area of the Security
Domains Structures Panel.

ity Domains Structure

Digi-Lumen Technologies, LLC
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When “clicked” the on-screen keyboard will open. Enter the root element of
the security domain ... samexpress.

When finished, click the Search Button.

you and the

The system will search for ALL security domains with a root context of
“samexpress”. In this example, we notice that 3+ items were retrieved.

+ %, 4 100: 0 10:31 AM

egypt !

We are looking for ... samexpress.family.travel.egypt ... because this is the
DOMAIN_NAME that we have a password for. It will not work if we try to use
one of the others.

samexpress

’ samexpress.family
_< Available security Domains for

’ samexpress.family.travel this User (samexpress).

’ samexpress.family.travel.

:’ samexpress.family

;’ samexpress.family.travel

'-‘ samexpress.family.travel.egypt
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Select (click) on this item to activate the choice.
Then click on the “OK” Button.

[samexpress SEARCH

;’ samexpress.family

f’ samexpress.family.travel

f’ samexpress.family.travel.egypt

"

Now that you have selected the security domain that you want to add to your
registration panel, the system will prompt for the password.

Click in the text area to
open the on-screen
keyboard.

Enter the password for this security domain. This is the password that was
provided to YOU by Sam Express, the owner of Device #2.

Enter domai

trip1234

Click the “OK” Button to complete the transfer.
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The Security Domain from User = Sam Express is now added to the Security
Domains data field on the Registration Panel.

Alex Express . .
) Security Domain for user
Contact info « ”
support@digi-lumen.com,+9181234567 / samexpress
—
Security Domains
Read,Write:samexpress.family.travel.egypt Add  Remove

alexexpress

Private access

Important Note:

In the event you use an INCORRECT password, the
Registration Form will fail with an error as shown below when
you click the “Register” Button and the system processes the
registration.

“% Login name

alexexpress

Password Confirmation

Full Name
Alex Express
Contact info
I supporti@digi-lumen.com,+3181234567

Security Domains

Read,Write:samexpress.family.travel.egypt Add  Remove
The FORM will not be
Name .
 sesespess | processed if you have an
- incorrect password.
l _Private accges
GeoSpace Error of loading data, Server
returns an error, wrong
DigitalGlobe Mabs password of security domain .
131"3’3?51‘{ 3438512 | Reload
Register

6. Name (Tracker Name)
This will be the “name” that the GPS Tracker feature will use to identify a
User. By default the system will append the word “Tracker” to the end of the
Login name that you selected (Item #1 above). We would suggest you use
the same name as you selected for a Login name ... however, you can use
anything you want (alphanumeric characters only).
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As shown in the following example, the Tracker Name will default to the
entered Username + Tracker.

Default name = alexexpressTracker.

[Name

alexexpressTracker

Private acoess

GeoSpace

DigitalGlobe.Maps

Enter a code below and register

m captcha code Reload

Register

We will edit the Tracker Name and remove the “Tracker” part to leave just
alexexpress. Click in the text field to open the on-screen keyboard.

[Name

alexexpressTracker

U Private

GeoSpace

alexexpressTracker

alexc ore=sTracker

3 45, 4 100l 10:
Alex Express
Contact info

support@digi-lumen.com,+9181234567

Tracker Name has
Security Domains been changed.
new user security domains (optional) Add | Remove

[Name

alexexpress

Private access
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7. Private access (checkbox)
By default, the Private access checkbox IS CHECKED. Private access
means that other Users CANNOT see you or interact WITH YOU unless the
security domain settings specifically ALLOW them to see you.

For those users that have a Licensed Group, you WILL WANT to keep the
Private access “checked” since the Account Administrator will have already
set up the security domains for you.

8. GeoSpace (selection drop-down box)
By default, the DigitalGlobe.Maps GeoSpace is selected. This will work for
most users that are located in all but a few regions of the world. The provider
of satellite and high-resolution aerial imagery (MapBox or DigitalGlobe, Inc.)
has most of the world covered. However, there are regions of the world
where they do not have high resolution coverage. For this reason, we have a
selection box where other imagery suppliers may be provided (or are
available).

Once all of the data fields are filled out, your form should look something like this.

“% Login name
alexexpress
Password Confirmation
If you will be using the “Call”
feature, remember to add
Full Name your phone number here.
Alex Express

Contact info

support@digi-lumen.com,+3181234567
| I In MOST cases, the

Security Domains Vo Security Domains field
Read,Write:samexpress.family.travel egypt Add  Remove will be “blank”
Marme

| alexexpress

Private access

GeoSpace
DigitalGlobe Maps -
Enter a code below and register
a3 ac 12 | 3438512 fieload
3438512 |
Register
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Finally, click on the “Register” Button.

When the “Register” Button is clicked, the mobile device will contact the SentryMDU Data
Server and set up an account for you. You will need to have either a cellular or WiFi
connection such that the mobile device can contact the SentryMDU Data Server network.
This may take 10 — 20 seconds to complete. This account will set the security profile for
you as a User of the SentryMDU System and will register your “device” as an authorized
device.

The “Registering a new user ...”
message will be displayed for
about 10 seconds as the User is
validated.

Once the “registration” is successful, you will get a message stating that an account has
been created for you on the network and that your security profile has been changed
from Anonymous to a registered user (in this example, alexexpress).

A Registration

A new user has been registered successfully.
Name: alexexpress

1D: 134

The program configuration will be changed to use
that user

Once the “OK” Button is clicked, the screen will return to the Main Menu Screen.
A pop-up box will be displayed allowing you to select either a User License or User
Subscription.

For this example, we will NOT be selecting either a Subscription or User License.
Click on the “Later” Button.

Select

User Licenses

User Subscriptions
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The Main Map Screen will look similar to the following. The default Map View uses the
OpenStreetMaps data to display a roads/street map view.

F aleoxm 11:30 AM

N
Booliae The_ GP_S location of YOUR
device is not shown on the
X -2 Main Map Screen.
Create ...
Drawing

You have now “registered” but your location is not displayed on the map screen until you
tell the mobile device that you would like to display your own location. In typical use,
since you know where YOU ARE ... you may choose not to display YOUR location and
only display the GPS location of other Users in the network.

In this example, we will turn on the GPS location (mobile object marker) of your mobile
device. Section 10.5 of this User Manual will cover this feature in detail, but for now, we

will just turn on the Mobile Object Marker.

Click on the Objects Button.

11:30 AM

Create ...
Drawing

The “My Objects” Panel will be displayed. Since you have only created YOURSELF as a
User ... and have not imported other users from your Security Domain, your mobile
device will be the only device in the list.

O S Bp

l alexexpress . .
By default, this box is NOT

checked during the install
process.

| Update
Interval

| Sendto | Video
user J‘ Overlay

New
object

Remove

“ Searchs ‘ inactive
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In this example, you are the user Alex Express (username = alexexpress). When the
“checkbox” is not checked, the user will NOT be displayed on the Map Screen.
To illustrate this feature, we will put a “checkmark” in the checkbox to activate this user.

Click on the checkbox. Return to the Main Map Screen.
Click on the checkbox
to activate.

® & -
o
' alexexpress

Send to
user

Video
Overlay

New
object

Update

‘ Remove
Interval

inactive
| |

Search...

As a “registered” User, the device will now display your Username at the GPS
coordinates of your current location. You may need to zoom in/out to find your location
(depending on where you are located in the world).

b4 ‘d'g;l_‘v:: 11:31 AM

Username will display at
Bookmarks current GPS location

Nrw rire

" Gl deepress

Create ...
Drawing

\_ See Section 4.4, Iltem #13 for

an explanation of these color
codes.

Note:
You have now REGISTERED ... but you have NOT
COMPLETED CONFIGURATION. See Sections 3.14 and
5.4 for additional settings that you will need to make.
This is important if your device is to provide a good user
experience and to perform optimally (ie audio/video
streaming, map images, etc.) for your specific hardware.
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Your next step is to decide if you would like to also have access to satellite imagery.
Some examples are shown below.

Mo Phone
|_Settings

ited States
= «llllalexexpress

J ‘. x 58

©
=
>
7]
=
=
7}

Find user

Tracker
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3.6. Using the SentryMDU App for FREE.

The SentryMDU App is free to use:
The SentryMDU App is free to download and install on your mobile device ... or 10
mobile devices ... or as many as you want (your whole family).

We do not have a “Trial” Version or a “Lite” Version with a reduced feature set. We have
one version. The same for everyone. Whether you are a commercial entity with 10,000
users running your own Licensed Data Server or a “freebie” user with a group of two, you
are both running the same SentryMDU App.

The primary difference between free and paid is this .....

We have to pay for the use of satellite imagery, so we cannot just give it away
for free (we are NOT supported by advertising and do not sell your data).

As a freebie user, you get OpenStreetMaps map data (Open Source) which is
“street maps” and not satellite imagery. We can do this because we run our own
OpenStreetMaps Servers and don’t have to pay someone else to do it for us.

Freebie users do not get disk storage to store your audio/video files on OUR
Data Server (you can still store it on your own mobile device).

Freebie users cannot live stream broadcast through our Data Server and
consume bandwidth (most free users would not use this feature anyway).

Using the SentryMDU App for free does NOT obligate you to purchase a
Subscription or License the software later.

If you are happy with the OpenStreetMaps type screens and don’t need streaming or disk
storage ... then staying a “freebie” will probably work for you. As explained above, the
most noticeable thing you get with a paid subscription (or License) is the multi-zoom
levels of beautiful satellite imagery.

What we hope you will do:
If you are a “Free” user, we hope you will enjoy the SentryMDU software, get some
benefit out of it and tell your friends about it.

Eventually, we hope you will see the value to spending a few cents per day, in order to
get access to the high resolution satellite imagery, disk storage space and the use of

streaming resources through our Data Server.

Enjoy the ride!
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3.7. Registration on a Licensed Server (using a License Key)

Licensing Process Overview:

When an organization “licenses” a SentryMDU System (Data Server and Desktop Client),
this means they have signed a software agreement with us to license the use of the
SentryMDU software for a specific period of time (ie Annual Contract). This software
license enables the organization to use/install a dedicated SentryMDU Data Server
instance exclusively for their own organization use. They may choose to provide and host
their own hardware (for security and control reasons) or contract with third-party hosting
companies to manage the resources.

As explained in Section 2, the SentryMDU System is comprised of 3 layers of technology.
For full access to ALL available features it is necessary that all three technology layers
are in control by the User (or User Group).

When a SentryMDU Data Server is licensed, DLT will provide an Installation Guide to
the customer for software installation and configuration. Part of the configuration process
will include the following:

1) Create a security domain hierarchy for the organization.

2) Identify the roles/responsibilities of User job classifications that will be
linked to Security Domain access rights.

3) Create License Number / Access Key pairs to be used during User
Registration.

Member of a Licensed Group:

The configuration of a licensed SentryMDU Data Server includes setting up several
“temporary” User License Access Keys for that server instance. This License Access Key
is usually maintained by the IT Department of the organization. As a User reading this
document, you only need to know that someone in your IT Department will provide you
with the License Access Key and other information you will use.

The purpose of the License Key is to make it very easy for “new” users in the
organization to register. All of the Security Domain, job classification and access/control
settings have been pre-determined by the Organization’s IT Department.

To register as a “new” user with a License Number / License Access Key, a user will
need four (4) pieces of information:

1) An “Anonymous User” initial registration password for your Server Instance.

2) The License Number that has been given to the Job Classification for this User.

3) The temporary License Access Key that will be provided to the User for
registration during a specific period of time.

4) The Domain Name (or IP Address) for your SentryMDU Licensed Server
Instance.
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Licensed User Registration Overview:
The SentryMDU installation and registration is straight forward. Registration is FREE and
does not obligate you to spend any money. A User will perform the following steps:

1) Contact your Organization’s Administrative Person and get the 4 pieces
of information mentioned above, that will be needed for registration.
2) Gotothe DLT or SentryMDU website and download the App.
3) Select to “Install” the SentryMDU App on your device.
4) If presented, accept required Access Permissions.
5) After the App is installed, return to your screen menu items and locate
the SentryMDU Icon.
6) Launch the SentryMDU App on your device.
7) If App Permissions were not available and “Accepted” during the install
process, accept them now (SentryMDU Starter Panel).
8) Agree to the EULA (End User License Agreement).
9) Agree to the Privacy Policy.
10) The SentryMDU App will now install on your device.
11) Enter your Licensed Server address into the Main Configuration Panel.
12) Enter the “Anonymous” user password for your Licensed Server.
13) Complete registration with a “new” Username and Password.
14) Enter your License Number / License Access Key.
15) You are done!

Review of App Installation Steps:
Once the SentryMDU App is downloaded and installed on your device, the system will
install two (2) SentryMDU icons on your Apps Panel.

Click the SentryMDU Icon to launch the App for the “first time” and begin the installation
process. The system may display one of two different panels as shown below.

SentryMDU

O,

Permissions
accepted
during the Installing program files

@ S Q install process

EVE Settings: Video Speedtest
Newsstand

B s A ‘

Gaiaxy & = AR

' ' - @ »R"|SentryMDU Starter
Galaxy Apps  K9-Trainer ~ Sentry MDU  Sentry MDU

Bookmarks - E .
[The application requires permissions:
3PS fine locatio

Flipboard Group Play  Play Games

Permissions
NOT available
during the
install process

Request permissions Exit
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Over the last several years the evolution of the Android Operating System has placed
increased emphasis on security and privacy. This evolution affects the way User
Permissions are handled on a device. For example, older model cell phones may display
the “permission” settings for an App as part of the installation process, as shown below.

T 9% m 11:58 AM

Sentry MDU

Do you want to install this application? -

Privacy
Older generation mobile devices

directl

® This may ad ¢ typically display “App Permissions”
take pictures and videos requirements during the install
process.
-
ectivity
~onnect from Wi-Fi Users may review
full netwo permissions here.

Cancel

Depending on the Manufacturer, Model and installed Android version of your device, the
way that App Permissions are handled may be different. If you are not shown (and do not
“Accept”) the App permissions at the “install” level then the SentryMDU app installation
process will include a set of screens that cycle through the permission requirements for
this App when you first “launch” the App.

Important Note: For the SentryMDU App to function properly, ALL required
permissions MUST BE ACCEPTED. You can not select some and not
others. We use the “All or Nothing” approach. The SentryMDU App will not
install until all necessary permissions are satisfied.

For example, assume you are going to use the “Motion Detection” features
of the App to monitor a remote mobile device using the Camera as a
remote surveillance camera. The system would need “network”
permissions (Cellular or WiFi), “Camera” (to send video), “Microphone” (to
monitor audio), “Location/GPS” (where is it), “Notification” (to notify you
that a motion detection event had occurred) and so on.

For a full listing of the access required by the SentryMDU System, review the
“Permissions” section for the App on the DLT or SentryMDU website.
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Scenario #1: Permissions approved during App installation

If you are using a device where the permissions list was presented when you installed the
App (as shown in previous picture) ... when you launch the App for the first time, you will
jump directly to the SentryMDU Installation Panel.

Setige SentryMDU Installation Panel

Flipboard Play Games.

O

Play Settings
Newsstand

1 ] | Permissions
£3) 4 & accepted
' @ during the

Galaxy Apps  K9-Trainer N
install process

-

Important Note: Depending on the age and Android version of your mobile
device, the time period for installing the program files may vary from 5 seconds ..
up to 5 minutes. For example, a new Samsung S22 smartphone only takes a few
seconds, where an older Samsung S9 may take several minutes. Be patient.

Scenario #2: Permissions NOT accepted during the install process

If you are using a device where the permissions list was NOT presented when you
installed the App ... then you will be presented with a SentryMDU Starter Screen where
the required permissions will be presented to you ... and you will need to “approve” them
one-by-one. The SentryMDU Installation Panel will be displayed AFTER the permissions

are approved.

SentryMDU Starter Panel
(‘access permissions approval )

VOICCISEATCHERVOUTULCEIRS d SIS (Eloie] (o

Flipboard

@ Y R™|SentryMDU Starter
)

Play Settings: The application requires permissions:
Newsstand 3PS fine | ti

: - Permissions
P o 8 NOT available
- during the
install process

Galaxy Apps  K9-Trainer

Request permissions
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1. The SentryMDU Starter Screen
If the App Permissions are NOT set during download, they MUST be set
before SentryMDU program files are installed. The SentryMDU Starter Panel
is a feature that will ensure that the required permissions are set.

SentryMDU Starter

Request permissions Exit

The SentryMDU System will NOT install unless all permissions on the list are
approved.

2. The “GPS fine location” permission setting.
Click the “Request permissions” Button to begin the review process.

SentryMDU Starter

tion requires permissions:

“:SentryMDU Starter

2N requires permissions:

Allow Sentry MDU to access this

Request permissions e X
device's location?

Request permissions

3. The “Make Calls” permission setting.
As you select and click the “ALLOW” Option on each permissions panel, the
screen will advance to the next permission option.

Click “Allow” on the Make Calls Panel (make and manage phone calls).

SentryMDU Starter

[The application requires permissions:

¥, Allow Sentry MDU to make and
manage phone calls?

DENY

Request permissions
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4. The “Camera” permission setting.
As you select and click the “ALLOW” Option on each permissions panel, the
screen will advance to the next permission option.

Click “Allow” on the Camera Panel (take pictures and record video).

=""|SentryMDU Starter

E The application requires permissions:

[2) Allow Sentry MDU to take pictures
and record video?

Request permissions

5. The “Storage” permission setting.
As you select and click the “ALLOW?” Option on each permissions panel, the
screen will advance to the next permission option.

Click “Allow” on the Storage Panel (access photos, media and files).

SentryMDU Starter

The application requires permissions

. Allow Sentry MDU to access
photos, media, and files on your
device?

Request permissions

6. The “Audio Recording” permission setting.
As you select and click the “ALLOW?” Option on each permissions panel, the
screen will advance to the next permission option.

Click “Allow” on the Audio Recording Panel (to record audio).

SentryMDU Starter

The application requires permissions:

\!, Allow Sentry MDU to record
audio?

Request permissions
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7. The “Battery Optimization” permission setting.
As you select and click the “ALLOW” Option on each permissions panel, the
screen will advance to the next permission option.

Click “Allow” on the Battery Optimization Panel.

SentryMDU Starter

The applicatior
Stop optimizing battery usage?

Sentry MDU will be able to run in the
background. Its battery usage won't be
restricted.

Request permissions

The Battery Optimization “permission” may (or may not) be available on
your device. This is a relatively “new” feature of the Android operating system
that puts some Apps to “sleep” when not used for long periods of time. The
objective is to reduce battery drain when the device is in hibernation or
standy mode.

In order for the SentryMDU App to continue receiving notifications and to
report GPS location, it is necessary that this optimization feature be “turned
off” for the SentryMDU App. We are giving permission that the SentryMDU
App can still operate, even when the device is in “standy mode”.

8. The “Floating Window” permission setting.
The final permissions setting is to allow the SentryMDU App to create re-
sizable “Floating Windows” that will display on top of the display screens of
other Apps. This requires a unique approval process.

When the “Floating Window” item is reached ... the system will retrieve the
permission panel from the mobile device (not from within the SentryMDU
code). If you want to learn about Floating Windows, see Section 9.13.

The example shown below is from a smartphone running Android Ver7.
Yours may look a bit different. As you can see below, when displayed, it
appears that the permission is already set to “Allow permission”.

APPS THAT CAN APPEAR ON TOP

& o ﬁe default setting shows the
[ permission as “enabled”.
J

Allow permission -

things on top of other apps you're using. This may
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However, for the SentryMDU App to access the permissions “setting” you
must toggle the permissions setting “off — on”. This will force the device to
recognize SentryMDU as an authorized App.

APPS THAT CAN APPEAR ON TOP

. Sentry MDU

Allow permission

This permission allows an app to show things on top of other apps you're using. This may
interfere with your use of other apps.

Toggle the “permissions”
button, off-on.

APPS THAT CAN APPEAR ON TOP

. Sentry MDU

Allow permission

This permission allows an app to show things on top of other apps you're using. This may
interfere with your use of other apps.

When finished, click the “Back” Button. The system will now display the
SentryMDU Program Installation Panel and continue with installation.

APPS THAT CAN APPEAR ON TOP

. Sentry MDU

Allow permission

Permissions are now complete.
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Review of Registration Steps for a Licensed User:
The following screens will be displayed during the installation and registration process.

The SentryMDU Program Installation Panel will be displayed while the App is being
configured and the file structure created.

il ozl 3:29 PM

Program Files are being
installed ... wait until finished

Important Note: Depending on the age and Android version of your mobile
device, the time period for installing the program files may vary from 5
seconds ... up to 5 minutes.

For example, a Samsung S22 smartphone only takes a few seconds, where
an older Samsung S9 may take several minutes. Be patient.

Accept the End User License Agreement (EULA)

EULA

End User License Agreement
SentryMDU MOBILE END USER LICENSE AGREEMENT

This End User License Ag (this "EULA") an between you and Digi-
Lumen Technologies, LLC ("we’ or "us") and governs your use of the SentryMDU suite of Mobile
applications and the SentryMDU Client/Server Desktop Companion Suite, as defined below. The
SentryMDU family of Mobile applications and the SentryMDU Client/Server Desktop Companion are
collectively referred to in this EULA as "SentryMDU". This EULA will also be deemed to include any
additional payment terms and other requirements set forth on the download page and any required
terms or conditions specified by the application store through which you purchase our products.

Bv downloadina. installina or usina SentrvMDU. vou acknowledae that vou have read. understood.

Agree
Disagree Agree

Accept the Privacy Policy

Privacy Policy
Digi-Lumen Technologies Privacy Policy

The Privacy Policy below governs your SentryMDU Account, your use of the SentryMDU suite of
Mabile applications, the SentryMDU Client/Server Deskiop Companion Suite and the Digi-Lumen
i ies, LLC website, as below. The SentryMDU family of Mobile applications
and the SentryMDU Client/Server Desktop Companion are collectively referred to In this Policy as
“SentryMDU". This includes any information you provide on this Mobile Device, our associated
websites or that may be processed by our Servers.

By downloading, installing or using SentryMDU, you acknowledge that you have read, understood,
and agree to this Privacy Policy. If you do not agree to this Privacy Policy, you are not entitled to use
SentrvMDU.

Agree
Disagree Agree
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After initial installation, the Main Map screen displays a “Street Map” (using
OpenStreetMap data) and not a satellite image.

Bookmarks

Create ...
Drawing

@

Initial Map is
a street map.

At this stage in the Registration Process you are still an “Anonymous” User. You have
NOT vyet selected or been assigned to a Security Domain.

In this example, we are going to illustrate the screens that will be displayed during the
User Licensing Process when you sign up with a Licensed Server.

1.

Starting at the Main Map Screen

Once the SentryMDU program files have been installed and the EULA
executed, a Main Menu screen will be displayed. This is the SentryMDU
Main Screen. The “default” map image will be a Road Map View of the North
American Continent (USA, Canada, Mexico).

sookmats  Main Screen

Create ...
Drawing

ﬁk to SentryMDU Reference

Materials. See Section 8.4.2

A pop-up message will remind you to continue with device Configuration.

12:21 AM

A nfo

If you would like to register your user, please open

"Menu" and then "Configuration”.

s
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To continue with the registration process, click on the MENU button in the
upper left hand side of the screen. A Menu block will now appear at the
bottom of the page.

Bookmarks

Create ...

Menu Block

Configuration

Select the “Configuration” Button from the Menu Block.

Bookmarks

Create ...
Drawing

Configuration

As the Configuration screen begins to display, a “pop-up” box appears and
explains that prior to registration you will ONLY have Anonymous user
access to many of the features.

A\ Confirmation

You are using an anonymous access to the service
There are many features disabled in that mode

Do you want to create your own user ?

Yes No

In order to have access to the Licensed Server, you will need to register as a
User on that server instance. The registration process creates an “account”
for you on the Licensed Data Server, identifies the mobile device, and
implements a security profile for that has been pre-selected for you by your
Organization’s IT Department. Registration is free.

BEFORE we create a new user on the Licensed Server we must SELECT
the licensed server that we want to use.
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Digi-Lumen Technologies, LLC

Change the Server Address on the Main Configuration Panel

Since we need to CHANGE the default registration server address to the
Licensed Server that we will be using, we need to edit the Main Configuration
Panel and enter the Domain Name (or IP address) of our Licensed Server.

Licensed Servers will generally fall into two categories:

a. Servers administered by DLT within OUR server network.
b. Customer owned/operated servers NOT within our network.

This section will cover BOTH of these options (option “a” is preferred).

An example of the Main Configuration Panel is shown below.

S ———

Default Change.. New

|| otfine mode

[ |Tap commands Sensitivity
:‘ Voice notifications

:I TMS option (Task management system)

EI Large contrel buttons

:I Hide tracker

j Keep screen on
| Show "Quit' item of menu

Server address

server.sentrymdu.com Select

Anonymous Register new user ...
User password

_] Keep connection 1o the server
D Secure connections (HTTPS.SSL)
GeoSpace
DigitalGlobe Maps -
Context (Filling: 33 %)
Clear context Clear local imagery

Tracker alias

Tracker object 1D /
0 Construct new object

Tracker Server Address
server.sentrymdu.com
SRR

0

Tracker transmission interval, sec

0

Tracker location reading interval, sec

20
Map for POIs (Paints of interest)

DigitalGlobe Maps -
:I Server connection

j Save tracker history

|I<eq:| ‘Wi-Fi hotspot server on

322 NE Debell Ave. Bartlesville, OK 74006

We will change this default
server address to the
Licensed Server address

We will change this default
server address to the
Licensed Server address
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To start this change process, click the “No” Button. We do not want to create
a new user just yet ... we first need to change the Server Address.

Click the “No” Button on the pop-up Confirmation Panel.

A\ Confirmation

You are using an anonymous access to the service
There are many features disabled in that mode.

Do you want to create your own user ?

AL “

a. Servers administered by DLT within OUR server network
Servers within the SentryMDU System network will be available via a
drop-down menu located on the Main Configuration Panel.

We will now use one of the four pieces of licensing information provided to
us by our organization.

1) An “Anonymous User” initial registration password for your Server
Instance.

2) The License Number that has been given to the Job Classification for
this User.

3) The temporary License Access Key that will be provided to the User

4) The Domain Name (or IP Address) for your SentryMDU Licensed
Server Instance.

We will use the name of the Licensed Server Instance (or Domain Name).
In this example, the Licensed Server name is USA Server — Oklahoma.

To see the available DLT Servers, click on the “Select” Button.

We will change this default
server address to the

B confguration T Licensed Server address
[Server address

server.sentrymdu.com | Select
User ID

Anonymous Register new user ...

User password

| Keep connection to the server

A listing of available DLT Data Servers is shown.
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In the server list, two dedicated License Servers are shown. In this
exercise, we will select the 2™ License Server (USA Server — Oklahoma).
If your Organization has been assigned a DLT Licensed Server, this is
where you would select your specific server instance.

Important Note: You CANNOT just pick a server from the list to
use. It must be a server that your organization has “licensed”
and that you have a password to access (the next step).

Click on the Server name.

T LlesE 6:24 PM

P Root server of the Project
Root Data Server

# Aninstance of USA, Cklahoma

", Root Data Server.USA Server - Oklahoma

r—

Since we are changing from the “default” DLT Registration Server to a
Data Server dedicated to YOUR organization, you will need to enter an
“Anonymous User” PASSWORD to be able to connect to this “new”
server instance. Your organization may change this Anonymous User
password on a periodic basis so you will need to make sure this is the
current “active” password for your server instance.

We will now use another of the four pieces of licensing information
provided to us by our organization.

1) An “Anonymous User” initial registration password for your Server
Instance.

2) The License Number that has been given to the Job Classification for
this User.

3) The temporary License Access Key that will be provided to the User
for registration during a specific period of time.

4) The Domain Name (or IP Address) for your SentryMDU Licensed
Server Instance.

A pop-up panel will appear.

You must enter an anonymous password to
continue with REGISTRATION on this Server
Instance.

OK
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Click inside the data entry box. An on-screen keyboard will appear.
Enter the “Anonymous User” password here.

Anonymous User Password |

You must enter an anonymous password to
continue with REGISTRATION on this Server

Instance

Click the “Back” Button on your phone to return to the pop-up box.
When finished, click the “OK” Button to continue.

You must enter an anonymous password to
continue with REGISTRATION on this Server

Instance. The PASSWORD you have

been provided HERE.
|« G\ |

You will be returned to the Main Configuration Panel.

Default

: |0ﬂ|ine mode

J Tap commands Sensitivity
J Volce notifications

:l TMS option (Task management system)

:I Large control buttons

:I Hide tracker

j Keep screen on

: |Show'Quil'i(emofmenu We Changed the Server Instance
Usels - in two places ... HERE and below.

Server address

l server.companyXYZ.com J Select

M\u
. : m== \\/e changed the Anonymous User
password HERE.

Keep connection to the server

[
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The next step is to change from an “Anonymous User” to an authorized
REGISTERED user with a Username/Password combination. This will
allow the creation of Security Domains on this Licensed Server instance.

To register as a “new” user, Click the “Register new user ...” Button on
the Main Configuration Panel.

Default

|| offiine mode

J Tap commands Sensitivity
__] Voice notifications

:I TMS option (Task management system)

:I Large control buttons

:I Hide tracker

j Keep screen on

: | Show ‘Quit’ item of menu

We will be registering on YOUR
organization’s Licensed Server.

Server address

| server.companyXYZ.com

User ID

Anonymous Register new user .
User password l O

Keep connection to the server

By clicking on the “Register new user ...” button, the “New user
registration form” will be presented. Depending on the type of device you
are using (phone or tablet), as you touch one of the data entry boxes, the
device will show a screen “keyboard” so you can enter the required text.

Login name

]

Password Confirmation

password (at least 6 chars) password confirmation

NOTE:

full user name
Contact info
EMail, Phone, etc Registration is required to
Secuity Domains become a User on a Licensed
new user security domains (optienal) Add Remove Data Server.

Name

new tracker name

,: Private access
GeoSpace
DigitalGlobe Maps. -

ode below and register

_Z-E captcha code Reload

Register
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b. Customer owned/operated servers NOT within our network.
Servers NOT within the SentryMDU System network will need to be
manually entered on the Main Configuration Panel.

We will now use one of the four pieces of licensing information provided to
us by our organization.

1) An “Anonymous User” initial registration password for your Server
Instance.
2) The License Number that has been given to the Job Classification for
this User.
3) The temporary License Access Key that will be provided to the User

4) The Domain Name (or IP Address) for your SentryMDU Licensed
Server Instance.

We will use the name of the Licensed Server Instance (or Domain Name).
In this example, the Licensed Server name is server.companyXYZ.com.

An example of the Main Configuration Panel is shown below.

Default

i | Offline mode
J Tap commands

:‘ Voice notifications

|:| Large control buttons
D Hide tracker

|| keep sereen on

| | Show ‘Quit’ item of menu

Server address
server.sentrymdu.com

:I TMS option (Task management system)

4

Select

User 10
Anonymous
User password

GeoSpace
DigitalGlobe Maps

Clear context

Tracker alias

Tracker object I

0

J Keep connection to the server

[+] secure connections (HTTPSSSL)

Register new user ...

Context (Filling: 33 %)
Clear local imagery

Construct new object ...

Tracker Server Address
server.sentrymdu.com
S

0

Tracker tranamission interval, sec.

We will change this default
server address to the
Licensed Server address

We will change this default
server address to the
Licensed Server address
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To start this change process, click the “No” Button. We do not want to
create a new user just yet ... we first need to change the Server Address.

Click the “No” Button on the pop-up Confirmation Panel.

A\ Confirmation

You are using an anonymous access to the service
There are many features disabled in that mode

Do you want to create your own user ?

“

The Main Configuration Panel is displayed. Click inside the data fields. As
you touch one of the data entry boxes, the device will show a screen
“keyboard” so you can enter the required Domain Name or IP Address.

Enter the Domain Name or IP
Address (IPv4) of your Licensed
Server. When finished click “Next”
to cycle through the entries, or click
the “Back” Button on your device to
return to the Panel.

New

Default

[ ] offiine mode

J Tap commands Sensitivity

Voice notifications

:lTMSop:ion (Task management system) = = = L ors@ 1:40 PM
= il 0 PM

server.companyXYZ.com |

:‘ Large control buttons

[ | Hide tracker

_’ ]Keep sCreen on

[ | Show "Quit’ item of menu

Server address

| server.companyXyYZ.com

User ID

Keep connection to the server

Enter the Domain Name or IP

[+] secure connections (HTTPSSSL) Address (IPv4) of your Licensed
GeoSpace Server. When finished click “Next”
DigitalGlobe Maps = to cycle through the entries, or click
Context (Filling: 33 %) the “Back” Button on your device to

return to the Panel.

Clear context Clear local imagery

Tracker alias

Tracker object ID F _alo5H 1:40 PM

0

server.companyXYZ.com |

Tracker Server Address

| server.companyXYZ.com|

Tracker port
0

Tracker transmission interval, sec

0
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Important Note: Make sure that BOTH entries are to the

SAME Licensed Server. If not, your registration will fail.

Since we are changing from the “default” DLT Registration Server to a

Data Server (server.companyXYZ.com) dedicated to YOUR

organization, you will need to enter an “Anonymous User” PASSWORD
to be able to connect to this “new” server instance. Your organization may
change this Anonymous User password on a periodic basis so you will
need to make sure this is the current “active” password for your server

instance.

We will now use another of the four pieces of licensing information

provided to us by our organization.

Instance.

1) An “Anonymous User” initial registration password for your Server

2) The License Number that has been given to the Job Classification for

this User.

3) The temporary License Access Key that will be provided to the User
for registration during a specific period of time.
4) The Domain Name (or IP Address) for your SentryMDU Licensed

Server Instance.

While still at the Main Configuration Panel, change the password for the
Anonymous user. Click on the “Password” data field.

Default Change.. New

: | Offline mode

J Tap commands Sensitivity
:‘ Woice notifications

:I TMS option (Task management system)

D Large control buttons

:I Hide tracker

j Keep screen on

: | Show "Quit' item of menu

Server address

l server.companyXYZ.com J Select

User ID

Register new user ...

| Keep connection

D Secure connections
GeoSpace
DigitalGlobe Maps -
Context (Filling: 33 %)
Clear context Clear local imagery

Tracker alias

322 NE Debell Ave. Bartlesville, OK 74006

Digi-Lumen Technologies, LLC
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Change the Anonymous User password to that provided by your
organization.

New “Anonymous User”
Password

Click the “Back” Button on your mobile device to return to the Main
Configuration Panel. Once back at the Main Configuration Panel, you
must SAVE this new configuration.

Click on the “OK” Button.

Default

: | Offline mode
J Tap commands Sensitivity
J Veice notifications

:l TMS option (Task management system)

:‘ Large control buttons

:I Hide tracker

j Keep screen on

: | Show "Quit' item of menu

Server address

l server.companyXYZ.com Select

User 1D

Ananymous . === \\Ve changed the Anonymous User
User password password HERE.

Keep connection to the server

You will be returned to the Main Map Screen.

Bookmarks

Objects . -
Places Maln Screen >
Back st
Create ... e
Drawing
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To continue with the registration process, click on the MENU button in the
upper left hand side of the screen. A Menu block will now appear at the
bottom of the page.

Bookmarks

Create ...

'~

Menu Block

Select the “Configuration” Button from the Menu Block.

Bookmarks

Create ...
Drawing

As the Configuration screen begins to display, the “pop-up” box appears a
second time and again explains that prior to registration you ONLY have
Anonymous user access to many of the features. However, remember
that NOW you are on a DIFFERENT server, your organizations Licensed
Server.

A\ Confirmation

You are using an anonymous access to the service
There are many features disabled in that mode.

Do you want to create your own user ?

Yes No

Since we have previously set the address for this Licensed Server, we
can now start the registration process. This will create an “account” for
you on the Licensed Data Server, identify the mobile device, and
implement a security profile for that has been pre-selected for you by your
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Organization’s IT Department. Registration is free. This is necessary if
you wish to interact with other mobile devices on the Licensed Data

Server network.

Click the “Yes” Button.

A Confirmation

You are using an anonymous access to the service
There are many features disabled in that mode.

Do you want to create your c g 1ser ?

By clicking on the “Yes” button, the “New user registration form” will be
presented. Depending on the type of device you are using (phone or
tablet), as you touch one of the data entry boxes, the device will show a
screen “keyboard” so you can enter the required text. See the following

rules when filling out the form.

Login name

P |

Password Confirmation

password (at least 6 chars password confirmation
Full Name
full user name
Contact info
ail, Phone, etc
Security Domains

new user security domains (optional) Add  Remove

Private access

GeoSpace
DigitalGlebe.Maps -

Enter a code below and register

aptcha code Reload

Register

NOTE:

Registration is required to
become a User on a Licensed
Data Server.

Digi-Lumen Technologies, LLC
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Rules to follow when filling out the registration form:

1. Login name
A single word name of 5 — 255 characters, no spaces. Special characters
(such as !@#$% ) are allowed. However the ‘ and ; characters are not
allowed (apostrophe and semicolon). This will be your “username” so it
should be a descriptive name. This nhame will appear on the Map Screen and
will be the identifier with other Users. For example, if your job title was as the
Director of the Emergency Operations Center .... you might use: EOCdirector
(as shown below).

OCdirector N21887

Find user
Tracker

Click inside the “name” box to open an on-screen keyboard. Type your
Username. For this example, we will use a user by the name of Alex Express
and a Username = “alexexpress”.

Login name

P J

Password mation

password (at W&t 6 chars vord confirmatior
Full Name

full user name

Contact info

Mail, Phone, etc }'\f-',“.-usf-l name

Security Domains

Next
new user security domains (g
Name
new tracker r
q
Private access alexexpress
GeoSpace
g Next
DigitalGlobe Maps
Register q = B P
2 —
=
#% Login name
alexexpress
L
password (at least 6 chars) password confirmation
Full Name
full user name
Contact info
EMail, Phone, etc
[Security Domains
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2. Password
The Password must be 6 — 255 characters, no spaces. Special characters
(such as '@#$% ) are allowed. However the ‘ and ; characters are not
allowed (apostrophe and semicolon).

Click in the password field and enter your password, then confirm by entering
again.

Q& [

Login name

-
& | alexexpress

Password Confirmation
password password confirmation

full user nam

Contact info

EMail, Phone, etc

Security Domains

full user name

[Contact info

EMail, Phone, etc

[Security Domains

3. Full Name
This is your actual NAME ... such as Robert Jones or it could be a “job title
such as VFD Member (stands for Volunteer Fire Department Member).
Some features of the Sentry MDU System will use your Full Name in
correspondence with other users on the system. Features such as Video
Phone or Text Messages will use this name in alerts to other users.

”

0 o e : Example of Full Name,

port@digHumen.
R-.:xmus:nh:nl:mmmhmusxmmnn VFD.VFDmemberRead Writ VF D M em ber
ington

EMail

Current location

OfficeWatching

Show all list

Originated tasks

o Lo ik o e e, st
Jrengcick onthe hicro mmave iy
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Click inside the data entry field to open the on-screen keyboard.
Enter your Full Name.

CH-3=| B

Login name

@ alexexpress

Password Confirmation

Full Name

full user name &

Alex Express

my the vyour and how or themselves

Full Name
Alex Express

L

EMail, Phone, etc

[Security Domains

4. Contact Info
This is an email address and (optionally) a phone number. This information is

used in two ways:

a. If the mobile device you are using has a SIM card (cellular
enabled) and you enter the optional phone number, then other
SentryMDU users will be able to call you on your phone from
within the SentryMDU App (assuming security credentials
allow).

EQCdirector

o0 iecor Example of phone

suppert@kGcommandere m+19181234567
mwmo:mwmn.m ST T et G EOCdirectorRead, Write U
i number

Audio

Tracker
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If no number is entered, there will NOT be a “Call” button
displayed.

No phone number
T nember;Read Write:UsA.LRRY

No call button

VFDmember
'VFD Member
‘support@digHumen.com
Read Write:USA.Oklahoma Wa, “in-enn 2
ington
o

OfficeWatching

Show all list

Originated tasks

b. Whether you enter a phone number or not, we will need a valid
email address so that we may contact you in the event
something is wrong with your account. We do NOT send
marketing emails or other spam. This is only in the event we
determine there has been unauthorized use of your account or
some other important reason related to your account about
which we need to contact you.

It is also for other Users in your organization to be able to email
you.

Example of emalil

Email Button

Originated tasks

Email Address
The email address must be listed first and in standard email format such as:

myName@gmail.com

Phone Number

The optional phone number must be listed after the email address and
separated by a comma “, “. The phone number must start with a “+” sign and
may not include inter-country, inter-town access codes. It must be made up
entirely of numbers. It should follow the standard international telephone
format such as the USA example shown below:

+19181234567
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If you choose to list the optional phone number, the entry for the Contact
data field may look similar to the following:

myName@gmail.com,+19181234567

Note: No whitespace between letters/numbers

Click in the “Contact Info” box to open the on-screen keyboard.
Enter the contact information.

Qe

%

Login name

alexexpress

Password

Full Name

Alex Express

Contact info

EMail, Phone, etc

Full Name

Alex Express

[Contact info

support@digi-lumen.com,+9181234567

TN

new user security domains (optional) Add = Remove

5. Security domains
The Security Domains data field has several possible options:

a.

If you are part of a Licensed Group, the Account Administrator
for your Group MAY provide you with Security Domain
information to enter into this data field. If not, then leave this
field “blank” during registration.

If you will be a Licensed User AND you want to JOIN an

existing Security Domain ... AND you know the
DOMAIN_NAME/PASSWORD pair that has been provided to
you by the owner of the Security Domain ( Section 6.5 ), then
you may enter that information in this block. In this case, the
system will assign you your OWN default security domain (based
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on your Username) AND provide you access to the other
Security Domain(s) you have added. This is in addition to the
security domains assigned by the User License.

The Security Domains data block is “optional’”.

Password Confirmation

Full Name

Il user name
Contact info /
Mail, Phons tc

Security Domains

Optional security domains

ecurity domains (optional) Add | Remov
Name
[/] Private access
GeoSpace
DigitalGlebe.Maps -
nter a code b iste
73%_&1’? ptcha code Reload
Register

In this exercise, we will assume that we want to “Add” a security domain for a
family member. When we add this security domain, it will be in addition to the
security domain pre-configured by your IT Department AND the “default’
security domain that will be created by the system using the Username you
have chosen. See Section 6.4 — 6.5 for additional details.
We will add the following:

Read,Write:samexpress.family.travel.egypt

This will be a Security Domain from User = Sam Express (samexpress).

To begin, click on the “Add” Button on the Registration Panel.

& 45, 40 100% M 10:29 AM

Ty alexexpress
Password Confirmation
Full Name

Alex Express
Contact info

support@digi-lumen.com,+9181234567

Security Domains

new user security domains (optional)
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A Security Domain Structures panel will open that will enable a user to
“search” for security domains of other users. These security domains may
then be specified to be “added” to your list of available security domains.

oeRE~E $ %) 005l 10:20 AM

Security Domains Structure

Security Domain
Structures Panel

B

In order to “add” a security domain of another user, there are three conditions
that must be met.

Device #1 (your device) and Device #2 (another user’s device)

Conditions to add a “personal” Security Domain of another User:
1. The “other” user must be on the SAME data server instance.
2. Device #2 must have created a personal security domain.
3. User of Device #2 must provide the DOMAIN_NAME /
PASSWORD pair to YOU (ie Device #1) so your device may
become part of their personal security domain.

Users may create multiple Security Domains to cover work, play, family,
specific activities and so on. Users may have up to 100 security domains.

To add the security domain you will now need the DOMAIN_NAME /
PASSWORD pair for the user group you want to add.

Domain Name: samexpress.family.travel.egypt
Password: trip1234

The root element of “samexpress.family.travel.egypt” is “samexpress”.

Click on the “Enter a context of the root element” text area of the Security
Domains Structures Panel.

% %, 4 100s M 10:29 AM

\ty Domains Structure
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When “clicked” the on-screen keyboard will open. Enter the root element of
the security domain ... samexpress.

When finished, click the Search Button.

you and the

The system will search for ALL security domains with a root context of
“samexpress”. In this example, we notice that 3+ items were retrieved.

+ %, 4 100: 0 10:31 AM

egypt !

We are looking for ... samexpress.family.travel.egypt ... because this is the
DOMAIN_NAME that we have a password for. It will not work if we try to use
one of the others.

samexpress

’ samexpress.family
_< Available security Domains for

’ samexpress.family.travel this User (samexpress).

’ samexpress.family.travel.

:’ samexpress.family

;’ samexpress.family.travel

'-‘ samexpress.family.travel.egypt
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Select (click) on this item to activate the choice.
Then click on the “OK” Button.

[samexpress SEARCH

;’ samexpress.family

f’ samexpress.family.travel

f’ samexpress.family.travel.egypt

1

Now that you have selected the security domain that you want to add to your
registration panel, the system will prompt for the password.

Click in the text area to
open the on-screen
keyboard.

Enter the password for this security domain. This is the password that was
provided to YOU by Sam Express, the owner of Device #2.

Enter domai

trip1234

Click the “OK” Button to complete the transfer.
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The Security Domain from User = Sam Express is now added to the Security
Domains data field on the Registration Panel.

Alex Express . .
) Security Domain for user
Contact info « ”
support@digi-lumen.com,+9181234567 / samexpress
—
Security Domains
Read,Write:samexpress.family.travel.egypt Add  Remove

alexexpress

Private access

Important Note:

In the event you use an INCORRECT password, the
Registration Form will fail with an error as shown below when
you click the “Register” Button and the system processes the
registration.

“% Login name

alexexpress

Password Confirmation

Full Name
Alex Express
Contact info
I supporti@digi-lumen.com,+3181234567

Security Domains

Read,Write:samexpress.family.travel.egypt Add  Remove
The FORM will not be
Name .
 sesespess | processed if you have an
- incorrect password.
l _Private accges
GeoSpace Error of loading data, Server
returns an error, wrong
DigitalGlobe Mabs password of security domain .
131"3’3?51‘{ 3438512 | Reload
Register

6. Name (Tracker Name)
This will be the “name” that the GPS Tracker feature will use to identify a
User. By default the system will append the word “Tracker” to the end of the
Login name that you selected (Item #1 above). We would suggest you use
the same name as you selected for a Login name ... however, you can use
anything you want (alphanumeric characters only).
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As shown in the following example, the Tracker Name will default to the
entered Username + Tracker.

Default name = alexexpressTracker.

[Name

alexexpressTracker

Private acoess

GeoSpace

DigitalGlobe.Maps

Enter a code below and register

m captcha code Reload

Register

We will edit the Tracker Name and remove the “Tracker” part to leave just
alexexpress. Click in the text field to open the on-screen keyboard.

[Name

alexexpressTracker

U Private

GeoSpace

alexexpressTracker

alexc ore=sTracker

3 45, 4 100l 10:
Alex Express
Contact info

support@digi-lumen.com,+9181234567

Tracker Name has
Security Domains been changed.
new user security domains (optional) Add | Remove

[Name

alexexpress

Private access
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7. Private access (checkbox)
By default, the Private access checkbox IS CHECKED. Private access
means that other Users CANNOT see you or interact WITH YOU unless the
security domain settings specifically ALLOW them to see you.

For those users that have a Licensed Group, you WILL WANT to keep the
Private access “checked” since the Account Administrator will have already
set up the security domains for you.

8. GeoSpace (selection drop-down box)
By default, the DigitalGlobe.Maps GeoSpace is selected. This will work for
most users that are located in all but a few regions of the world. The provider
of satellite and high-resolution aerial imagery (MapBox / DigitalGlobe, Inc.)
has most of the world covered. However, there are regions of the world
where they do not have high resolution coverage. For this reason, we have a
selection box where other imagery suppliers may be provided (or are
available).

Once all of the data fields are filled out, your form should look something like this.

“% Login name
alexexpress
Password Confirmation
If you will be using the “Call”
feature, remember to add
Full Name your phone number here.
Alex Express

Contact info

| support@digi-lumen.com, +3181234567 In MOST cases, the
y 4 |
Security Domains Security Domains field
Read,Write:samexpress.family.travel.egypt addll [Remova will be “blank
Marme

| alexexpress

Private access

GeoSpace
DigitalGlobe Maps -
Enter a code below and register
a3 ac 12 | 3438512 fieload
3438512 |
Register
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Finally, click on the “Register” Button.

When the “Register” Button is clicked, the mobile device will contact the “licensed”
SentryMDU Data Server for your organization and set up an account for you. You will
need to have either a cellular or WiFi connection such that the mobile device can contact
the SentryMDU Data Server network. This may take 10 — 20 seconds to complete. This
will set your security profile that has been pre-configured by your Organization and will
register your “device” as an authorized device.

T alevm 11:20 AM

The “Registering a new user ...”
message will be displayed for
about 10 seconds as the User is
validated.

Once the “registration” is successful, you will get a message stating that an account has
been created for you on the network and that your security profile has been changed
from Anonymous to a registered user.

Click the “OK” Button to continue

A\ Registration

A new user has been registered successfully.
Name: alexexpress

ID:1

The program configuration will be changed to use
that user.

Once the “OK” Button is clicked, the screen will return to the Main Menu Screen.
A pop-up box will be displayed allowing you to select either a User License or User
Subscription.

For this example, we will NOT do a License just yet ... we will do it later in this section.
Click on the “Later” Button.

Select

User Licenses

User Subscriptions
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The Main Map Screen will look similar to the following. The default Map View uses the
OpenStreetMaps data to display a roads/street map view.

F aleoxm 11:30 AM

N
Booliae The_ GP_S location of YOUR
device is not shown on the
X -2 Main Map Screen.
Create ...
Drawing

You have now “registered” but your location is not displayed on the map screen until you
tell the mobile device that you would like to display your own location. In typical use,
since you know where YOU ARE ... you may choose not to display YOUR location and
only display the GPS location of other Users in the network.

In this example, we will turn on the GPS location (mobile object marker) of your mobile
device. Section 10.5 of this User Manual will cover this feature in detail, but for now, we

will just turn on the Mobile Object Marker.

Click on the Objects Button.

11:30 AM

Create ...
Drawing

The “My Objects” Panel will be displayed. Since you have only created YOURSELF as a
User ... and have not imported other users from your Security Domain, your mobile
device will be the only device in the list.

O S Bp

l alexexpress . .
By default, this box is NOT

checked during the install
process.

| Update
Interval

| Sendto | Video
user J‘ Overlay

New
object

Remove

“ Searchs ‘ inactive
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In this example, you are the user Alex Express (username = alexexpress). When the
“checkbox” is not checked, the user will NOT be displayed on the Map Screen.

To illustrate this feature, we will put a “checkmark” in the checkbox to activate this user.
Click on the checkbox. Return to the Main Map Screen.

Click on the checkbox

T —————— to activate.
' alexexpress

| Remove

| inactive

Send to
user

Video
Overlay

Search... Hpdate

New
Interval

object

As a “registered” User, the device will now display your Username at the GPS

coordinates of your current location. You may need to zoom in/out to find your location
(depending on where you are located in the world).

e

% le0x@11:31 AM

Username will display at
Bookmarks current GPS location

Nrw rire

" Gl deepress

Create ...
Drawing

\_ See Section 4.4, Iltem #13 for

an explanation of these color
codes.

Note:

You have now REGISTERED ... the next step is to activate the
User License assigned to your User Classification.
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Selecting and Installing a User License on a Device:

In this example, we have registered a “new” user on the Licensed SentryMDU Server of
our Organization. We are now going to illustrate how to INSTALL a User License on a
mobile device.

We will now use the remaining two pieces of licensing information provided to us by our
organization.

1)

An “Anonymous User” initial registration password for your Server Instance.

2)
3)

The License Number that has been given to the Job Classification for this User.
The temporary License Access Key that will be provided to the User for registration
during a specific period of time.

4)

The Domain Name (or P Address) for your SentryMBU Licensed Server Instance.

We will now review the following 10 steps.

Open the Menu Panel and select the “Licenses/Subscriptions” Button.

Bookmarks

Objects

p.J;ZECOS . P 1
EBack
Create ...

Drawing =~ |

This Menu Option is
only available if you
are a registered user.

Configuration

Licenses/Subscriptions

About

Select the “User Licenses” Option.
A pop-up panel will appear. Select the “User Licenses” option.

Select

User Licenses

User Subscriptions
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3.

The “User Licenses” selection panel will appear.

Pop-up Panel for adding a
license.

Initially, no license has
been selected.

Add by QR-code

(&YBpenSireetMaps contributors . |

4. Click on the “Add Button”.

To display the license input screen, click the “Add” Button.

If your organization has
supplied you with a QR-code,
you may click here to scan this
code.

B

5. Data Entry panel for new license is displayed.

A pop-up panel will appear with two (2) data entry fields.

Y New license

License number

License Number

License access key

License Access Key

Enter the License Number and License Access Key.
Click on the “Add” button when finished.

@ New license

License number
1234-567-890
License access key

| 4H678-275 |
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7. The submitted User License job classification will be validated.
If the entered data is correct, and the temporary License Access Key is used
during the time period set by your IT Department, the User License security
domain for this job category (County Rescue Team Member) will be installed
on the mobile device.

The mobile device will contact the SentryMDU System to validate the license
and retrieve the User Category parameters.

License is being processed
and validated.

The validated License and User Category will be displayed on the panel.

d ‘i1—:w ers that ha a ‘:’p) tation
Bookr —— . s
: County Rescue Team Member e_ License Category and Description.
Obij(
Pla Note:

Ba Your Organization may have many
Crez license categories that will provide
Dray specific features for Team Members,

Add Add by QR-code
A — Team Leaders, Managers, etc.

8. Review User License, job role and Security Domain
Click on the User License name (County Rescue Team Member) to open a
pop-up panel that will display the license parameters and the installed
Security Domain.

Bookr
Obij¢
Plal
B4
Crea
Dray

Information Panel about
the User License.

Add

'Y License

License number
T789-123-456
Role
rescue.member.logistics

Name:

County Rescue Team
Member
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The full listing may be displayed by scrolling the pop-up panel.

™Y License

License number
789-123-456 License Number
Role
User role and classification as selected

by Licensed Organization

rescue. member.logistics

Name:
County Rescue Team

Member ~
Info

g bldoyimisadigmsiel Organizations with a Licensed Server
Members that handle have access to create, modify and remove
logistics and '< i i

oot ttion. User License parameters via a web portal

into an Administrative Server.
Features

Native tile server

Security Domains \

Read,Write:County u ( Default Security Domain for all users
SA.OK.Washington . . . .
in this classification

Supervisor domains
Read, Write:County! u < Supervisory Security Domain for all

SA.OK . . . .
users in this classification
= \

Listing of URLs provided to this User Class

during initial installation.

Note:
This is a list of the Custom Bookmarks
and Data References that are installed
for this specific User Category. These are
set by your Organization.

9. Return to the Main Map Screen
Click on the “Back” button on the device to return to the Main Map Screen.

»' | County Rescue Team Member

Add by QR-code

When the “Back” Button is clicked, this starts the License Validation Process.
This may take several seconds depending on your internet connection.
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10. Main Map Screen is now displayed with Satellite Imagery
As the mobile device processes the screen change, the satellite imagery for
this User License is downloaded and installed on the device in accordance
with the organization’s imagery contract.

A pop-up message will display if the User License is valid.

10:59 PM

0 Info

User license has been validated successfully.

Satellite imagery will now fill the screen

|  Menu

; Settings

e

. United States
“llalexexpress

\
| Find user
Tracker

Note:

You have now REGISTERED and installed a User License ... but
you have NOT COMPLETED CONFIGURATION. See Sections 3.14
and 5.4 for additional settings that you will need to make. This is
important if your device is to provide a good user experience and
to perform optimally (ie audio/video streaming, map images, etc.)
for your specific hardware.

|
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Options for changing the type of Map Imagery to display:

The Sentry MDU Application allows a user to select a number of options on how they
would like the screen to display satellite imagery and maps. There are 3 primary
image/map options and several overlay “layers” that can display additional symbols and
icons. The 3 primary map options are as follows:

1. Satellite Image overlaid with a street map
2. Satellite Image
3. Street Map

The “default” setting is Item #1 — Satellite image overlaid with a street map.

After initial installation (and before registration) you will notice that the Main Map screen
displays a “Street Map” (using OpenStreetMap data) and not a satellite image.

Bookmarks

Create ...
Drawing

1. Location of the Map Layer display options.
The available Map Layers are installed in the Background Layers Folder on
the Viewing Configuration Panel.

Background layers

OpensStreetMap (Street Maps Only) and

)JODEHStFEEtMap'NﬂUV&SWndafd [v] imagery provided by MapBox / DigitalGlobe.
_ - These choices are mutually exclusive (can
wmgltalGlobe Maps [] only select one).

:— This choice is only active for Users that

have a Subscription or User License.

Down item

| Import “Addfulder | Up item I

I Bookmarks

l Recents |

OpenStreetMap-Native-Standard
OpenStreetMaps is an “Open Source” set of map data supported by a
worldwide community. DLT operates a tile server that delivers this
“road/street” map data to the SentryMDU App.

DigitalGlobe Maps
DigitalGlobe (a Maxar company) is a commercial provider of high
resolution satellite imagery to governments and industry. They operate a
constellation of satellites that scan the earth continually and provide
updates to their imagery on a regular basis. The SentryMDU App
retrieves imagery data from MapBox, a reseller of DigitalGlobe imagery.
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2. Select the “Custom Configuration” Option
The “Custom” option is an alternate view mode of the Foreground, Central
and Background Layers functions. To open this panel, click the Custom
Configuration Button on the Viewing Configuration Panel.

samexpress

Find user
Tracker

DigitalGlobe.Maps.User Drawings ("Wiki")
DigitalGlobe.Maps.User mobile objects

NinitalGlohe Mang llser comnonents
Load | Time:Now! || Time: Last || POI live search I OK

Three large buttons will be displayed
1.Foreground Layers
2.Central Layers
3.Background Layers

Q= 99% M 3:21 PM

sEsssEEEEEEEEED . .
© D - Custom Configuration
s - mode is now activated
@ Foreground layers
@ Central layers
Q Background layers
Create URLS | 0K I

3. Select the “Background Layers” Folder
Select the Background Layers folder for access to the imagery and maps that
are available on the Mobile Device.

3
@ Foreground layers

Central layers
Background layers
fiaaladiRls 1 i
L

T :3

O
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The Background Layers folder contains the currently available sources for
map imagery. In this example we show the 2 default entries. You may also
put “custom” maps of your own in this folder.

The “default” setting has
“OpenStreetMap-Native-Standard”
active and the “DigitalGlobe Maps”
in a non-active state.

Default Setting

OpenStreetMap-N ative-Standard

wDigitalGlobe Maps [] L This choice is the DEFAULT

on a new installation.

Import I Add folder I Up item I Down item I Bookmarks I Recents

4. DigitalGlobe Maps for Users with a Subscription or User License.
When a User device installs the MapBox/DigitalGlobe Map imagery by way
of a Subscription or User License, the DigitalGlobe Maps menu item will
become active.

To view the 3 different DigitalGlobe Map options, click on the Menu Item.

Satellite&Street map ] D ef au | t

Satellite map

Street map

Import I Add folder I Up item I Down item I Bookmarks I Recents

During an initial install of the MapBox / DigitalGlobe Maps, the
“Satellite& Street map” option will be installed by default.
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A User may select any of the other map options as indicated below.

@ eSateIIite&Street map [v]

Satellite map L]

eStreel map ]

Import IAddfolderI Up item IE

Default

Satellite map

L]

Street map

Menu' |
Import IAddfoldefI Up item ID Settings

Find user
Tracker 1} e,

Satellite&Street map

Satellite ma|

@ °Street map

Import IMdfolderI Up item ID
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Removing a User License from the Device:

In the SentryMDU system a Subscription and a User on a “licensed” Data Server (User
License) may not co-exist for the same “User Profile”, on the same mobile device. You
must be either one or the other (or none). See Section 5.3 on how to create multiple
“User Profiles” that will allow BOTH subscriptions and Licensed Users to co-exist on the
same device.

In this example, we are going to illustrate how to REMOVE a User that has a User
License on a SentryMDU data server. You may use this feature if you have a User
License in a specific category and you will be moving to a “new” category of License. In
this scenario you must remove the existing license and then install the “new” license.

1. Open the Menu Panel and select the “Licenses/Subscriptions” Button
Click on the Menu Button on the Main Map Screen and then select the
Licenses/Subscriptions Button.

10:59 PM
N

_Find user
Tracker

2 11:00 PM
Menu *} LN

Settings |“‘f-+, R
—9— X

Configuration

HELP

2. Select the “User Licenses” Option
A pop-up panel will appear. Select the “User Licenses” option

Select

User Licenses

User Subscriptions

e ——————
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3. The “User Licenses” selection panel will appear
The User Licenses Panel will show the active User License that is installed
on this mobile device.

oex [l 10:03 AM

Pop-up Panel shows the
current User License
registered on this device.

Add by QR-code

. Tracker j\

4. Select the User License, long click on the name
Perform a “long click” on the User License name. A pop-up box will appear
with a button to “revoke” the User License. Click on the Revoke Button.

This is & License Category for County

mbers th

” Long Click

Revoke license

5. Verify the correct License Number
Verify the License Number for your Organization. Click on the Revoke
Button to remove this license access from the mobile device.

Revoke license

License number

789-123-456

6. The User License will be removed from the device
Notice that the User License (County Rescue Team Member) is no longer
shown on the device.

User License has been
removed from the Panel.

Add by QR-code
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Satellite Imagery will be removed from the device

Without a User License, the mobile device “access” will be removed from
SentryMDU Data Server of the Organization. You will still be “registered” on
the particular server instance, but you will default to your personal Security
Domain. You will no longer have access to others on the network until you
select and install ANOTHER user license.

You will no longer have access to file storage, streaming and satellite
imagery that is provided by that Server Instance.

Click the “Back” Button to return to the Main Map Screen.

Add by QR-code

As you return to the Main Map Screen, the satellite imagery on the device will
be removed.

“Imagery is cleared”
message will display for
3 seconds.

oK

Finally, a pop-up box will inform the User that the User License has been
successfully cancelled.

@ Info

User license is cancelled

PEEN X\

Click the “OK” Button to continue ...
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8. The “default” OpenStreetMaps data will now be displayed.
Notice that the screen has now reverted to the road map display. Since you
are on a Licensed Server, in order to access the high resolution satellite
imagery once again, you must input another User License/Access Key

combination.

T .al80%W 11:32 AM

Bookmarks - s '
&2 L X Default street/map
: kil .| Vview is displayed.

e daEpress

P

Create ..”
Drawing
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3.8. Using In-App Subscriptions

Subscription Overview:

In-App Subscriptions are available for those Users that do not belong to an organization
that has a Licensed Server AND they would like access to enhanced satellite imagery,
server data storage and broadcast bandwidth.

In most cases, a subscription would be used by a family, small civic group, clubs and
small businesses with fewer than 20 members. Once a group size gets larger than 50-80
members it is usually more cost effective for the group to license a SentryMDU Server
instance. Since the SentryMDU System is NOT supported by advertising (no Ads) and
we do NOT sell User data, we must charge for our service in order to cover the use of
Satellite Imagery, server disk storage and internet usage.

Important Note:
We use Stripe.com as our Payment Gateway and In-app Subscription
Processor. If you pay for Services or Subscriptions on our website or
mobile app, they handle ALL financial transactions.

Your billing information and credit card numbers NEVER hit our
Servers. To validate purchases, Stripe.com sends us an encrypted ID

Code that has been assigned to your account.

Stripe.com is certified to PCI Service Provider Level 1. This is the most
stringent level of certification available in the payments industry.

Subscriptions are governed by the following:

a. We use Stripe.com as our Payment Gateway and In-app Subscription Processor.
We accept all major credit and debit cards in 130+ currencies. You may visit their
website to learn more.

b. All subscriptions on are on a “monthly” time period. For example, a subscription
that starts on the 12" day of a month will end on the 12" day of the next month.

c. You may “upgrade” or “downgrade” a subscription at any time (ie in the middle of
a month). The unused pro-rated remaining value of your current subscription will
be applied as a credit toward your new subscription. You will not be “billed” until
the remaining balance is used up. See Stripe.com documentation for details of
this Policy.

d. You may cancel a subscription at any time. However, there are NO refunds. You
will continue to have access to the “paid for” content until your monthly time period
has expired. At that point, the subscription will NOT be renewed.

e. To “manage” your Subscriptions, access the SentryMDU Administrative Server
Gateway website (via a computer or your mobile device) and log into your
account. Here you can view, cancel, renew, upgrade/downgrade and manage
your SentryMDU subscription.
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We offer three (3) Subscription Levels to cover the needs of most subscription users.

1. Level 1 Access ($4.99 USD/mon, should be adequate for the casual user)
i. 6,000 Satellite Imagery tiles per month
ii. 100 Mb of Data Server Disk storage for audio/video files
iii. 500 Mb of data streaming to other remote devices
2. Level 2 Access ($9.99 USD/mon )
i. 12,000 Satellite Imagery tiles per month
ii. 200 Mb of Data Server Disk storage for audio/video files
iii. 1 Gb of data streaming to other remote devices
3. Level 3 Access ($14.99 USD/mon )
i. 24,000 Satellite Imagery tiles per month
ii. 500 Mb of Data Server Disk storage for audio/video files
iii. 2 Gb of data streaming to other remote devices
4. We suggest ALL users start at a Level 1 subscription ... if you exceed the usage
rates for Level 1, then upgrade to Level 2, and so on.
5. We recommend a user to purchase a SentryMDU Server License if you have
usage needs that are higher than Level 3.

Enhanced Services Pricing Tables

Level 1 Level 2 Level 3
Access Access Access

$ 4.99/ $9.99/ $14.99/
month month month
6,000 12,000 24,000
Satellite Satellite Satellite
Tiles Tiles Tiles
100MB 200MB 500MB
Server Server Server
Storage Staorage Storage
500MB 1GB 2GB
Bandwidth Bandwidth Bandwidth

(suvscrive SN Suvoorivo SN Subscive |

Subscription Users do NOT have direct access to the Data Server via the SentryMDU
Manager Desktop Client (MS Windows Program). There are some features/functions
(about 10%) that will NOT be available/customizable. For these features, we have
selected “defaults” that should work for most users. If you need/want the ability to “fine
tune” the system, then you must have a SentryMDU Server License.
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Registering for a Subscription Account:
We provide two (2) methods/formats from which you can manage a Subscription
Account.

1. Your mobile device (phone or tablet)
2. Desktop Computer via the SentryMDU Administrative Website.

Before you can select a Subscription, you must create a “Subscription Account”. This is a
different account from what you used to “register” your mobile device. A subscription
account (optional) will enable you to manage all aspects of a SentryMDU monthly
subscription (provide credit card information, start a subscription, upgrade/downgrade,
cancel, etc.). This account, once established, may be accessed from your mobile device
or a desktop computer via the SentryMDU Administrative website.

The screens below show how to access your subscription account on a mobile device.

Drawing =

*

Configuration Licenses/Subscriptions

HELP Exit

User Licenses

User Subscriptions

~

We will establish a Username and
Password for our Subscr|pt|0n SentryMDU Account Verification
Account. We will need it for access.

Subscription Account Login

-’ Submit Account Credentials
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The “Login Panel” for a Subscription Account will look the same for both a Mobile Device

and a Desktop Computer. However, the Menu Option screens will look diffe

rent. Since

the mobile device has a smaller screen, it will not have as much detail as the larger

screens. Examples are shown below.

Access to a Subscription Account on a mobile device

Enter Username
and Password

Subscription Account Login

SentryMDU Account Verification
Change Username &

Submit Account Credentials
e —————

Subscription
Account Menu
Options

-

General Account Information

Manage Subscriptions and Services

Create a NEW Subscription

Credit Card Payment Accounts

Change Credit Card Information

View User Subscription Data

Upgrade or Downgrade Subscriptions

Cancel your Subscription

Reactivate a canceled Subscription

Password

Access to a Subscription Account on a Desktop Computer

T T—r—

Account Selection Options
Licens: Account Access
iy -

s r Account Acc
Erou s abg Somryit)

S e L \

Administraiive Account Access

e et Sty =
RN R o

© Dl Luman Ty Al Rights Rasarvsd

The Seny MOU (Mot Data i) uteof THE
mobile camera solu

The Sentry MOU flable
Data Server and Desktop Clent (opional o prowde eakime vdeo transmission GPS tacking. automated ata

SentryMDU Account Verification

When used as a body-car the
advanced audoideo Tealires providefo et v43e0 swarming voks actvaton motion deecton emote
video feeds

obie dovce (0o Prowe o Tablet)

Enter Username
and Password

Subscription Account Login

Whethiryou s st Responder (Polce, i, Rescus) and se th edvanced copebMites i your o of S opois
GPS tracks fror a member of the general
Thedevice 1o movor y parent in i et o (o8 e Senty MOU
connect the worid. We think

To lear more, click here to visit the Digi-Lumen Technologies website.

© Dg-Lumen Technioges LLG, Al Rghts Reserved

T p———

Submit Account Credentials

SentryMDU Subscription Homepage

SentryMDU Subscription Account Functions

™~

General Account Information

Cowrera o Fmamer e

[cmm Username & Pazsword I

e r—rrr— |

Manage Subseriptions and Services.

Subscription Account E———

|

Menu Options

User Crach Card Updstes

[ View Subacrpion Dt |

Upgiad and Downgrada Subaciiions

-

Cancal Subscriglons, 10 suto-anae

Fachvste Canceled Subscripion |
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Registering a subscription account on a Mobile Device

To access the subscription feature, you must first “register” an account on our
SentryMDU Administrative Server and set up a payment method (ie credit card) so you
can pay for the subscription. The use of subscriptions is “optional”.

The following list will describe the steps.

1. Open the Menu Panel and select the “Licenses/Subscriptions” Button
When you select the User Subscriptions option from the select box, the
system will check to see if you have an existing Subscription Account. If you
do NOT have an existing account, the system will provide a set of screens
where you can register for a Subscription Account.

Navigate to the User Subscriptions option in the Select Box.

Bookmarks

Create ...
Drawing = |

Bookmark;

icenses/!

User Licenses

User Subscriptions

|
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2. Select the User Subscriptions option
Click on the “User Subscriptions” option button.

This registration panel will only
Select display if your “User” (ie User
Profile) has NOT previously
registered an online account.

User Subscriptions ( §

\) . Subscription Account Registration

Cancel Account Registration

Information required to create an Account

To create a SentryMDU online account, you must install the
SentryMDU mobile App on a device and you must “register”
that device (registration is free). The account creation process
will need the information that is assigned to the device. If you
need help see the SentryMDU Mobile Device User Guide for
details

User Licenses

Online Access Registration

This panel will allow you to establish a Username/Password
pair that you may use to access and change account
information online.

Upgrade, Downgrade and Cancel Subscriptions

You may upgrade, downgrade or cancel subscriptions from
this account. You may access this account from your mobile
device or our website via a desktop computer.

Credit Card Data

Once your account is created, you will have the option to
create a credit card profile. If you choose to do this (optional)
you will be connected to an online payments processor
(Stripe.com). You will provide THEM with the necessary
information to establish a credit card profile account. THEY
will handle all credit card transactions on THEIR servers in
compliance with banking regulations (PCI Compliance
Requirement). They send us an acknowledgement when a
credit card charge is successful

\ General Account Information

Organization Name

Contact First Name

General contact information of Contact Last Name
the account user Addivia SF Contack
Address Line 2

City

State or Province
Postal Code

Country United States

General Contact Email

) Confirmation Email

Create Account Login Credentials

Create a Username / Password New Account Name

for accessing your online >. Password
Subscription Account Confirm Password

Continue Account Creation

You will receive an email confirmation of your registration sent to
J the Confirmation email address entered above.
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3.

Fill out the Subscription Account Registration form

Fill out the Form. When finished, click the “Continue Account Creation”
Button to continue. You will have a chance to review your entries before the
final submit.

When you establish an account “Login” name, you may use the same
username as your mobile device ... or a different name. We recommend a
different name. You will have options to change BOTH the Username and
Password of this Subscription Account, as you desire.

. Subscription Account Registration

Cancel Account Registration m

« Information required to create an Account
To create a SentryMDU online account, you must install the
SentryMDU mobile App on a device and you must “register”
that device (registration is free). The account creation process
will need the information that is assigned to the device. If you
need help see the SentryMDU Mobile Device User Guide for
details.

Online Access Registration

This panel will allow you to establish a Username/Password
pair that you may use to access and change account
information online.

.

Upgrade, Downgrade and Cancel Subscriptions

You may upgrade, downgrade or cancel subscriptions from
this account, You may access this account from your mobile
device or our website via a desktop computer.

Credit Card Data

Once your account is created, you will have the option to
create a credit card profile. If you choose to do this (optional)
you will be connected to an online payments processor
(Stripe.com). You will provide THEM with the necessary
information to establish a credit card profile account. THEY
will handle all credit card transactions on THEIR servers in
compliance with banking regulations (PCI Compliance
Requirement). They send us an acknowledgement when a
credit card charge is successful

General Account Information

Organization Name My Company
Contact First Name
Contact Last Name Benitc
Address of Contact 123 Any Street
Address Line 2
City Tulsa
State or Province Oklahoma
Postal Code

Country nited States v

General Contact Email WillBenito@mail
When you establish an
account “Login” name, you
Create Account Login Credential may use the same username

bl as your mobile device ... ora
4 different name.

\—

Confirmation Emall Benito@mail.cor

) are case

New Account Name

Password oo

Confirm Password  «seeeeee

Continue Account Creation

You will recerres L ae T TRt
the Confirmation email address entered abog

Digi-Lumen Technologies, LLC
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4. Review data entry ... submit to create new account
This panel will provide a review of the data you entered. If you need to
correct something, use the “Back” Button at the top right side of the panel to
return to the previous screen.

Important Note: Make a note of your password and store in a
secure place. Passwords do NOT expire and are encrypted on
our Servers. If you lose your password, we cannot help you.

When you are ready to proceed, click the “Continue to Finalize Account
Registration” Button at the bottom of the panel.

. Subscription Account Registration

Cancel Account Registration m

Go back to previous screen Back f . .
<< Click the “Back” Button if you

Review the Information Below . y

The information below will be used to create your Subscription need tO make COI’I’ectlonS '[0

Account. Please make sure it is correct,

the Form.
If this information looks okay, you will be completing the Account
Registration. If you QUIT before completing the next step, you will
have to start over.

General Account Information

anizatic ame My Company
Wwill
L N Benito

f Contact 123 Any Street

Tulsa
tat T QOklahoma
72456
it us
ai WillBenito@mail.com
firmation Emai Benito@mail.com
Account Login Credentials

New A N Teamleader3s

NOT ok ok ok ok k

You will receive a confirmation email of your registration.
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5. Successful registration of a Subscription Account
When you submit the Registration Form, the system will check the data you
entered for errors and incorrect formatting. In addition, your Username must
be “unique” in our system ... if someone else has already selected that
Username, you will be prompted to choose another name.

If all is well, you will see the following panel.

. Subscription Account Registration

Account Login Credentials

Teamleader3s

Kokok ok ok ok ok ok Kk

General Account Information

My Company

Will Benito

Login to Account Get Subscription

Next Steps after Registration
You have now created an online account that will enable you to login and
manage any SentryMDU Subscriptions that you may have in the future

You may also select and pay for a subscription NOW by clicking on the Get
Subscription button shown above

To access your account, go to the Account Login Button on your Mobile

Device or the button located on the left side of the SentryMDU
Administrative Server website homepage.

An email has been sent confirming your registration.

6. Next steps after Subscription Account registration
Upon a successful initial Account Registration, you will be presented with two
options ... (1) Go to the Account Login Screen, (2) Sign up for a subscription.

. Subscription Account Registration O Subscription Account Login

Account Login Credentials SentryMDU Account Verification
Teamleader3s
Teamleader3s

Kok k ok k Submit Account Credentials

General Account Informati

My Company
SentryMDU Subscription Options

Will Benito Return to Account Login Page =

Go back to previous screen Back

——
Login to Account Get Subscription Level 1 Level 2 Level 3
Access Access Access

— $4.99/ $9.99/ $14.99/
Next Steps after Registration month month month
You have now created an online account that will enable you to logi
manage any SentryMDU Subscriptions that you may have in the future ) 6,000 12,000 24000

satellite satellite Satelite
Tiles. Tiles Tiles

You may also select and pay for a subscription NOW by clicking on the Get

Subscription button shown above Sewer Somver Sever
Storage Storage Storage

To access your account, go to the Account Login Button on your Mobile s00MB 1e8 208

Device or the button located on the left side of the SentryMDU Bandwidth Bandwidth Bandwidth

Administrative Server website homepage.

The following payment methods are accepted

[ Vo )| > QRS o o J =]

An email has been sent confirming your registration.
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7. Sign up for a Subscription
In this example, we are selecting to sign up for a subscription option NOW.
We could do it later, by logging into our Subscription Account and signing up
for a new subscription ... but since we registered in order to get a
subscription, we will do it now.

Select the “Get Subscription” Button.

Review the available subscription options and click the “Subscribe” Button for
the subscription you want.

. Subscription Account Registration

Account Login Credentials
Teamleader3s
dokokokok ok ok k ok ok

General Account Information
My Company

Will Benito

Login to Account Get Subscription

Next Steps after Registration
You have now created an online account that will enabl
manage any SentryMDU Subscriptions that you may’

You may also select and pay for a subscription NOW by clicxfng on the Get

Subscription button shown above.
SentryMDU Administrative Gateway

To access your account, go to the Account Login Buttf
Device or the button located on the left side of the Se

Administrative Server website homepage. Seﬂtl’yMu Subscrlptl.on OP“OI'IS
An email has been sent confirming yoy Return to Account Login Page m
Go back to previous screen | Back |

Enhanced Services Pricing Tables

\ Level 1 Level 2 Level 3
Access Access Access
$499/ $9.99/ $14.99/
month month month
Three (3) subscription > 6,000 12,000 24,000
. Satellite Satellite Satellite
options are presented Tiles Tiles Tiles
100MB 200MB 500MB
Server Server Server
Storage Storage Storage
500MB 1GB 2GB
) Bandwidth Bandwidth Bandwidth

ethods are accepted

- ]

Unless you KNOW what you
want, we suggest all new
Users start off with Level 1
Access.

The following

""4
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8. Enter your Credit Card information
The SentryMDU Payment Panel will be displayed. Enter your credit card
information and an email address where you would like a “confirming email”
to be sent. All fields are required (except Postal Code).

For those countries that do NOT have postal codes (ZIP), leave this field
blank.

When finished, click on the subscription price at the bottom of the form.

r

Administrative Gateway

SentryMDU Payment P_anel

Return to Subscription Login m
Go back to previous screen Back

Credit Card Account Information

Name on Card

Card Number =
Expiry Date This field is OPTIONAL. However, if
CVC Code your BANK requires the entry of a

Postal Code, then your credit card

—» Postal code (ZIP) < will be declined if you do not enter
we (most Banks require this).

Country United States v

Email

$4.99 per Month

The following pay

B -

SentryMDU Payment Panel
You will receive an email confirmation of y

email address entered d  poyiim to Subscription Login m

Go back to previous screen Back

\ Credit Card Account Information

Name on Card Will Benito

R .Gr:r‘.{:r:“ir

Card Number 4242 4242 4242 4242 VISA

Expiry Date 12/21

CVCCode 123
Fill out the Credit Card > bostal code (ZIF) 7245
information form
Country United States v
Email  Benito@mail.com|

$ 4.99 per Month

The following payment methods are accepted

DE - BEEE

You will receive an email confirmation of your purchase sent to the
email address entered above.
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9.

10.

Credit card information is validated and processed
The validation process may take anywhere from a few seconds to a minute
or more depending on your internet speed and your location in the world.

Do not “re-click” the button a second time, lots of things are happening in the
background ... you will get an error message if things are not working
correctly.

If the transaction is successful (card is charged and subscription is validated)

you will see the following summary panel.

Click this button if you want to
go to your online account and
review card and subscription
details.

) i i

SentryMDU Subscription Services

Return to Account Login Page

Note that transaction
was successful

Details of your Monthly Subscription (

Monthly Cost: $ 4.99 USD
Purchase Date/Time: 2019-06-30 17:59:42

Last 4 digits of Card: xxxx-4242

Subscription Level: SentryMDU Level 1 Summary Of the SentryM DU
Start Date/Time: 2019-06-30 17:59:42 < Subscription you have
End Date/Time: 2019-07-30 17:59:42 purchased

Subscription Type Monthly “auto-renew*

Confirmation Email: Benito@mail.com

« You may CANCEL your subscription at any time k
You may access your online account, by computer or mobile device,
and cancel your subscription at any time. However, there are NO
refunds. A cancellation means that you will continue to receive your
subscription service for the remainder of the subscription period,
but it will NOT be renewed for the next month.

If you need to contact us ...

See the About us/Contacts section on the left side menu on our
website. You may call or email us if needed (email is usually best)
Our Support Group email is " support AT digi-lumen dot com ". We
will try to get back to you as soon as we can

Close the Browser Panel
To “activate” the subscription you have just purchased, close the screen
panel. Generally, clicking the “back” button on your mobile device will do it.

Return to Account Login Page

Details of your Monthly Subscription

Monthly Cost: $ 4.99 USD

Purchase Date/Time: 2019-06-30 17:59:42

Last 4 digits of Card: xxxx-4242
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11. Subscription validation and return to Main Map Screen
The mobile device will contact the SentryMDU Administrative Server and
receive validation that a successful transaction has occurred. Depending on
your internet speed and location, this action may take 10 -20 seconds.

The validation
process may last
several seconds.

12. Dialog box displayed after successful validation
Upon subscription validation and contact with the SentryMDU Administrative
Server, the system will display a pop-up dialog box. Click “OK” to continue.

Satellite imagery will begin
to fill the background

0 Info

User subscription has been validated successfully.

13. The system will install satellite imagery for the current map location.
Satellite imagery will now be installed on the device and the Main Map
Screen will change from an OpenStreetMaps street view map to satellite
images. In addition, the Data Server will be configured for the data storage
and data streaming parameters you selected.

Street Map Screen

Satellite Map Screen

Bookmarks

Obj

Back
Create ...
Drawing

' Find user
- Tracker
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Registering a subscription account on a Desktop Computer

You may also use a Desktop Computer (internet Browser) to “register” an account on our
SentryMDU Administrative Server. The use of subscriptions is “optional”. This example
illustrates how to register for an “online” Subscription Account via a Desktop Computer.

Use your Internet Browser (ie MS Edge, Firefox, etc.) and navigate to the secure website
of the SentryMDU Administrative Server.

https://sentrymduOl.sentrymdu.com

U Adimifistrative Gateway

LT A DLT SentryMDU
s : Administrative Server
e N “secure” website

@ Privasy Potior
@ User License Agresment

You are at Home!

f

Screen of
Desktop Computer

D= -

The Sentry MDU (Multi Data Unit) suite of mobile solutions is THE next generation 4G-LTE communication unit and
mobile camera solution.

The Sentry MDU software uses the high-performance features available in a standard smartphone integrated with a
Data Server and Desktop Client (optional) to provide real-time video transmission, GPS tracking, automated data
upload, and remote access and control capability. Nothing else on the market comes close!

When used as a body-cam, vehicle dash-cam, sports camera or a remote access surveillance camera, the
advanced audio/video features provide for real-time video streaming, voice activation, motion detection, remote
control and more. Sentry MDU will allow simultaneous video feeds from multiple other users to display on your
mobile device (Cell Phone or Tablet)

Whether you are a First Responder (Police, Fire, Rescue) and use the advanced capabilities in your job, or a sponsor
of sporting events to live-stream video and GPS tracks from participants or a member of the general public using
the device to monitor an elderly parent in their home (or a family member traveling overseas), the Sentry MDU
System will enable you to connect to others anywhere in the world. We think that s pretty cool.

To learn more, click here to visit the Digi-Lumen Technologies website.

 Digi-Lumen Technologies LLC, All Rights Reserved

In this example, we will use the SentryMDU Administrative Server website to register
for a Subscription Account. Click on the “Account Registration” Button.

Account Hegistration

A page will appear for you to accept our Privacy Policy and EULA (End User License
Agreement). Select “I| Agree” to continue.

This will open a webpage where you can register for a Subscription User Account.
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Click on the “Account for Subscription Services” Button.

Gateway

@ 5. User Account Registration

User Account Registration Options
Registration for a Licensed Server Account
Licensed Servers.

SentsyMDU Adin Server Heme Fo

If your organization is running a Licensed Server than this is the
type of account access thal you will need. The Administrative Cantact
for your arganization will provide you with a “Registery Key” that you
will need to complete registration

Registration for a Subscription User Account

If you are using SentryMDU Subscription Services then this is
@ type of account access that you will need. You will need the

“Usemame" and “UserlD Code” from your mobile device to

Gomplate the account registiation

Account for
Subscription Services

© Digi-Lumen Technologies LLC, AN Rights Resarved

The “Subscription Account Registration” panel will be displayed.
Follow the instructions to register for an online account.

« Information required to creste an Account
To create a SentryMOU online account, you mustinstall the
SentryMDU mabile App on a device and you must “register” tat device
{rauswaton is frae). You will nead he Username from tha mobile
device and e UserlD assigned to the device. We have ncluded
These safeguards in our regisYation Process in an attempt o keep out
therobobots poling heintemet  we hope you understand If you
need help see the SentryMDU Mobile Device User Guide for details

+ Online Access Registration
This series of screens will aliow you 1 estabiish a Usemame/Password
pair Matyou may use 1o access and review accountinformation onine
You will be able 10 feview PasthiStry on your sccount printinvoices
and adjust the setings on how often you get emails from us

« Upgrade, Downgrade and Cancel Subscriptions
‘You may upgrade, downgrade of cancel subscriptons from this account
Ofcourse, you may also o this from your mobie device

« User Contact Information
We will ask for name and address information for e User thatwill be.
associated with this Account

« Credit Card Data
Once your accountis created, you will have the option fo create a credit
card profile. If you choose ta do this (optional) you will be connected to an
i You will provide THEM

with bl ac
THEY will handle all credit card ransactions on THEIR servers in comphance
with an

a credit

SentryMDU App install verification

SenyMOU Username from YOUR Mobile Device |

requred)

SentryMDU UserlD code from YOUR Mobile Device | {recuaned)
|Payment Gateway Account Information

Please Note: When you setup a NEW Subscription Payment Accoun, you will need o make a note of your Username and Password 50 you will be able 1o gain access to e
system in he funre

Contact Information for your SentryMDU Account

1 | Name of Organizaton settng up the Payment Account

{aponl}

2 | Firstand Last Name of Person hat vall be the Contact

(recpredy

Address of Contact (Street Address)

Address Line 1

-

Additonal address data for Contact (ie Suite No, Floor, et Address Line 2

5 [cy

=

State or Province

~

Postal Code. (reqeec)

Country (required so we can pay taxes © your Country) United States of America ] e

=

General Confact Email Address. {optionai)

0 | Email Address for sutomatic purchase con fimation reqared)

Create a Username/Password so you can access your SentryMDU Account

Passwords mus tbe betwaen 8 and 25 characiers Sensitve (e Gifferent from Passwords a LETTER and can
contain characters, numbers and underscore. The password does NOT expire: If you lose 11 we cannathelp you since itis encrypted. Store in a secure piace

" |smn,mnummen.mnnunmgm Name (single word, no spaces) | (R rsctmmisira, 2 charsmex)

12 | User Password {password wall be encrypted affer enry). Enter two Smes (825 chare)

VWhen you are finished with the FORM, cick on the SUBMIT bution BELOW The sys tem will process your entry

When you have completed the data entry then click this BUTTON ta the right. | Submit New Account Information | | Reset
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Create a Subscription using the online Subscription Account
This example assumes that you are a registered User and that you have already
established an “online” Subscription Account ... but not yet signed up for a
subscription.

The SentryMDU App is free to download and install. We provide it for “free” so you may
install it, play with it, look at some of the screens and decide if this is something you want
to use. If you have played with it for a while, but now want a subscription, follow these
directions.

After initial installation and registration you will notice that the Main Map screen displays
a “Street Map” (using OpenStreetMap data) and not a satellite image.

Initial Map is
a street map.

Bookmarks £ L : _4

Create ...
Drawing

We provide the OpenStreetMap views as the default display BEFORE you select one of
the following options:

1. Do nothing and remain an Anonymous User (reduced feature set since you are
not part of a group Security Domain).

2. Register a Username but do NOT purchase a subscription. Maps will be
OpenStreetMaps Data and not satellite imagery. No data storage or streaming.

3. Purchase an In-App Subscription.

4. Sign up with a Licensed Server run by your Organization.

In this example, we are going to illustrate the screens that will be displayed during the
Subscription Process (Item #3 above).

1. Open the Menu Panel and select the “Licenses/Subscriptions” Button

Bookmarks

This Menu Option is
only available if you
are a registered user.

Create ...
Drawing
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2. Select the “User Subscriptions” Option

A pop-up panel will appear. Select the “User Subscriptions” option.

Select

User Licenses

User Subscriptions

3. The “Subscription Account Login” panel will appear

A pop-up panel will appear on the mobile device. The “Account Username”
data field will be pre-filled in for your mobile device (ie Teamleader4s).

Enter your Subscription Account password.
Submit the account credentials.

Subscription Account Login This username/password is for the
Subscription Account ... NOT your
mobile device username/password
(unless you used the same ones).

SentryMDU Account Verification

Teamleader4s

ministrative Gateway

Streamlined version for Mobile Devices

This is a streamlined version of the desktop application to manage
SentryMDU Subscriptions. The desktop version has more detailed
explanations of the data fields and menu options. The version for desktop
computers is available on our website.

\ General Account Information

Change Username & Password

Manage Subscriptions and Services Menu Option

We will be using this

Create a NEW Subscription

Subscription Account
Management Panel
(for a mobile device)

J

Credit Card Payment Accounts

Change Credit Card Information

View User Subscription Data

Upgrade or Downgrade Subscriptions

Cancel your Subscription

Reactivate a canceled Subscription

Digi-Lumen Technologies, LLC 322 NE Debell Ave.

Bartlesville, OK 74006

918-337-2002
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4. Click on the “Create a NEW Subscription” menu item
To display the available subscriptions, click the “Go!” Button.

Review the available subscription options and click the “Subscribe” Button for
the subscription you want

/MDU Administrative Gafeway

Streamlined version for Mobile Devices

This is a streamlined version of the desktop application to manage
SentryMDU Subscriptions. The desktop version has more detailed
explanations of the data fields and menu options. The version for desktop
computers is available on our website.

General Account Information
Change Username & Password

Manage Subscriptions and Services

Create a NEW Subscription

Credit Card Payment Accou

Change Credit Card Informa|

View User Subscription Data

ol

Upgrade or Downg yMDU Ac If you want to ABORT
the process, you can

SentryMDU Subscription Options return to the Menu Page.

Cancel your Subsci

Return to Account Login Page

Reactivate a cancel

Go back to previous screen | Back |

\ Level 1

Level 2 Level 3
Access Access Access
$499/ $999/ $14.99/
month month month
Three (3) subscription >. 6,000 12,000 24,000
. Satellite Satellite Satellite
options are presented Tiles Tiles Tiles
100MB 200MB 500MB
Server Server Server
Storage Storage Storage
500MB 1GB 2GB
) Bandwidth Bandwidth Bandwidth

‘bscribe

methods are accepted

! Subscribe i
Unless you KNOW what you

want, we suggest all new The followin§

Users start off with Level 1
Access. | visa_ ]
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5. Enter your Credit Card information
The SentryMDU Payment Panel will be displayed. Enter your credit card
information and an email address where you would like a “confirming email”
to be sent. All fields are required (except Postal Code).

For those countries that do NOT have postal codes (ZIP), leave this field
blank.

When finished, click on the subscription price at the bottom of the form.

If you want to ABORT
the process, you can

SentryMDU Paymamﬁpaanel return to the Menu Page.

Return to Subscription Homepage

Return

Go back to previous screen Back

SentryMDU User Verification

SentryMDU Username Teamleaderds

UserlD Code 261

SentryMDU Email

Credit Card Account Information

Name on Credit Card

Card Number
Expiry Date
CVC Code
—9 Postal code (ZIP) : 4
/ Country United States v ) Mg Pa! st
This field is OPTIONAL. \ %195 per Mot SRS =1
However, if your BANK
Go back to previous screen Back

requires the entry of a Postal
Code, then your credit card

will be declined if you do not
enter one (most Banks require m el “ ﬂ

The followi hods are

SentryMDU User Verification

SentryMDU Username TeamlLeaderds
th |s) i UserlD Code 261
\ You will receive an emall confirmation of your purchas
sent to the email address entered above. SentryMDU Emall WillyD@mail.com
N ed ara A O O d O
Name on Credit Card Willy Dean
Card Number 4242 4242 4242 4242 VISA
Expiry Date 12/21

CVC Code 456

Fill out the Credit Card > Postal code (ZIP) 75154
information form

Country United States v

$ 4.99 per Month

tod

Y T .
[arst nican]

You will receive an email confirmation of your purchase
sent to the email address entered above.
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6. Credit card information is validated and processed
The validation process may take anywhere from a few seconds to a minute
or more depending on your internet speed and your location in the world.

Do not “re-click” the button a second time, lots of things are happening in the
background ... you will get an error message if things are not working
correctly.

If the transaction is successful (card is charged and subscription is validated)
you will see the following summary panel.

Click this button if you want to
go to your online account and
review card and subscription
details.

SentryMDU suhscriptl;m Services

Return to Subscription Homepage

Note that transaction
was successful

Details of your Monthly Subscription (

Monthly Cost: § 4.99 USD
Purchase Date/Time: 2019-07-01 15:05:17

Last 4 digits of Card: xxxx-4242

Subscription Level: SentryMDU Level 1 Summary Of the SentryM DU
Start Date/Time: 2019-07-0115:05:17 < Subscription you have
End Date/Time: 2019-08-01 15:05:17 purchased

Subscription Type Menthly "auto-renew”

Confirmation Email: WillyD@mail.com

» You may CANCEL your subscription at any time k
‘You may access your online account, by computer or mobile device,
and cancel your subscription at any time. However, there are NO
refunds. A cancellation means that you will continue to receive your
subscription service for the remainder of the subscription period,
but it will NOT be renewed for the next month.

If you need to contact us ...

See the About us/Contacts section on the left side menu on our
website, You may call or email us if needed (email is usually best).
Our Suppert Group email is * support AT digi-lumen dot com ", We
will try to get back to you as soon as we can.

7. Close the Browser Panel
To “activate” the subscription you have just purchased, close the screen
panel. Generally, clicking the “back” button on your mobile device will do it.

MDU Administrafiv

Return to Subscription Homepage m

Details of your Monthly Subscription

Monthly Cost: $ 4.99 USD

Purchase Date/Time: 2019-07-01 15:05:17

Last 4 digits of Card: xxxx-4242
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8. Subscription validation and return to Main Map Screen
The mobile device will contact the SentryMDU Administrative Server and
receive validation that a successful transaction has occurred. Depending on
your internet speed and location, this action may take 10 -20 seconds.

The validation
process may last
several seconds.

9. Dialog box displayed after successful validation
Upon subscription validation and contact with the SentryMDU Administrative
Server, the system will display a pop-up dialog box. Click “OK” to continue.

Satellite imagery will begin
to fill the background

0 Info

User subscription has been validated successfully.

10. The system will install satellite imagery for the current map location.
Satellite imagery will now be installed on the device and the Main Map
Screen will change from an OpenStreetMaps street view map to satellite
images. In addition, the Data Server will be configured for the data storage
and data streaming parameters you selected.

Street Map Screen

Satellite Map Screen

Bookmarks

Obj

Back
Create ...
Drawing

' Find user
- Tracker
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3.9. Managing Subscription Accounts

Overview:

The SentryMDU App includes a Subscription Management feature that provides a set of
screens for managing subscriptions and credit card information associated with
subscriptions. The purchase of a subscription (for enhanced satellite imagery, data
storage and streaming bandwidth) is optional and not required to use the SentryMDU
App. This section will describe the features and menu options of the Subscription
Management Panel.

The Subscription Management Panel has a series of buttons that provides the
following options.

Change Username/Password

Create a NEW Subscription

Credit Card Payment Accounts
Change Credit Card Information
View User Subscription Data
Upgrade or Downgrade Subscriptions
Cancel your Subscription

Reactivate a canceled subscription

©NoGA~®ONPRE

Layout of the Subscription Management Panel:

In this example, we will focus on the Subscription Management Panel as displayed on a
mobile device (phone or tablet). The same features (menu items) are provided on our
website if you would prefer to use a desktop computer.

The picture below shows the Subscription Management Panel on a 10” Tablet.
10” Tablet
' —MDU A"’ fﬁfﬁl'szxrr: Gafeway

Streamlined version for Mobile Devices

version for desktop computers is available on our website. :
General Account Information
Change Username & Password

Manage Subscriptions and Services

Create a NEW Subscription

Credit Card Payment Accounts

(%]
=
-
7]
=
=
Z)

Change Credit Card Information

View User Subscription Data

Upgrade or Downgrade Subscriptions

Cancel your Subscription

Reactivate a canceled Subscription
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Review of Subscription Management Feature options:

1. Panel rotation for Portrait or Landscape Mode
The Subscription Management Panel is designed to work on a variety of
mobile devices of varying screen sizes. This includes the ability to display in
either a “Portrait” or “Landscape” screen orientation.

Important Display Note: If you experience “word wrap” where text wraps due to
narrow screen width, adjust your display “font size” to a smaller number and things
should display properly (small to medium font size is best). Your mobile device must
support HTMLvS5 for these features to work (Android ver 7.1+ support HTMLV5).

Example of Landscape Mode

Return to Subscription Homepage

Details of your Monthly Subscription

Monthly Cost: $ 4.99 USD
Purchase Date/Time: 2019-07-01 15:05:17

Last 4 digits of Card: xxxx-4242

Example of Portrait Mode

Return to Subscription Homepage

Details of your Monthly Subscription

Monthly Cost: $ 4.99 USD
Purchase Date/Time: 2019-07-01 15:05:17
Last 4 digits of Card: xxxx-4242
Subscription Level: SentryMDU Level 1
Start Date/Time: 2019-07-01 15:05:17
End Date/Time: 2019-08-01 15:05:17
Subscription Type Monthly “auto-renew”

com

on at any time
.

be renewed for t

« If you need to contact us
See the About us/Cont

Digi-Lumen Technologies, LLC 322 NE Debell Ave. Bartlesville, OK 74006 918-337-2002 Page 142



2. Navigate to the Subscription Management Panel “Homepage”
The Subscription Management Panel is accessed from the Main Map Screen
panel.

At the Main Menu Screen, click on the Menu Button.

S A

— Caniaua
l Menu
Seuings

Find user |
Tracker |

O W~

Menu *}

Settings | ik
—9— X

LCalaua

;’ B

G 3
!-, United States
© S

Configuration Licenses/Subscriptions

Menu Block

A pop-up “Select” Box will appear in the center of the screen.
Click on the “User Subscriptions” option.

Select

User Licenses

User Subscriptions

Log in to your Subscription Management Account.

Subscription Account Login

SentryMDU Account Verification

Teamleaderds

Submit Account Credentials
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3. Subscription Management Panel “Homepage”
The “Subscription Account Homepage” panel will be the hompage panel for
all functions. As you execute menu items, you will have “return” options to
return to this homepage panel.

Streamlined version for Mobile Devices

This is a streamlined version of the desktop application to manage
SentryMDU Subscriptions. The desktop version has more detailed
explanations of the data fields and menu options. The version for desktop
computers is available on our website

General Account Information
Change Username & Password
Manage Subscriptions and Services

Create a NEW Subscription

Credit Card Payment Accounts

Change Credit Card Information

View User Subscription Data

Upgrade or Downgrade Subscriptions

Cancel your Subscription

Reactivate a canceled Subscription

4. Change Username and/or Password
This option allows you to change the Subscription Account Username OR
Password OR both. This screen will “default” to use your current Username
as the Account Login Name. If you make a change, the system will return
you to the Login Panel where you must log in again under your NEW name.

UsemamelPasswnr& Administration

Return to Subscription Homepage
Account Access Information

Passwords must be between 8 and 25 characters and are case sen:

(alex1234abc is different from Alex1234ABC). Passwords must sta
LETTER and may contain characters, numbers and underscore. The pa:
does NOT expire

Account Login Name ~ [samview19s |
New Password | |
Confirm Password | |

Last Login Date 2019-06-2510:15:57

Date account created 2019-06-25 10:09:06

Submit Username/Password Changes
- ________________________________________________________________________________________]
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Create a NEW Subscription

This is the option to create a NEW subscription. If your subscription has
expired ... or you have not set up a subscription yet ... this is the place to

create a new subscription.

Credit Card Payment Accounts

This option allows a User to update billing information for their Credit Card

and other general account settings.

The following data fields are available for change

Device phone number

a. Organization Name
b.

c. Address Line 2

d. City

e. State or Province

f. Postal Code

g. Country

h.

i.

j-

General Contact Email Address
Email receive settings (ie monthly, quarterly, never, etc.)

Address of Contact Person (Address Line 1)

This panel does NOT allow you to change card humbers, expiration dates or
CVC codes on your card ... those will be done on another panel (see below).

Change Credit Card Information

This option provides a “review” of the credit card information that is on file. It
does NOT display a full card number (we only have the last 4 digits) or CVC
code (we don’t have the security code). This screen pulls data from the
online Credit Card Processor that keeps the User sensitive information.

This section allows you to enter NEW credit card data, change existing data
on a card or update your expiration date and CVC Code.

tryMDU Administrafive Gateway

SentryMDU ;;yment Panel

Return to Subscription Homepage m

Go back to previous screen | Back

Credit Card Account Information

Name on Credit Card
Card Number =
Expiry Date
CVC Code
Postal code (ZIP)
Country United States

User Email

Submit NEW or UPDATED Credit Card Information

B - EOE
LrAnT

You will receive an email confirmation of your entry
sent to the email address entered above.

Digi-Lumen Technologies, LLC

322 NE Debell Ave. Bartlesville, OK 74006

918-337-2002
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8. View User Subscription Data
This menu option provides a review of your subscription. It will provide details
of the subscription “level”, cost, subscription start/stop dates as well as
statistics of resource usage (Tile, Storage and Streaming usage).

If a subscription is canceled, it will provide information on “who” canceled it
and when.

9. Upgrade or Downgrade Subscriptions
This menu option will allow you to upgrade or downgrade a subscription.

When a subscription is “upgraded”, the pro-rated time ($3$) remaining on your
current subscription is credited toward the purchase of your new
subscription. The subscription start/stop periods are NOT changed. Your
credit card will be charged immediately for any amounts due.

When a subscription is “downgraded”, the pro-rated time ($$) remaining on
your current subscription is credited toward the purchase of your new
subscription. The subscription start/stop periods are NOT changed. In the
case of a “downgrade”, since the credit will be MORE than the cost of the
“new” subscription, the credited amount will be carried over to the next
months subscription payment (we do not provide refunds). Your credit card
will NOT be charged on a “downgrade”. The next months subscription billing
will apply the credit towards any due payments.

10. Cancel your Subscription
This menu option will allow a User to CANCEL a subscription. We do not
provide “refunds” on canceled subscriptions. When a User cancels a
subscription, the User will still receive access to the subscribed content
(Satellite imagery, Data Storage and Streaming bandwidth) for the remainder
of the subscribed time period. Cancellation will stop the “auto-renew”
process. At the end of the original subscribed time period, the subscription
will NOT be renewed and the content access will terminate.

You may NOT cancel a Subscription ... AND THEN create a new one right
away. The reason is because we do NOT provide refunds on subscriptions
and you may have unexpired credits on your subscription. On a canceled
subscription the user access and content is still available for the remainder of
the subscribed time period. Once the time period has expired, you may
create a NEW subscription.

If you have canceled your subscription by mistake, we have a Menu Item
where you may “reactivate” a canceled subscription. This can only be done if
you have unexpired time left on the original subscription time period.

For example, let us assume you started a subscription at the beginning of a
month. About mid-month you decide to cancel the subscription so that it will
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not renew automatically at the beginning of the next month. Of course, the
cancellation only stops the auto-renewal ... you still have access to content.
Five days before the end of the month, you have a change of mind and
decide that you DO WANT TO CONTINUE with the subscription. As long as
the subscription has not expired you may reactivate the subscription (and
upgrade/downgrade as desired).

11. Reactivate a canceled Subscription
This menu option allows a User to “reactivate” a canceled subscription.

If you have canceled your subscription by mistake, this Menu Item is where
you may “reactivate” a canceled subscription. This can only be done if you
have unexpired time left on the original subscription time period.

For example, let us assume you started a subscription at the beginning of a
month. About mid-month you decide to cancel the subscription so that it will
not renew automatically at the beginning of the next month. Of course, the
cancellation only stops the auto-renewal ... you still have access to content.
Five days before the end of the month, you have a change of mind and
decide that you DO WANT TO CONTINUE with the subscription. As long as
the subscription has not expired you may reactivate the subscription (and
upgrade/downgrade as desired).
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3.10.  Upgrade/Downgrade and Cancel Subscriptions

Overview:

This section will describe how to upgrade, downgrade and cancel subscriptions using the
Subscription Management Account. These features are available on your mobile device
and/or with a Desktop Computer via the SentryMDU Administrative Website.

In this example, we will use the mobile device as our platform.

inistrative Gateway

Subscription Account Login

Streamlined version for Mobile Devices

This is a streamlined version of the desktop application to manage
SentryMDU Account Verlﬁcatlon SentryMDU Subscriptions. The desktop version has more detailed
explanations of the data fields and menu options. The version for desktop
Teamleaderds computers is available on our website

General Account Information

Manage Subscriptions and Services

Create a NEW Subscription

Submit Account Credentials ChangeUsemame:& Password m

Credit Card Payment Accounts

We will be using

SUbSC”ptlon Account Change Credit Card Information these Menu Options

Management Panel >
(for a mobile device)

View User Subscription Data

Upgrade or Downgrade Subscriptions

Cancel your Subscription

Reactivate a canceled Subscription

User Subscription Panel (Upgrade, Downgrade and Cancel):

After initial installation and registration, the Main Map Screen displays a “Street Map”
(using OpenStreetMap data) and not a satellite image. The previous sections covered
how to “Add” a Subscription to your mobile device if you want high resolution satellite
imagery. This section will describe options to Upgrade/Downgrade a subscription and
how to Cancel a subscription from your device.

The Subscription Management Panel has a series of buttons that provides the following
options.

Change Username/Password

Create a NEW Subscription

Credit Card Payment Accounts
Change Credit Card Information
View User Subscription Data
Upgrade or Downgrade Subscriptions
Cancel your Subscription

Reactivate a canceled subscription

NG hA~wNPRE
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The sections below will cover the Upgrade/Downgrade and Cancel options.
1. Upgrade/ Downgrade a Subscription.
In this example, we will assume you currently have a “Level 1” subscription

and want to UPGRADE to a “Level 2” subscription.

At the Main Menu Screen, click on the Menu Button.

l Menu g
sewings

] ited States

Find user |
Tracker |

o™ >

Menu %}
Settings |
|
( \"7 ‘
|
|

;‘_'* e

%, United States
=

Configuration Lic ubscriptions

Menu Block

About

A pop-up “Select” Box will appear in the center of the screen.
Click on the “User Subscriptions” option.

Select

User Licenses

User Subscriptions

Log in to your Subscription Management Account

Subscription Account Login

SentryMDU Account Verification

Teamleader4s

Submit Account Credentials
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Digi-Lumen Technologies, LLC

Streamlined version for Mobile Devices
This is a streamlined version of the desktop application to manage
SentryMDU Subscriptions. The desktop version has more detailed
explanations of the data fields and menu options. The version for desktop
computers is available on our website.

General Account Information
Change Username & Password
Manage Subscriptions and Services

Create a NEW Subscription

Credit Card Payment Accounts

Change Credit Card Information

View User Subscription Data

Upgrade or Downgrade Subscription:

Cancel your Subscription

Reactivate a canceled Subscription

Information about
current subscription

322 NE Debell Ave.

Bartlesville, OK 74006

Will display the
Current active
subscription

The Subscriptions Management Panel will be displayed.
Locate the “Upgrade/Downgrade Subscriptions” Menu item.
Click on the “Go!” Button.

Sentryb

eview subscription for upgrade/downgrade

Organization Name
Account Login Name
Cardholder Name
Purchase Category
Product Description
Subscription Price

Product Usage Limits

Subscription / Downgrade

Return to Subscription Homepage

dministrative Gateway

My Company
Teamleaderds

Willy Dean

subscription

SentryMDU Level 1

$ 4.99 /mon (auto renew)
Tiles = 6000 /mon
Storage = 100 Mb

Data = 500 Mb
Streaming = 500 Mb

Select the desired
Upgrade / Downgrade  SentryMDU Level 1 @ $4.99/mon
for your Subscription
Last 4 digits of Card  xxxx-4242

Confirmation Email

Last Login Date

Date Account Created

Subscription Dates and Features Usage

Subscription START
Subscription STOP
Date usage checked
Tile Usage

Storage Usage

Streaming Usage

Canceled Date

918-337-2002

WillyD@mail.com
2019-08-06 13:20:16 UTC6

2019-07-01 15:01:57 UTC6

2019-08-01 15:05:17 UTC6
2019-09-01 15:05:17 UTC6
2019-08-06 13:09:31 UTC6

65
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Red Box around current
subscription choice. Click
to open pop-up menu
options

TN

Notice that the CURRENT Subscription has a “red” box around it.
To CHANGE the current subscription, click to open a pop-up options menu.

A pop-up panel will appear with the available subscription options. Since you
are currently in a “Level 1” Subscription, the available options are Levels 2-3.

Select the desired upgrade option from the choices.

Subscription Upgmde / Downgrade

Return to Subscription Homepage

Review subscription for upgrade/downgrade

Organization Name My C

Will display the
Current active
subscription

Account Login Name Teamleader4
Cardholder Name  Willy Dean
Purchase Category subscription
Product Description SentryMDU Level 1

Subscription Price  $ 4.99 /mon (auto renew)

Product Usage Limits  Tiles = 6000 /mon
Storage = 100 Mb
Data = 500 Mb
Streaming = 500 Mb

Select the desired
Upgrade / Downgrade
for your Subscription

SentryMDU Level 1 @ $4.99/mon

Last 4 digits of Card  xxxx-4242
Confirmation Email  WillyD@mail.com
Last Login Date 2019-08-06 13:20:16 UTC6

Date Account Created 2019-07-01 15:01:57 UTC6

Subscription Dates and Features Usage

Subscription START 2019-08-01 15:05:17 UTC6
Subscription STOP  2019-09-01 15:05:17 UTC6
Date usage checked 2019-08-06 13:09:31 UTC6
Tile Usage 65
Storage Usage 0
Streaming Usage 0

Canceled Date

Submit Subscription Changes

Subscription Upgrade / Downgrade

Return to Subscription Homepage

Review subscription for upgrade/downgrade

Organization Name My Company

Account Login Name Teamleaderds
Cardholder Name  Willy Dean

Purchase Category subscription

Product Descript'on  SentryMDU Level 1

jon Fice SentryMDU Level 1 @ $4.99/mon

oLy “{ SentryMDU Level 2 @ $9.99/ggn

SentryMDU Level 3 @ $14.99/i 7
Select the desirea
Upgrade / Downgrade

for your Subscription

SentryMDU Level 1 @ $4.99/mon v

Last 4 digits of Card  xxxx-4242
Confirmation Email WillyD@mail.com
Last Login Date 2019-08-06 13:20:16 UTC6

Date Account Created 2019-07-01 15:01:57 UTC6

Subscription Dates and Features Usage

Subscription START 2019-08-01 15:05:17 UTC6
Subscription STOP  2019-09-01 15:05:17 UTC6
Date usage checked 2019-08-06 13:09:31 UTC6
Tile Usage 65
Storage Usage 0
Streaming Usage 0

Canceled Date

Submit Subscription Changes

In our example, we want to UPGRADE our subscription from Level 1 Access

to Level 2 Access. We selected Level 2.

Digi-Lumen Technologies, LLC

322 NE Debell Ave.

Bartlesville, OK 74006
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We have now selected a Level 2 Option from our pop-up menu. We are
currently in a “Level 1” Subscription, and we want to move to a Level 2

subscription.

When you are satisfied with your choice, click on the “Submit Subscription
Changes” Button at the bottom of the page.

Organization Name
Account Login Name
Cardholder Name
Purchase Category
Product Description
Subscription Price

Product Usage Limits

Subscription Upgrade / Downgrade
Return to Subscription Homepage

Review subscription for upgrade/downgrade

My Company

Teamleaderds
Willy Dean
subscription
SentryMDU Level 1
$ 4.99 /mon (auto renew)
Tiles = 6000 /mon
Storage = 100 Mb

Data = 500 Mb
Streaming = 500 Mb

This shows the Current
active subscription option
at Level 1 Access

Select the desired
Upgrade / Downgrade
for your Subscription

SentryMDU Level 2 @ $9.99/mon

Last 4 digits of Card
Confirmation Email
Last Login Date

Date Account Created

Subscription START
Subscription STOP
Date usage checked
Tile Usage

Storage Usage
Streaming Usage

Canceled Date

xxxx-4242

WillyD@mail.com

2019-08-06 13:20:16 UTC6

2019-07-01 15:01:57 UTCé

Subscription Dates and Features Usage

2019-08-01 15:05:17 UTCé

2019-09-01 15:05:17 UTC6

2019-08-06 13:09:31 UTC6

65

0

Submit Subscription Changes

A pop-up Confirmation Panel will appear.

Click “OK” to confirm your selection.

Page at https://sentrymdu01.sentrymdu.com says:

Are you SURE you want to make the CHANGES you have
selected for this Subscrintion?

%0

Original Subscription

€= New UPGRADE

This shows the UPGRADE

choice to Level 2.

We are confirming
an UPGRADE to our
subscription from
Level 1 to Level 2.

322 NE Debell Ave.

Bartlesville, OK 74006

918-337-2002

Digi-Lumen Technologies, LLC
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You have now selected to UPGRADE your subscription. The system will
credit any “unused” portion of your previous subscription ($$$) towards the
purchase of this “new” subscription (you will only be charged the difference).

The Credit Card Payments Processor (that handles our Banking) will begin to
implement the change process and accept payment. You will receive an
“automated” confirmation email with a receipt and the purchase details. You
will be charged via the Credit Card information that is currently on file with
the Payment Processor (we do not store that information). If your Card is
declined you will get an error message.

If all goes well, the screen will display a “Subscription Change Success”
message and display the NEW subscription parameters as shown below.

return to the Subscription
Management Panel.
Return to Subscription Homepage

Click the “Return” Button to

Success Message !

Review subscription for upgrade/downgrade

Organization Name My Company

Account Login Name Teamleaderds
Cardholder Name  Willy Dean

Purchase Category subscription

f
Product Description SentryMDU Level 2
Subscription Price  $ 9.99 /mon (auto renew) The System W| I I ShOW the N EW
Product Usage Limits  Tiles = 12000 /mon < Subscription (and pnce) and
St =200 Mb
e i new parameters
Streaming = 1000 Mb
Select the desired
Upgrade / Downgrade SentryMDU Level 2 @ $9.99/mon v \
for your Subscription

Last 4 digits of Card  xxxx-4242
Confirmation Email WillyD@mail.com
Last Login Date 2019-08-06 13:23:38 UTC6

Date Account Created 2019-07-01 15:01:57 UTCé

Subscription Dates and Features Usage

Subscription START 2019-08-01 15:05:17 UTC6

Subscription STOP  2019-09-01 15:05:17 UTC6
Date usage checked 2019-08-06 13:09:31 UTC6
Tile Usage 65
Storage Usage 0
Streaming Usage 0

Canceled Date

Submit Subscription Changes
|
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As you return to the Main Map Screen, the system will process these
changes and validate the transaction.

Validation process may take
several seconds ... depending on
your internet connection.

If the validation is successful, you will receive a message that the
subscription UPGRADE has been validated successfully.

Click the “OK” Button to continue.

@ nfo

User subscription has been validated successfully.

Since the UPGRADE transaction has been successful, you now have access
to the “new” upgraded parameters of the “Level 2” Subscription (tile usage,
data storage and streaming bandwidth).

_ Find user
‘ Tracker

Digi-Lumen Technologies, LLC
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2. Cancel a Subscription
In this example, we will assume you currently have a “Level 2” subscription
and want to CANCEL this subscription. When you “cancel” a subscription
you will continue to receive the subscribed content until the end of the period.
However, it will NOT RENEW when the subscription expires.

At the Main Menu Screen, click on the Menu Button.

Lainaua

Setngs
|
( |
|
|
)
)

Find user |
Tracker |

O~ B

Menu %

Settings |
|
Objects |
|
|

" United States
=

Configuration Licenses/Subscriptions

Menu Block

About

A pop-up “Select” Box will appear in the center of the screen.
Click on the “User Subscriptions” option.

Select

User Licenses

User Subscriptions

Log in to your Subscription Management Account

Subscription Account Login

SentryMDU Account Verification

Teamleader4s

Submit Account Credentials
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The Subscriptions Management Panel will be displayed.
Locate the “Cancel your Subscription” Menu item.

Click on the “Go!” Button.

Streamlined version for Mobile Devices

This is a streamlined version of the desktop application to manage
SentryMDU Subscriptions. The desktop version has more detailed
explanations of the data fields and menu options. The version for desktop
computers is available on our website.

General Account Information
Change Username & Password
Manage Subscriptions and Services

Create a NEW Subscription

Credit Card Payment Accounts

Change Credit Card Information

SentryMDU SUWn Cancellation

Return to Subscription Homepage

Subscription Cancellation

ou desire to CANCEL your current Subscription, click on the button
w. You will continue to enjoy the subscription features until your
pnt time period has expired. Cancellation means it will NOT be

Will display the
Current active

lwed at the end of the period

View User Subscription Data

Upgrade or Downgrade Subscriptions

Cancel your Subscription

Reactivate a canceled Subscripti

Information about the
current subscription

322 NE Debell Ave.

subscription

Organization Name
Account Login Name
Cardholder Name
Purchase Category
Product Description

Product Usage Limits

Publishing State
Payment State
Country Code
Subscription Price
Last 4 digits of Card
Currency Code
Cancel Reason Code
Confirmation Email
Last Login Date

Date Account Created

Subscription START
Subscription STOP
Date usage checked
Tile Usage

Storage Usage
Streaming Usage

Canceled Date

>ription and Payment Information

Subscription Dates and Features Usage

My Company
Teamleaderds

Willy Dean

subscription

SentryMDU Level 2

Tiles = 12000 /mon
Storage = 200 Mb

Data = 1000 Mb
Streaming = 1000 Mb
active

Payment received
US-United States of America
$ 9.99 /mon (auto renew)

xxxx-4242

usd

WillyD@mail.com
2019-07-01 17:18:04 UTC6

2019-07-01 15:01:57 UTC6

2019-08-01 15:05:17 UTC6

2019-09-01 15:05:17 UTCé6

2019-08-06 13:09:31 UTC6

65

Bartlesville, OK 74006

T
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To cancel a current subscription, select the Button at the bottom of the
SentryMDU Subscription Cancellation panel.

Click on the button now.

SentryMDU Subscription Cancellation

Return to Subscription Homepage m

Subscription Cancellation

If you desire to CANCEL your current Subscription, click on the button
below. You will continue to enjoy the subscription features until your
current time period has expired. Cancellation means it will NOT be
renewed at the end of the period

Subscription and Payment Information

Organization Name My Company
Account Login Name  Teamleaderds
Cardholder Name  Willy Dean

Product Description ~ SentryMDU Level 2

Product Usage Limits  Tiles = 12000 /mon
Storage = 200 Mb
Data = 1000 Mb
Streaming = 1000 Mb

Publishing State  active

Information about the
current subscription

Payment State  Payment received
Country Code  US-United States of America
Subscription Price  $ 9.99 /mon (auto renew)
Last 4 digits of Card  xxxx-4242
Currency Code  usd

Cancel Reason Code \

Confirmation Email ~ WillyD@mail.com

Last Login Date  2019-07-01 17:18:04 UTC6

Date Account Created  2019-07-01 15:01:57 UTC6

Subscription Dates and Features Usage |

Subscription START  2019-08-01 15:05:17 UTCé
Subscription STOP  2019-09-01 15:05:17 UTC6
Date usage checked  2019-08-06 13:09:31 UTC6
TileUsage 65
Storage Usage 0
Streaming Usage 0

Canceled Date

Cancel the current Subscriptioi
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A pop-up Confirmation Panel will appear.
Click “OK” to confirm you want to cancel your subscription.

SentryMDU Subsenption Cancellation

Return to Subscription Homepage m

Subscription Cancellation

If you desire to CANCEL your current Subscription, click on the button
below. You will continue to enjoy the subscription features until your
current time period has expired. Cancellation means it will NOT be
renewed at the end of the period.

Subscription and Payment Information

Organization Name My Company
Account Login Name  Teamleaderds
Cardholder Name  Willy Dean
Purchase Category  subscription

Product Description ~ SentryMDU Level 2

Product Usage Limits ~ Tiles = 12000 /mon

Storage = 200 Mb We are confirming

the cancellation of
Page at https://sentrymdu01.sentrymdu.com says: our subscription

Are you SURE you want to CANCEL this Subscription?

Ll SN o |

ites of America

Subscription Price  $ 9.99 /mon (auto renew)
Last 4 digits of Card  xxxx-4242
Currency Code  usd
Cancel Reason Code
Confirmation Email ~ WillyD@mail.com
Last Login Date 2019-07-01 17:18:04 UTC6

Date Account Created  2019-07-01 15:01:57 UTC6

Subscription Dates and Features Usage

Subscription START 2019-08-01 15:05:17 UTC6
Subscription STOP  2019-09-01 15:05:17 UTC6
Date usage checked ~ 2019-08-06 13:09:31 UTC6
Tile Usage 65
Storage Usage 0
Streaming Usage 0

Canceled Date

Cancel the current Subscription

You have now selected to CANCEL your subscription. You will continue to
have access to “content” (Satellite imagery, Data Storage and Streaming
Bandwidth) for the remaining duration of your subscription time period. When
the time period expires, the subscription will NOT renew for the next month.
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If all goes well, the screen will display a “Subscription Cancellation Success”
message and display the subscription parameters as shown below.

Click the “Return” Button to
return to the Subscription
Management Panel.

Organization Name

Account Login Name

Subscription and Payment Information

My Company

Teamleaderds

Product Usage Limits

Publishing State
Payment State
Country Code
Subscription Price
Last 4 digits of Card

Currency Code

_) Cancel Reason Code

—>

Digi-Lumen Technologies, LLC

Confirmation Email
Last Login Date

Date Account Created

Subscription START
Subscription STOP
Date usage checked
Tile Usage

Storage Usage
Streaming Usage

Canceled Date

Cardholder Name ~ Willy Dean
Purchase Category bscrip
Product Description  SentryMDU Level 2

Tiles = 12000 /mon

Storage = 200 Mb

Data = 1000 Mb

Streaming = 1000 Mb

active

Payment received
US-United States of America

$9.99 /mon (auto renew)

Xxxx-4242

Information about the
subscription that was
canceled

usd [

User canceled subscription
WillyD@mail.com
2019-07-01 17:18:04 UTC6

2019-07-01 15:01:57 UTCé

Subscription Dates and Features Usage I

2019-08-01 15:05:17 UT§6,
2019-09-01 15:05:17 UTC6
2019-08-06 13:09:31 UTC6
65

0

0 /_

2019-08-06 13:15:06

the subscription.

access will STOP.

You have completed the cancellation process. You may now return to the
Subscription Management Panel.

322 NE Debell Ave.

Bartlesville, OK 74006

918-337-2002

Success Message !

Shows that the “User” canceled

Shows when the subscription

Shows the Date/Time that the
“User” canceled the subscription.
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3.11.

Changing Map Imagery

Overview:
The Sentry MDU App has several options to display different type of Map Imagery. This
section will outline the various options and describe the menus where the settings are

made.

Options for changing the type of Map Imagery to display:

The Sentry MDU Application allows a user to select a number of options on how they
would like the screen to display satellite imagery and maps. There are 3 primary
image/map options and several overlay “layers” that can display additional symbols and
icons. The 3 primary map options are as follows:

1. Satellite Image overlaid with a street map
2. Satellite Image
3. Street Map

The “default” setting is Item #1 — Satellite image overlaid with a street map.

After initial installation (and before registration) you will notice that the Main Map screen
displays a “Street Map” (using OpenStreetMap data) and not a satellite image.

Bookmarks

Create ... -
Drawing

1. Location of the Map Layer display options.
The available Map Layers are installed in the Background Layers Folder on
the Viewing Configuration Panel.

Background layers
‘ OpensStreetMap (Street Maps Only) and

|/~ OpenStreetMap-Native-Standard [v] imagery provided by MapBox/DigitalGlobe.
These choices are mutually exclusive (can
only select one).

wmgitalGlobe Maps ]
:— This choice is only active for Users that

have a Subscription or User License.

Up item Down item Bookmarks Recents

I Import H Add folder
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2. Select the “Custom Configuration” Option
The “Custom” option is an alternate view mode of the Foreground, Central
and Background Layers functions. To open this panel, click the Custom
Configuration Button on the Viewing Configuration Panel.

samexpress

Find user
Tracker

DigitalGlobe.Maps.User Drawings ("Wiki")
DigitalGlobe.Maps.User mobile objects

NinitalGlohe Mang llser comnonents
Load | Time:Now! || Time: Last || POI live search I OK

Three large buttons will be displayed
1. Foreground Layers
2. Central Layers
3. Background Layers

Q= 99% M 3:21 PM

:. . Custom Configuration
c mode is now activated

Foreground layers

©)
®
&

Background layers

Create URLS | 0K I

3. Select the “Background Layers” Folder
Select the Background Layers folder for access to the imagery and maps that
are available on the Mobile Device.

3
@ Foreground layers

Central layers
Background layers
fiaaladiRls 1 i
L

) -

O
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The Background Layers folder contains the currently available sources for
map imagery. In this example we show the 2 default entries. You may also
put “custom” maps of your own in this folder.

The “default” setting has
“OpenStreetMap-Native-Standard”
active and the “DigitalGlobe Maps”
in a non-active state.

Default Setting

OpenStreetMap-N ative-Standard

wDigitalGlobe Maps [] L This choice is the DEFAULT

on a new installation.

Import I Add folder I Up item I Down item I Bookmarks I Recents

4. DigitalGlobe Maps for Users with a Subscription or User License.
When a User device installs the MapBox/DigitalGlobe Map imagery by way
of a Subscription or User License, the DigitalGlobe Maps menu item will
become active.

To view the 3 different DigitalGlobe Map options, click on the Menu Item.

Satellite&Street map ] D ef au | t

Satellite map

Street map

Import I Add folder I Up item I Down item I Bookmarks I Recents

During an initial install of the DigitalGlobe Maps, the “Satellite&Street map”
option will be installed by default.
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A User may select any of the other map options as indicated below.

@ eSateIIite&Street map [v]

Satellite map L]

eStreel map ]

Import IAddfolderI Up item IE

Default

Satellite map

L]

Street map

Menu' |
Import IAddfoldefI Up item ID Settings

Find user
Tracker 1} e,

Satellite&Street map

Satellite ma|

@ °Street map

Import IMdfolderI Up item ID
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3.12.  Folders and files created on your Mobile Device

Overview:
The Sentry MDU App creates one main folder on the mobile device with 8 sub-folders.
The primary program folder is called ... SentryMDU.

Most mobile devices have a setting (in File Folders menu) that conceals what are called
“hidden folders”. These are file folders that a general user does not need to know about.
The Sentry MDU System installs 4 visible folders and 4 hidden folders. If you want to see
the hidden folders, then adjust your device settings to allow you to see the hidden folders.

Folders installed by the Sentry MDU Application:
The example screens shown below are from a Samsung Galaxy smartphone. Your
screens may look somewhat different.

< My Files
Device storage < My Files ﬁ Q
SentryMDU Device storage > SentryMDU
Playlists CMU.Sphinx
Pictures Log
Download Releases
DCIM TensorFlow The DebugOptions_.xml file is
: for Developer use.
. HTML ,
SmartSwitch DebugOptions_.xml
This enables the display of
resized “Undocumented” and “Beta”
Features that are not available
Android Defau It in the Production Release
Studio V
o iew
When the “hidden” folders are displayed, the display will look as follows:
< My Files
Device storage < My Files ft O‘
SentryMDU Device storage > SentryMDU
Playlists HELP e_ ~
. PROFILES e Hidden Folders
'RESOURCEs e '< Hidden folders have a
Download = « » .
L dot” (. ) in front of the
e | TEMP @_ name.
) CMU.Sphinx N~
SmartSwitch —
resized — Lo
Android Releases
- Hidden Folders
! ensorklow
Studio
. me SHOWN
DebugOptions_.xml
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“Optional” folders to install in the Sentry MDU Application:

The SentryMDU Application provides additional downloads for those Users that would
like to use Voice Recognition and Object Recognition features. These two features utilize
3" Party “Open Source” software and are NOT included by default because they are
LARGE packages.

The default download of the SentryMDU App is about 59 MB. If we included these
optional packages in the SentryMDU App, it would push the initial download to 100+ MB.
Therefore, since many users may not have a need for the advanced features found in the
Voice Recognition and Object Recognition packages, we have decided to make them
optional. They are free to download. See Sections 15.2.6, Items 3 and 4 for installation
instructions.

The Object Recognition package (utilizing A.l., artificial intelligence technology) when
installed, will create the TensorFlow Folder. The Voice Recognition package, when
installed, will create the CMU.Sphinx Folder.

Example screens shown below are from a Samsung Galaxy smartphone. Your screens
may look somewhat different.

€ My Files ¢ /Note'

\

& MyFil i :
Device storage I uf Q The CI\/IUSphInX and
Device storage > SentryMDU TensorFlow folders are
SGulgy “optional” free packages that
Playlits e handle voice recognition and
— PROFILES object recognition. They are

Pictures — NOT installed by default.

\RESOURCEs
Download

TEMP
DCIM r

CMU.Sphinx f— i
SmarSuiteh _ <€ Optional Packages

L .
resized o _< See Section 15.2.6, Items

Releases 3 and 4_ for installation
Android — instructions

Te Fl
o ensorFlow e_

A DebugOptions_xml -

Hidden Folders
Shown

Uninstall and Completely Remove the SentryMDU App:

To “uninstall” the SentryMDU App ... simply use App Management on your mobile
device to uninstall the SentryMDU App. However, the SentryMDU Folder (with data and
account settings) will still remain. Delete the SentryMDU Folder to completely remove all
traces of SentryMDU.
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3.13.  Access rights, permissions and background processes

Overview:

The Sentry MDU System incorporates several layers of security. Some of these security
features may be adjusted by the User, others will require System Administrative
privileges.

1. Users that created a Username/Password pair during registration should use
hard to guess passwords.

2. The device can be configured to use HTTPS / SSL (Secure Socket Layer)
encryption to make sure all communications is secured between communicating
devices. This setting is available on the Main Configuration panel.

3. Licensed users (and their associated IT Departments) may configure user
security domains to restrict/allow access to other users and/or features of the
mobile device. Some of the security domain features include Read, Write, View
Only, segregate user population into groups, exercise supervisory control and
more. The Sentry MDU Desktop Client is required to set and edit Security
Domains. Subscription Users have limited control of these features.

4. The Sentry MDU App can be set to “start” when the phone is first turned on. This
is necessary if a User is to receive communications, messaging and GPS
location monitoring even if the Sentry MDU App is not launched. These
background processes may be turned off from the main menu (more later on
this). Typical situations where you may want to turn off the background process
would be times when you are on vacation, off-duty or you just don’t want other
users (that have the permissions) to know where you are.

A few example screens:
Setting HTTPS / SSL (Secure Socket Layer) Encryption.

To set the HTTPS / SSL encryption make sure the checkbox on the main
configuration screen is “checked”. The default is “unchecked”.

7 Q T .499%M4:21PM

Menu "%,
Settings |

| ;
Objects |8
Places \
Back

criptions

I:‘ Secure connections (HTTPS,SSL)

DigitalGlobe.Maps

Context (Fi

Clear context Clear local imagery

Tracker configuration

Tracker alias
EOC

[Tracker object ID
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Turn off the Sentry MDU background process
If you wish to completely “turn off” the Sentry MDU mobile App, follow the
instructions below.

LCRIE Drive Flipboard

[ RN O

Play Games Play Settings
Newsstand

0

Speedtest  Galaxy Apps Sentry MDU  Sentry MDU
Bookmarks

Any time the Sentry MDU
mobile App is running you
will see a small Satellite
Icon on the notification bar
of your device.

Launch the Sentry MDU App and select the Menu Button on the Main Map
screen.

-
l Menu "

Settings |
|

Configuration Licenses/Subscriptions

Select “Exit” on the Menu Block

A Confirmation

Do you want to quit the application and its

background services ?

Yes

Click on “Yes” to confirm that you want to stop all Sentry MDU processes.
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As you exit the App and return to the device screen you will notice that the
Satellite Icon is no longer shown. This indicates that the Sentry MDU
Application has been stopped.

OIS

— The Sentry MDU mobile App
is now stopped. You will NOT
see a small Satellite Icon on
the notification bar of your
device.

Automatic start-on-phone-start feature:
To manage the start-stop of the SentryMDU System each time the mobile device is
turned on, we have equipped the App with an automatic start-stop feature.

Here is how it works:

¢ If the SentryMDU App is running (active) when the mobile device is turned “off”
then it will start automatically when the mobile device is turned on again.

¢ If the SentryMDU App is NOT running (not active) when the phone is turned “off”
then the App will NOT start automatically when the mobile device is turned on
again.
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3.14.  Additional recommended settings for your Mobile Device

Overview:

Modern mobile devices (Smartphones and Tablets) have a variety of screen, audio and
video settings that can be adjusted by the User. Many of the settings are “personal
preferences” set by the user while others may be phone defaults.

Depending on the settings some may interfere with features of the Sentry MDU
Application or affect the user experience.

Review the following settings on your mobile device:

1. Adjust screen “touch” sensitivity to match User ability
The Sentry MDU App uses two forms of screen activation. The first is where
a user touches (clicks) on a menu item ... we will call this a “Short Click”. The
second is what you will see referred to as a “Long Click”. A long click is
where the screen is touched for at least ¥z second.

If a user has hand “shake” issues it may be beneficial to adjust the length of
time that a “touch” is interpreted as a “Long Click”. Most mobile devices have
a setting where this time is adjustable. The default for most phones is 2
second.

2. Screen timeout
We suggest you set the screen timeout to at least 10 minutes. Most mobile
devices set the screen timeout to 2 minutes to conserve battery life. If you
plan to use the Sentry MDU to observe the location of other Users on the
network (via GPS) or view video you do not want the screen to “turn off”
every few minutes.

If the device is mounted in a vehicle or you are using a tablet on a desktop,
and are connected to a power source .... there is no reason to conserve
battery power. We suggest you set it to at least 10 minutes or to “Keep
screen on” mode that is available at the Configuration Panel (see Section
5.4, Item #8 for details).

3. Brightness
We suggest you set the screen brightness to 80%-+. Most mobile devices set
the screen brightness to “automatic” to conserve battery life. If the mobile
device is to be used outdoors or in sunlight you will want it to be as bright as
possible.

If the device is mounted in a vehicle or you are using a tablet on a desktop,
and are connected to a power source .... there is no reason to conserve
battery power. We suggest you set it to 80 — 100% brightness.
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4. Touch sounds
The touch sounds give a “click” sound as you type and do screen entries.
You will want this feature turned “on”.

5. Volume Settings
Volume settings on most mobile devices have 4 components that can be
individually adjusted.
a. Music, video, games and other media.
b. Ringtone
c. Notifications
d. System

Generally, you want all of these to be at a high level. To use the audio/video

features (recording, steaming, listening) you will need both “a” and “d” at a
high level.

6. Vibrations
The Sentry MDU System uses the “vibration” feature on mobile devices to
provide feedback to the user. It provides feedback when you make screen
selections, when voice commands are activated and as recording
notification. You will want vibration turned “on”.

7. Voice Control (Voice commands to control device)
Many mobile devices have a “Voice Command” feature built into the device.
The Sentry MDU also has a voice control feature that can turn recording (or
activate other sensors) on/off. We recommend turning “off” the voice control
feature of your mobile device so it does not conflict with the Sentry MDU
feature.

8. Power Saving mode
We recommend turning “off” the Power Saving Mode of your mobile device.

9. Accessibility
Many mobile devices have an “Accessibility” feature that allows adjustment
of touch, sound and screen features for users who have impaired vision,
hearing or reduced dexterity. If you have difficulty doing a “Long Click” menu
selection, we recommend you adjust the “Press and hold delay” setting of
your device.

10. Motion
We recommend turning “off” the Motion feature on your mobile device. The
Motion feature allows users to tilt a phone for pan/zoom operations, shake for
updates and more. The issue is that the Sentry MDU Application monitors
and makes available to users all of the sensors on the mobile device (GPS,
Accelerometer, Barometric, Gyroscopic, Proximity, etc.). If the Motion
feature is not deactivated, it may interfere with the Sentry MDU App.
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11. Smart Screen
We recommend turning “off” the Smart Screen feature on your mobile device.
The Smart Screen feature (available on some mobile devices) uses the front
facing camera to see if a user is looking at the screen and will adjust display
rotation and time the display stays on by knowing if a person is looking at it.
For this feature to work the phone uses the front facing camera. The Sentry
MDU App also uses the front facing camera as just another “sensor” that can
be monitored either locally or remotely. If the Smart Screen feature is not
deactivated, it may interfere with the Sentry MDU App.

12. Hands Free Mode
We recommend turning “off” the Hands Free Mode feature on your mobile
device.

13. Location Services
We recommend turning “on” the Location Services of the mobile device. The
Sentry MDU System uses GPS satellites to provide location data.

14. Adjust font size for text (Subscription Management Panel)
On a mobile device, Users have the ability to “set” the size of the text “font”
that is displayed. Since the Subscription Management feature allows the
screen display to rotate “on-the-fly” from either Portrait or Landscape mode, if
the text size is too large, you may see the text “word wrap” down the screen.
The “fix” for this issue is to reduce the size of your text font. A midrange
setting of “medium” to “small” font size will work best.

15. Auto rotate screen
The Sentry MDU App uses the mobile device screen in a Landscape mode.
The program will use this mode regardless of the Auto Rotate setting. You
can set it any way you like.

16. Battery Optimization Settings
Many smartphones have battery optimization features that will put Apps to
“sleep” if they are not used in a long period of time. As a User, you can
customize these features. Since the SentryMDu App will run in the
“background” when you are not accessing it directly (for notifications, alerts,
GPS location, etc.), you want to make sure that your device does not put the
App to “sleep”. This is very important for mobile devices that are used in
remote locations for remote monitoring, such as when installed in our Solar
Powered remote enclosure (ie the Birdhouse).

Solar Powered remote
surveillance enclosure
for locations without
power.
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To adjust the Battery Optimization settings, navigate to the native “Settings
App” on your device. lllustrated below will be a Samsung Phone, yours may

look somewhat different, however the features should be similar.

Open the Settings Panel and locate the Battery Optimization Feature

SETTINGS

Connections

Sounds and vibration

Notifications

Display

Wallpapers and themes

Advanced features

Device maintenance

=] = .4 98% M 10:54 AM

DEVICE MAINTENANCE [

Your phone's maintenance status is excellent

Tap below to improve it. This won't affect your
personal data

Select the Battery Feature, then add SentryMDU as an Unmonitored App

BATTERY

Power saving mode

App power monitor

Unmonitored apps

Always sleeping apps

3

UNMONITORED APPS

These apps can use as much power as they
want and App power monitor will not do
anything to stop them.

. Sentry MDU

Add apps

Digi-Lumen Technologies, LLC

322 NE Debell Ave.

Bartlesville, OK 74006

918-337-2002

Page 172



3.15.  SentryMDU software “updates” sent to your Mobile Device

Overview:

The SentryMDU System includes a “software updater” that will notify you of updates to
the SentryMDU App. Updates are optional, but recommended. We continually improve
and add features to the software so it is always a good idea to install any updates..

In most cases, updates will not remove any user data or change any user configurations.
In the event changes will impact User data, you would be notified in advance to take
steps to copy/backup your data.

Follow these steps to “update” the SentryMDU App:

1. The SentryMDU App must be “running” to receive an update notification
The SentryMDU App must be running in order to receive a notification that a software
“update” is available. It can be running in the foreground (you are using it) or the
background (you are not using it, but it is still running and you can see the satellite
icon on the notification bar). When the SentryMDU App is “started” a timer counts to
10 minutes. After 10 minutes, the App will contact the SentryMDU Administrative
Server to see if there are any software updates available. It will compare the current
software version on the mobile device, to the “new” available software update. If you
need a new version, the software update will be downloaded and stored in the
SentryMDU Folder on your device in the “Releases” sub-folder (see Section 3.12 for
file system details).

Important Note: Once the App is “started” it will only check ONE TIME for a
software update. If you never re-start the SentryMDU App, it will NOT check
again for a software update. It is always a good idea to check/restart the
App every so often so that you can see if a software update is available.

At this stage, the software has been downloaded to your device ... but NOT installed.
You are still running the previous version.

2. Install the new software version on your device.
The software update will be installed into the “Releases” Folder located in the
SentryMDU folder on your mobile device. It will be an APK file. All Android
applications are APK files.

The name will be something like this:

R
SentryMDU| 260.ppk

This is the “Release Version” number
of the SentryMDU App

When installed, the app will be identified as SentryMDU.apk (Android Application
File).
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When the software has been downloaded and stored in the Releases Folder, you will
then get a “Notification” on your phone that a software “update” is available.

The Notification pop-up is as follows:

P—
SAMSU?

O® T .4 100%M1222PM

f
Software update
A new application release:
SemOU 260 Software update
apotcaton? T < notification message

CANCEL

-

Click to install the App.

The SentryMDU App will now begin installation.

Since the SentryMDU App is NOT downloaded from the Google Play Store, it is
considered an “Unknown Source” by Google since they don’t know about it.
Depending on your device “settings” you may have “Unknown Sources” blocked. If
this is the case, you will need to adjust your settings to allow the SentryMDU App to
install.

™ O T .495%M11:10 AM

< LOCK SCREEN AND SECURITY

Screen lock type
F

< LOCK SCREEN AND SECURITY

Info an uts Screen lock type
Swipe

|
Unknown sources

For security, your phone is set to
block installation of apps obtained
from unknown sources

Notifications
st

Installing from unknown sources

may be harmful to your device and
personal data. By tapping OK, you
2 Samsung Pass | agree that you are solely responsi-

CANCEL SETTINGS Fingerprints l

ble for any damage to your device
, orloss of data that may result from
Find My Mobile l using these applications.

Allow this installation only

Unknown sources ' CANCE 0K
Toggle the slider button to “on” ‘ O
Unknown sources
'[0 a”OW UnknOWﬂ SOUI’CeS Private mode ?3 IL?:JR:?:SEHS'\LTS?E?:. from sources

Private mode
Off
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You will get a “scary looking message” from Android about Unknown Sources.
Click the “OK” Button when you are ready to continue.

You will be presented with an INSTALL screen. Click the “Install” Button to continue
with installation.

el 97% M 6:10 PM

CANCEL [ INSTAL

S

As the SentryMDU App is being installed you will see an installation screen similar to
the following. This may take anywhere from 5 seconds to 60 seconds.

Click “Done” when the installation is complete.

B Sentry MDU B SentryMDU
App is being
— installed on '
Installing... the device. App installed.
nousi ;S

6

The SentryMDU app “update” is now installed on your device. You must re-launch
the App and start it again.
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4. The Sentry MDU Main Menu

4.1. Overview and screen layout

Overview:

The Sentry MDU App is designed to run on both smartphones and tablets. The “look &
feel” on both devices should be about the same. The only difference is in the size of the
screens and the amount of scrolling required (less on the larger screens).

Layout of the Sentry MDU screen:

The Sentry MDU Application is oriented in “landscape” mode on mobile devices. The
primary elements are detailed below as shown on a Samsung S6 smartphone.

The N = North icon will \

(1) Align the display with
the North Pole.

(2) Use auto-orientation
(device compass) to
provide device
alignment with the

North Pole. j

Screen display can be a
Satellite Image, a Street Map
image or a Satellite Image
with streets labeled.

User Information
AV panel for local
Find user device

. Tracker

\

A touch to the screen will
leave a “red” dot that will
fade out in 10 seconds

Satellite Image, zoomed
down to street level
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4.2. General screen navigation, menu access, pan/zoom, rotate

Overview:
The Sentry MDU App provides the user with a number of options for screen navigation.
There are 3-modes that can be set via a configuration menu (Default, Arrow, Multi-touch).

In all 3 modes, the screen can pan to the right, left, up or down by simply dragging a
finger about on the screen. The zoom function can be set to use a “two-finger” multi-
touch swipe or a single-finger zoom with the activated side-panel. The screen can also be
“rotated” so that a user can orient the screen to their physical location for a more
accurate user experience. This section will describe the screen navigation features of the
Sentry MDU App.

Navigation features of the Sentry MDU Application:

1. Configuration of the 3 navigation modes.
The various navigation modes are set from the SETTINGS Menu.

Option #1: Default Mode

Menu B,

Settings

Find user DigitalGlobe.Maps.User Drawings ('Wiki")

LLCC) DigitalGlobe.Ma]

NinitalGlohe Ma
Load | Time: Now |

Default

Arrows

MultiTouching

=~
In the “Default” mode, a Settings

panel is added to the
right side of the display,
bordered by the vertical >'
red lines. Swipe your

finger up and down to
zoom in and out. S

Swipe up
and down
in this area
to rotate
the screen

Swipe with your finger to
zoom in and out.
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Option #2: Arrows Mode

Man

Settings

TILES

12:08 PM

@

Arrows

-

Find user
Tracker

Dinital

DigitalGlobe.Maps.User Drawings ("Wiki")

DigilaIGlobe.M ar oobilo ohio

Glnhe M

\ g

Load

Time: Noy

In the “Arrows” mode, a
set of arrows are added
to the right side of the
display, bordered by a
vertical red line. Touch
the arrows to navigate
the screen.

-

MultiTouching

Menu

Settings

Find user |"“-
Tragher |

Touch the Arrows
with your finger to
zoom in and out

These two Arrows
rotate the display
clockwise or
counter-clockwise.
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Option #3: Multi-touch Mode

Menu }v.,.

Settings

TILES

v MultiTouching

Find user

Tracker DigitalGlobe

DigitalGlobe

DinitalGlohe

.Maps.User Drawings ("Wiki")

Mpa

Load | Time:

No

=~
In the “Multi-touch”
mode, use two fingers to
swipe together and >-
apart to zoom in and
out.

-

Default

Arrows

MultiTouching

Menu

Settings

Swipe up
and down
in this area
= 7 | e to rotate

Finduser | -4 e b : the screen
Tragh@er' f | : 2 : )

Use two finger touch
to zoom in and out

2. Screen rotation to NORTH using “N” Icon.

The SentryMDU System has a N

™

orth Button with two functions.

a. Performing a “Short click” will align the display maps of the mobile

device with the North Pole.

b. Performing a “Long click” will use the internal compass and gyroscopic
sensor of the mobile device to provide continuous auto-orientation of
the map screen to be in alignment with the North Pole.

In the examples below we will illustrate these functions.
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Short click to align display maps to the North Pole

In the default operating mode, the Main Map Screen will be aligned in a
vertical orientation ... assuming that “North” is at the top of the screen. As we
have shown, users have the ability to “rotate” the map screen image to
achieve a better viewing angle.

Swipe up

[ Setting i g ‘and down
50 N \ in this area

| \ to rotate
the screen

ted Scrgen -

Once you are done with the screen rotation and would like to re-align the
screen to “North”, simply click on the “N” Icon as shown below.

== o

W
EOCdirector[Ng 88_7' -

Click on the “N” icon to re-align
the screen to magnetic north.

| Find user "
Tl'qcher

Long click to use the compass to align the map screen with the North Pole

In this “auto-orientation” mode the Map Screen on the mobile device will
continuously be adjusted (rotated) to align with the North Pole. As the user
walks around with the mobile device, the internal compass of the mobile
device will continuously update the relative position of the device to the North
Pole.

The auto-orientation mode feature is illustrated as follows. Perform a “Long
click” on the “N” Icon Button.

.

At e Long Click

Find user | % “WliBRDofficer]

8 VEDmember. & @

[ Tracker TSR
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As you move the mobile device to different positions, you should notice the
screen rotation to maintain a “North Pole” orientation of the device.

Important Note: Some of the less expensive mobile devices DO NOT
HAVE gyroscopic sensors. If your device does not have one, this auto-
rotation feature will NOT work.

Find user
b1

Perform a “Long click” again to toggle the auto-orientation feature to “off”.
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4.3. Selecting a Main Screen view (Satellite or Map view)

Overview:

The Sentry MDU Application allows a user to select a number of options on how they
would like the screen to display satellite imagery and maps. There are 3 primary
image/map options and several overlay “layers” that can display additional symbols and
icons. The 3 primary map options are as follows:

1. Satellite Image overlaid with a street map
2. Satellite Image
3. Street Map

The “default” setting is Item #1 — Satellite image overlaid with a street map.

Setting up the desired display screen:
The following example screens below explain how to set the Main Screen view options.

_Settings

Find user

\ I

MultiTouching

DigitalGlobe. Maps.User Drawings ("Wiki")
DigitalGlobe.Maps.User mobile objects

DinitalG
Load || Time: Now! | Time: Last || POI live search OK

Three large buttons will be displayed
1.Foreground Layers
2.Central Layers
3.Background Layers

Q T _499%M321 PM
EEEEEEEEEEEEED
[l

:‘ . Custom Configuration
= 2 mode is now activated

Foreground layers

@
®
(&

Background layers

Create URLS | oK I
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Select the Background Layers folder for access to the imagery and maps that
are available on the Mobile Device.

Foreground layers

Central layers
Background layers
iaalaLRL | i
L

O

T :3

The Background Layers folder contains the currently available sources for
map imagery. In this example we show the 2 default entries. You may also
put “custom” maps of your own in this folder.

The “default” setting has
“OpenStreetMap-Native-Standard”
active and the “DigitalGlobe Maps”
in a non-active state.

Default Setting

OpenStreetMapr ative-Standard

wDigitalGlobe Maps

L This choice is the DEFAULT

on a new installation.

L]

Import I Add folder I Up item I Down item I Bookmarks I Recents

When a User device installs the MapBox / DigitalGlobe Map imagery by way
of a Subscription or User License, the “DigitalGlobe Maps” menu item will
become active.

To view the 3 different DigitalGlobe Map options, click on the Menu Item.

Import Add folde

GSatellite&Street map v D ef aU | t

Select ONE
three Imagery

eSatellite map ]

of the QStreet map ]
options

Import I Add folder I Up item I Down item I Bookmarks I Recents
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During an initial install of the DigitalGlobe Maps, the “Satellite&Street map”
option will be installed by default.

A User may select any of the other map options as indicated below.

@ ‘Satellite&Street map [v]

Satellite map

eStreet map

Import IAddfoldarI Up item Il:

Default

N ——

Satellite&Street map

Satellite map

Menu' |
Settings

Find user
Tracker

Satellite&Street map

Satellite ma|

@ °Street map

Import IAddfolderI Up item ID«

Street Map

E —
- [
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Available additional layers are described below. See Section 8.12 for further details.

Mann

_ Settings

Find user
- Tracker

VIEWING CONFIGURATION
() Natie configuraton {7 Custom configustion
VE#| TILES v |m| Defaut

DigitalGlobe. Maps.User Drawings ("Wiki")
DigitalGlobe. Maps.User mobile objects
DigitalGlobe.Maps.User components
DigitalGlobe Maps.User POIs
DigitalGlobe. Maps. Town Layer
DigitalGlobe, Maps. Region Layer

DigitalGlobe, Maps. Country Layer

Time: Last | POl live search I

Load |'I'l1|| Now !

After your selection, click “O
save your selections.

/’"\iI %E;

User Drawings layer shows the drawing
created by a user via the “Drawing” Menu
Option.

User Mobile Objects layer shows user Tracker
Objects.

User Components layer shows objects created
by a user via the “Create ...” Menu Option.

POI’s, known as “Points of Interest” will display
user created points of interest created via the
Tracker Panel.

Country, Region and Town layers are
currently NOT being used. It is a “future”
enhancement that will eventually contain
“border” markings for these areas.
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4.4, Introducing the Main Screen menu choices and buttons

Overview:

All features of the Sentry MDU System can be reached from the Main Menu screen. The
system is designed as a hierarchical set of cascading menus with additional features
launched via a “Long Click” action on specific menus.

This overview will introduce the first set of Main Screen menus. Subsequent chapters of
this User Guide will explore each menu level in additional detail.

The Sentry MDU App main screen menus:

The default setting of the Sentry MDU App main screen is to provide word descriptions of
the Main Menu buttons. This is the recommended setting until a user becomes familiar
with the Sentry MDU System.

Menu | %

Settings

‘Bookmarks
Objects }

Places

Back ‘

Find usér

Tracker \

Tracker

An alternative setting that uses letters and symbols can be selected once the user
becomes familiar with the screen layout. This feature opens up more screen area for use
as shown below.

<lllVEDmember N21904
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To change the Main Screen menu settings a user will “uncheck” the “Large control
buttons” configuration option at the Main Configuration panel, and then SAVE the
change.

L Offline mode

Voice commands

Menu "%, . . .
‘ Main Configuration Panel
‘—} COnﬁguratiun . ‘.”
\

Configuration
Tap commands Sensitivity

About

E Voice notifications

[7 TMS option (Task management system)

3 ' [ 'Large control buttons

Description of the Main Screen menu buttons:

1. Menu - m|

The Menu Button on the Main Screen displays a panel block at the bottom of
the screen. The Sentry MDU App main configuration panel is available from
this menu block.

l Menu %,

Seunys

i
ts |
|
|

Configuratior

15 BPDchied

Koo conrection 1o the server

Dighaliobe Mags -

Contast (Filling: 48 %)
Chear cerent Caear local imagery

Trucker coniguration

BPDehied

408 BFDchiet Construch new sbject

]

"

Deptatinge Wags. -

Koo WiF| hotapst server on
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2. Settings -

The Settings Button provides a panel where different satellite and map
imagery can be selected. In addition, specific object, Custom Maps and
“points-of-interest” layers may be added to the image. Navigation

preferences are also set from this panel.

' Settings ‘3:-,

Find user
Tracker

Custom Map Layers

DigitalGlobe Maps.User Drawings ("Wiki’)
DigitalGlobe Maps.User mobile objects
DigitalGlobe Maps.User components
DigitalGlobe Maps.User POIs
DigitalGlobe Maps. Town Layer
DigitalGlobe Maps.Region Layer

DigitalGlobe Maps. Country Layer

Load I Time: Now ! I Time: Last I PO Iwamrdll

0K

3. Bookmarks - :

Bookmarks are “shortcuts” that are created to provide rapid access to many
of the Sentry MDU features. Examples can be pre-set video recording,
access to other users, instant messaging and internet website access.

Menu

STLyS>

Find user
Tracker

@Google

@Messaging: DLT Manager

@Messaging: Officer Hamilton

Hint: Long click on an item to show its context menu.
ng click on the hint to remove it)

Add folder

Up item I Down item I Bookmarks l Recents

Hint: Long I | button to view
ng click on the hint to remave it)
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4. Objects -

Objects are the name given to “users” and “devices” on the Sentry MDU
network. This panel allows users to search for other users, create new
objects, remove inactive objects and provide rapid video connections to other
mobile devices (assuming security permissions allow).

BPDchief

|_Find user
Tracker

BPDofficer1

DLTgalaxytab3

DLTmember
[Hint: long click to show an object panel

Video
Overlay

Send to
user

Update
Interval

Remove
inactive

New
object

Search... '

5. Places -

The Places Button allows a user to designate a specific location (via GPS
coordinates) as a “place”. Audio, video and pictures may be attached to a
“place”. The places feature allows for rapid retrieval of the stored information
and further allows one user to send another user the “places” data.

BackK

T Stadium@15/12/15 17:26:15
| _Find user

Tracker 5 Stadium

Airplane on tarmac

Plane on tarmac@16/3/24 19:13:24

Hint: long click to show a place

New place H Remove “ Live search “ Map search H Send to user

6. Back -

The Back Button allows a user to go “back” and retrieve the previous screen
that was being viewed.
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7. Create... - ﬁ

The “Create ...” feature allows a user to create regions on the map where
information can be stored. This data can include pictures, video files, audio
files, reference information, etc.

Menu °
Settings Y.

| New object gallery (long click to create one)
Find user 1 1y, an image file . Configuration

Tracker

o
9.
mialoncradl | Menu |
| Settings |

Reference data may be
placed at buildings and
landmarks.

Tracker

8. Drawing - ﬁ

The Drawing feature allows a user to “draw” on the device screen using a
finger as a stylus. These drawings may be saved on the device or sent to
other users in the Sentry MDU network.

Menu °
Settings e,

1 user

Tracker

This feature may be disabled from the Settings Panel. See Section 8.12 of
this user guide for details.
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9. Find user -

The Find User feature allows users to search for other users in the network
and then connect via text messaging, live chat or video-phone. In addition,
users may view/review the stored content (audio, video, images, places) of
other users (assuming permissions allow).

Menu

Settings ‘e,

BPDofficer1 [online]

Officer Hamilton

NCSOTIC onfine

I— Drcer 2)
l' Einduser|| 1 Deputy Smith
_UoFT

Alan

DLTmanager

DLT Manager

Iracker

BPDofiicer!
Officer Hamilton
suppori@digHumen.com
Read,Write:USA.Oklahoma Washington.Bartles ile. Police. Patrol, lexHamiltan;Read Wit USA. Oklahd
ma Washinglon

Messaging Secure chat Video-phone

Current location
Default

Show all list

Originated tasks

10. Tracker -

The Tracker feature provides for audio/video recording, body cam capability,
setting of POI’s, monitoring environmental sensors and setting alarm
parameters. This is the primary GPS tracking feature panel.

Menu

Settings i,

n movement
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11. North Alignment Icon - N,
The SentryMDU System has a North Button with two functions.

a. Performing a “Short click” will align the display maps of the mobile
device with the North Pole.

b. Performing a “Long click” will use the internal compass of the mobile
device to provide continuous auto-orientation of the map screen to be
in alignment with the North Pole (phone must have gyroscopic sensor).

Menu

Settings 4..,'

Find user |
Tracker

12. User Information Icon - n
The User Information panel is where a user stores and retrieves “content” for
future use. The content may be text, audio, video, images, drawings and data
files. The content may be further arranged by activity classification if desired.

Menu

Settings e,

Find user |
Tracker

alexexpress Alex Express
support@digi-lumen.com,+19181234567
Read,Write:alexexpress; Read,Write:alexexpress.Friends;
Read,Write:CountyRescue.USA.OK.Washington;
Read,Write:CountyRescue USA.OK

v e e

|77 | witn parameters

Edit domains
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13. Mobile Object of User - EQCdirector

All registered users on the Sentry MDU network will have a “mobile object”
name that is displayed on the Main Screen by GPS location. Clicking on the
Mobile Object of a user will open the Mobile Object Panel for the user
(assuming that Security Domain and access privileges are sufficient).

Find user
Tracker

e: EOCdirector

Contros & sensors
Active Channels set for Streaming
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4.5. Program “Hints” displayed at the bottom of a screen panel

Overview:

The Sentry MDU App is designed to include helpful “hints” at the bottom of many of the
panels. These bits of help text provide a refresher to the user on the features of the
particular panel. Once you are familiar with the program, these “hints” may be removed if
they are no longer needed. This section will describe the “hints” feature, how to remove
the hints and how to reinstall them should you need to.

Layout of the Sentry MDU panel with “Hints”:

Many of the screen panels contain helpful “hints” on the available features. Below are
shown a few of the screens that contain these hints. The “hints” will always be displayed
against an orange colored background.

@Google

@Messaging: DLT Manager

BPDchiel Police Chief
‘suppart@digiumen.com
Read Write:USA.Oklahoma.Washington.Bartlesville; Read Write:USA.Oklahoma. Washington

Hint: Long click on an item to show its context menu.
ong click on the hint to remove it)

R, .
e Example of the available

Hint: Long click on the [Import] button 1o view a context menu.
K

ong clckon the nnt o remove ) ‘ “Hints” on features of the

Stadium@15/12/15 17:26:15

e i 1

Stadium

Airplane on tarmac

Plane on tarmac@16/3/24 19:13:24

w ey

Stadium /document/

DataFile2223 /image/

dodate

Hint: Long click on the title to view a context menu.
Long click on an item to show its context menu.
ong click on the hint to remove i

BPDofficer]
Officer Hamilion
support@digHumen.com
Read)Write-USA,Oklahoma Washington Bartiesville Police. Patrol AlexHamilton;Read Wrte:USA Oiaho
ma Washingion

‘Secure chat

Current location

ion, Curent o ot Bt S 8 1 Butan i i  cortamans.
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Review of “Hints” options:

Removing the “Hints” from the screen panel.

The text “Hints” may be removed from the screen panel if they are no longer
needed. This removal is permanent. However, if you do make a mistake and
remove a hint ... we will show you a “manual” method whereby you can
reinstall the hint. This will be described later in this section.

To remove a hint, perform a “Long click” on the hint text. This is illustrated

below. The Bookmarks panel contains two hints. We will remove the bottom
hint.

@Google ]
Q»EMessaging: DLT Manager ]

@Messaging: Officer Hamilton

Hint: Long click on an item to show its context menu.
ng click on the hint to remave it}

Hint: Long click button to view
ng click on the hint to remove it)

Perfrom a “Long click” on Hint #2.

‘_g) Google ]

Q“ﬁMessac_:)ing: DLT Manager ]

@Messaging: Officer Hamilton ]

int: Long click on an item to show its context menu.
ng elick an the hint to remove it}

Hint: Long click button to view a
ng click on the hint to remove it}

Hint #2 has now been removed.

’ Google ]
Q"EMessau_;ing: DLT Manager O

@Messaging: Officer Hamilton

e
14 ﬁ\lim"\n AO10NA

Hint: Long click on an item to show its context menu.
(long click on the hint to remove it)

Import Add folder I Up item I Down item I Bookmarks I Recents

Hint #1

Hint #2

Long Click

Hint #2 is gone and
only Hint #1 remains.
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To remove Hint #1, perform a “Long click” on Hint #1 text. Hint #1 is now
removed.

are now removed.

Bookmarks:
@Google ]
*‘;Messaging: DLT Manager D
@Messaging: Officer Hamilton ]
FMYIEE R L] -
Hint: Long click on an item 1o show its context menu.
Jlong click on the hint to remove if)
| I | i
- : - : Long Click
Bookmarks:
@Google D
@Messaging:DH Manager Il Both Hint #1 and #2

“Messaging: Officer Hamilton

\

Pvideo Ne1904
-

Bookmarks

peceric |

Import | ‘ Add folder

| vpiten | vownitem

2. The manual procedure to reinstall ALL hints.
The removal of help text “hints” is designed to be a permanent removal.
However, we will show a way that you can “restore” the help text “hints” by
manually editing the file system of the Sentry MDU App. This is generally not
recommended for the average user. However, if you are familiar with file
systems, then the removal of “hints” can be reversed.

Discussion of the procedure
Many screens on the Sentry MDU System contain hints. When a hint is
removed, the system keeps track of which hints have been removed by
storing the information in a text file. To restore the hints, we will simply
“erase” (delete) this text file from the SentryMDU file system.

The Hint information filename = DisabledHints.txt
Directory path to file = SentryMDU/.HELP

Note that the file is stored in a “hidden” folder (.HELP). Hidden folders
are designated with a “period” ( . ) in front of the name. You will need to
go to the “Settings” App of your mobile device and make sure that the
preferences are set to allow you to “see” hidden folders. Likewise if you
plug your phone into a USB port and use a computer to access the file
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3.

Digi-Lumen Technologies, LLC

system ... please note that MS Windows computers cannot see dotted
files (ie .HELP). Linux and Mac computers can see the files.

Perform a “manual” reinstall of ALL hints.
Shown below is a step-by-step procedure for reinstalling hints.

Start at the Main Menu Screen. Open the Tracker Panel.

Menu ¢, |

Settings 4‘%

LA | 1:50 PM
censre | s e

Show i' .

T

Click on the Controls Button

o | L}
_.7 EOCdirector

O Streams 'Q Channels

ﬁ File system

4 Megaphone con 3 ontrol, voice commands/

s Remote control

Select the “Internal Memory” control feaure. Put a checkmark in the
checkbox and click on the Open Button.

N
,;’ File system

IChannels:

disabled .
Internal memory [¥]

[?% User profile folder ]
% External storaffe [
Open

Y—
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You will be presented with the file system of the mobile device. You will be at
the Root level (top level). Scroll down the list of directories until you find the
SentryMDU directory. You are now at the top level of the SentryMDU App
folder. Click on the SentryMDU folder.

- Samsung
l- SentryMDU

- ShareShot
- ShareViaWiFi

Preview Add | Remove ‘ Cancel |

Open the SentryMDU folder. Assuming you have adjusting your file settings
so that you can see “hidden folders” you will see a list of directories (both
hidden and not hidden).

Click on the .HELP folder (this is a hidden directory).

Preview Add ‘ Remove ‘ Cancel |

Within the .HELP directory you will see a few folders and some files. Locate
the DisabledHints.txt file in the list.

‘SentryMDU/.HELP

This is the file where the
information on “Hints” is
stored. We will remove this

en
. file.
% DisabledHints.txt

Preview Add ‘ Remove | Cancel |
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Select the DisableHints.txt file from the list. It will be highlighted as shown
below.

Click on the “Remove Button” to start the process of erasing (deleting) the file
from the directory. When the system asks to “confirm” the removal ... click on
the “Yes” Button.

A\ Confirmation

Confirm the operation

N\
S|

The DisabledHints.txt file has now been removed.

‘SentryMDU/.HELP

.
|
-

3
% Version.txt

Preview ‘

The “DisabledHints.txt” file
has now been removed.

Add Remove Cancel

|

Return to the screen panel and notice that the “Hints” are now restored.

oaE T i0oxfll 3:47 PM
Bookmarks:
@Google ]
L
@ ) Hint #1
" Messaging: DLT Manager ]
“," ilton []

Hint: Long click on an ftem to show its context menu
(long click on the hint to remove it)

/ Hint #2

[Hint: Long click on the Import] button to view a context menu.

|(tong click on the hint to remove it)
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5. Configuration settings on a Mobile Device

5.1.

Initial device configuration after App installation

The default settings of the Sentry MDU Application are appropriate for most users.
However, depending on the hardware (phone or tablet) and the intended use, it is
important for a user to review the primary configuration settings to ensure they meet your

needs.

The following are several examples of situations where further configuration is needed:

a.

If you are a Licensed Group and run your own Data Server instance, then you
will have a different network address (IP address or domain name) than the
default “public” address listed in the current setup.

The default setting of the App is to operate unencrypted. If you want data
encryption turned on, then this is a setting you will need to change. See Section
5.5 for details.

If you are a First Responder and wish to use the Tap Control or Voice Activation
features of the device, then these will also need to be turned on (they are “off” by
default). The voice activation feature requires an “optional” voice recognition
package (CMU.Sphinx) be loaded on the mobile device. Section 15.2.6 of this
guide will show you how to install this package (it is free).

If you are a First Responder and wish to use the Object Recognition features of
the device, then these will also need to be turned on (they are “off’ by default).
The Object Recognition feature requires an “optional” package (TensorFlow) be
loaded on the mobile device. Section 15.2.6 of this guide will show you how to
install this package (it is free).

The Sentry MDU System uses specific communications “ports” in various
features. If you have a private network with a router/firewall that blocks these
ports, then you will need to make changes to the ports used. (see DLT Tech
Support for more information)

Depending on the mobile device and hardware capability ... there are settings for
video framerate, bitrate, video size (ie 1920x1080, 1280x720, 640x480, etc.). All
of these will need to be set depending on the device capability, available
bandwidth and application requirements. See Section 15.2.17 for details.

If you are a Subscription User, you should create several “personal” Security
Domains including those for family, friends, hobbies, travel and more. You may
have up to 100 security domains. See Sections 6.4 — 6.7 for details.

Review the “factory default” settings of your mobile device. Some of these may
interfere with the SentryMDU features. See Section 3.14 for detalils.

If the mobile device you are using is most often connected to a permanent power
source (desktop charger), there are several settings that will optimize the device.
See Section 3.14 for details.

Adjust Picture Quality of the display of satellite imagery. The default setting is
suitable for most devices, but if you want the display very “crisp” then adjust the
settings. See Section 8.3 to adjust the picture quality to match your device.
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5.2.

Overview:

Main configuration panel layout

The settings on the Main Configuration panel can be used to optimize the Sentry MDU
System for your specific application. The layout is shown below.

Sentry MDU Main Configuration panel:

Launch the Main Configuration panel from the Menu Button on the main screen.

Menu
seuungs |

Configuration

HELP

’-! Configuiation =
Current prodle.
i Change Hew
Options.
Dt meee
Voice commands
Top commands
[ —
TS cption {Tank mansgerent systern)
Large contss btions
o et
Kavp sseen o0
Show DT o of ey
Liser-agent confguration
server sentrymd.com
15 BPDchied
-
Keep carnection o the seever
Securs comections (HTTPSSSL)
Dighaliobe Mags -
Contast (Filling: 48 %)
Chear cerent Caear local imagery
Trackes conligaration
BPDehied
408 BFDchied Construct new sbiet
Server SentryMEA com
2282
]
"
Oigialiobe Mags. =
Server coneection
Kooy Wl hotagest seever en

Digi-Lumen Technologies, LLC

322 NE Debell Ave.

J\

J\

Bartlesville, OK 74006

Once changes are made .... Click “OK” to
SAVE the changes.

Options section:
To turn on/off Tap Commands, Voice
Commands, put large control buttons, etc.

User agent configuration section:
Settings for network IP address, User ID and
password and server connections.

Tracker configuration section:
Settings for the GPS tracking features,
including Tracker Server IP, network port
address and tracking update intervals.
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5.3. User Profile — One device, Multiple Sentry MDU Systems

Overview:

Each device may have several different user “profiles” stored in memory. These different
profiles may have settings to access different Sentry MDU server instances. This section
will explain how the User Profile feature works.

When a user installs the SentryMDU App on their device and does an initial General
User Registration, the system creates a “default” user PROFILE. This profile will adopt
the configuration settings that the user has designated for the application.

Access to the Profiles Feature is found on the Main Configuration Panel, as shown
below.

J
L S¢ tings |
|

Current Profile. In this
example, the Default profile is
shown (user StreetCam2).

Configuration

| Default

D Offline mode

l:‘ Voice commands

uTap commands Sensitivity

D Voice notifications

Additional NEW profiles may be created with different configuration settings that are
specific to an application task. To illustrate, we will assume a scenario where you could
have three (3) user profiles on your mobile device.

1. Let's assume that as your “day job” you are a Firefighter for the City and your mobile
device (cell phone) is configured to access a SentryMDU Licensed Server that is
operated by the City. For this profile your Username is “Station4-FF4587” (Fire Station
No. 4, Firefighter No. 4587).

2. You are also the member of a rural Volunteer Fire Department. Your VFD is part of a
county-wide Mutual Aid Group where all volunteer fire departments have access to a
SentryMDU Licensed Server that is operated by the County. For this profile, your
Username is “VeraVFD-DougJones”.

3. You have also configured your device for your “personal” family group. You have
created a family “security domain” for your wife and two children and have subscribed
to a “Level 1 Access” subscription. For this profile, your Username is “DougJones”.

Digi-Lumen Technologies, LLC 322 NE Debell Ave. Bartlesville, OK 74006 918-337-2002 Page 202



In this example, you will have three DIFFERENT user PROFILES on your mobile device.
You may select whichever profile you want to be the “active” profile. This would be
analogous to switching a radio to a different frequency channel. In this case, each of your
three profiles has access to a completely different SentryMDU Data Server, security
domains and set of configuration options.

. Configuration OK  CANCEL
Current profile

Default Change.._

Sensitivity :

Select the profile:

Options
| offline mode

D Voice commands

‘ lTap commands

l:‘ Voice notifications

Default e— Default Username = Station4-FF4587

VeraVFD-Douglones

Douglones

During initial “General Registration” the system created a default user profile based on
the Username you selected. This section will describe the steps necessary to create a
second User Profile. For purposes of illustration, the second User Profile we create will
also be a user that purchases a “Level 1 Access” Subscription.

The following 19 steps will be covered in detail:

1. Preparation for the exercise
2. Create a “new” User Profile name
3. Submit to create the NEW user Profile
4. Verify the NEW user for the device
5. Create a new user for the device (stored under a new user profile)
6. Register for a Subscription Account
7. Review data entry ... submit to create a new account
8.  Successful registration of a Subscription Account
9. Next steps after a Subscription Account registration
10. Sign up for a Subscription
11. Enter your Credit Card information
12. Credit card information is validated and processed
13. Close the Browser panel
14. Subscription validation and return to the Main Map Screen
15. Dialog box displayed after successful validation
16. System will install satellite imagery for the current map view
17. Change settings to display YOUR user GPS location on Map Screen
18. Review the NEW user profile you have added (StreetCam3s)
19. Removing a User Profile (permanently delete)
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Process to create additional User Profiles:

1. Preparation for this exercise ... complete these steps first.
In this example, we will assume you have completed the following steps. We
want to start with a device that has a User License already installed that
provides access to a SentryMDU Licensed Server. If you need a “refresher”,
please review Section 3.7.

Steps to Complete

a. Install the SentryMDU App on our mobile device

b. Register as a User on a Licensed Server

c. Create a “default” Username (ie our example is “StreetCam?2”)
d. Add a User License to our device

Once these steps are complete, you should see a User Profile similar to the
following screens.

Default

D Offline mode

D Voice commands

D Tap commands Sensitivity
D Voice notifications |_|

S In this example, we only

have one User Profile that
has been created.

Select the profile:

Default

Close
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We see that we have the one “Default” Profile. Now, let’s review this default
profile and verify that we have an active User License.

b Sl

| Find user )

Configuration es/Subscriptions

Select

User Licenses

User Subscriptions

This is a License Category for County Rescue Team
Members that handle logistics and transportation

a County Rescue Team Member

User License

Add by QR-code

As shown above, we have an active User License for this device (County
Rescue Team Member).

As illustrated above, when we navigate to the Licenses/Subscription Menu
item, we have two choices.

User Licenses

User Subscriptions
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When working with User profiles ... remember that a User Profile can have a
User License OR a User Subscription ... but NOT BOTH at the same time.

In our example above, if you were to “click” on the User Subscriptions
menu option, you will receive an error message as below.

User Licenses

User Subscriptions

Error Message

. If we have a User Profile
A you must revoke licenses before that has an active User
e g Subscrptione License ... we cannot also
activate a Subscription for
this same user profile.

An individual User Profile cannot have BOTH a User License and a
Subscription ... at the same time.

In this exercise, since we already have a profile with a User License, we will
create an additional User Profile for a Subscription. This is the purpose of
this section.

This is how the Profile Select Menu will look when we are finished.

Select the profile: Profile with a User License

Default

StreetCam3s ® Profile with a Subscription

The next parts of this section will provide the steps necessary to create an
additional User Profile that will have a SentryMDU Subscription.
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2. Create a “new” User Profile name
Navigate to the Main Configuration menu and select “New” under the Current
Profile section. Create a NAME for the new profile as shown below.

QR %, 4l 94%M 1112 AM

[ | offiine mode

D Voice commands

Current Profile
DTap commands

D Voice notifications
Select

Create new profile by cloning
current

Create new profile from scratch

New profile

Enter a name for Enter a name
the new profile

N e
9 W | sireetcamsas

DONE

StreetCam2s StreetCam2

New profile

Enter a name

StreetC am3e{
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3. Submit to create the NEW user Profile
Once we have decided on a “name” for the new profile, we must submit this
name. Since our choice was to “Create new profile from scratch” this
means we will create a complete NEW User.

Important Note: The Profile Name does NOT have to be the same as the
Username you will select when registering this new User. However, it is
usually better if you make them the same as it is easier to remember.

When you are ready, click the “OK” Button to continue.

New profile

Enter a name

SireelCam?.s‘

The mobile device will contact the SentryMDU Data Server and create a
“new” Anonymous User with the User Profile name of “StreetCam3s”.

It may take 20 — 30
seconds as it creates a
new profile on the Data
Server.

You will see a pop-up message that indicates that a new Profile has been
created.

Profile Success Noatification (3 secs)

!
Eifracker i)
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4. Verify the NEW user for the device
The system will now create an Anonymous “new” user under the profile
name that you entered (ie StreetCam3s). The device will revert to the OSM
(OpensStreetMaps) map imagery just as if this was a new initial install.

The screen will display the Main Map Screen with OpenStreetMaps data.

To view your “status” as an Anonymous User, click on the User Information
button on the lower right-hand side of the Main Map Screen.

Name: Anonymous Full name:
Contact info:
Domains

No information is
available as an
Anonymous User.

As an Anonymous User, since you have not yet established an account on
the Data Server, you will not have a security domain or other account data.
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5.

( Configuration HELP About Exit Menu BIOCk

Create a NEW user for the device (stored under new profile)
Since this “new” User Profile is an Anonymous User (with no access), we
shall create a new user.

Click on the Menu Button to display the Menu Block.

Bookmarks

Create ...

R

Select the “Configuration” Button from the Menu Block.

Bookmarks

Create ...
Drawing

2]

Menu Block

Configuration

As the Configuration screen begins to display, a “pop-up” box appears and
explains that prior to registration you ONLY have Anonymous user access to
many of the features.

A\ confirmation Anonymous Access

You are using an anonymous access to the service.
There are many features disabled in that mode.

Do you want to create your own user ?

Yes No

In order to have access to many of the SentryMDU features, you will need to
register as a User. The registration process creates an “account” for you on
the SentryMDU Data Server, identifies the mobile device, and creates a
security profile. Registration is free. This is necessary if you wish to interact
with other mobile devices on the network.
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Click the “Yes” Button to continue.

A\ Confirmation

You are using an anonymous al s to the service
There are many features disabled in that mode.

Do you want to create your ~wn user ?

[ >

By clicking on the “Yes” button, the “New user registration form” will be
presented. Depending on the type of device you are using (phone or tablet),
as you touch one of the data entry boxes, the device will show a screen
“keyboard” so you can enter the required text. Please follow the rules in
Section 3.5 when filling out the form.

Fill out the Form. When finished, click the “Register” Button.

“% Login name

Pew user name

Password

password (at leas sword confirmation

Full Name

full user name

NOTE:

Registration does NOT obligate
o R you to anything. It is FREE.

Contact info
EMail, Phone, etc
Security Domains

new user security domains (optiond

Name

new tracker name

The use of a License Key or
Subscription is OPTIONAL.

Private access

@

DigitalGlobe. Maps

Enter a code below and
“% Login name

g‘igﬂnﬁ captcha code
. @ streetcam3s

Register
- Password Confirmation

Full Name
Street Cam3s

Contact info
support@digi-lumen.com,+19181234567

We have created Securty Domains
user “Streetcam3s" new user security domains (optional) Add  Remove

Narme
streetcam3sTracker

.[ Private access

GeoSpace
DigitalGlobe Maps -
Enter a code below and register
f299085 | 8396055 Reload
Register
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When the “Register” Button is clicked, the mobile device will contact the
SentryMDU Data Server and set up an account for you. You will need to
have either a cellular or WiFi connection such that the mobile device can
contact the SentryMDU Data Server network. This may take 10 — 20 seconds
to complete. This account will set the security profile for you as a User of the
SentryMDU System and will register your “device” as an authorized device.

The “Registering a new user ...”
message will be displayed for
about 10 seconds as the User is

egistering a new user...

Once the “registration” is successful, you will get a message stating that an
account has been created for you on the network and that your security
profile has been changed from Anonymous to a registered user (in this
example, StreetCam3s).

A New User StreetCam3s
Registration

has been registered successfully.

Once the “OK” Button is clicked, the screen will return to the Main Menu
Screen. A pop-up box will be displayed allowing you to select either a User
License or User Subscription.

For this example, since we want to add a Subscription Account, we will be
selecting the “User Subscriptions” menu option.

11:30 AM

Select

User Licenses

User Subscriptions
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6.

Register for a Subscription Account

The next step in this example, is to register for an “online” Subscription
Account. Since this is a new user and we do not have an existing
Subscription Account, the system will display the Subscription Account
Registration form. When finished, click the “Continue Account Creation”
Button to continue. You will have a chance to review your entries before the

final submit.

When you establish an account “Login” name, you may use the same
username as your mobile device ... or a different name. We recommend a
different name. You will have options to change BOTH the Username and
Password of this Subscription Account, as you desire

Cancel Account Registration

+ Information required to crea

+ Online Access Registration
This panel will allow you to e
Username/Pa:

anc

« Upgrade, 9
You may upgrade,

and Cancel
wngrade or ¢

General contact information
of the account user

-~
Create a Username / Password

for accessing your online
Subscription Account

8- O3 NOF iaioi2av]

. Subscription Account Registration

n Account
count, you must

Cancel Account Registration

tion required to cr

te a SentryMDU on

User Guide for details

« Online Access Registration

General Account Information

Organization Name

Contact First Name

Contact Last Name

Address of Contact

Address Line 2

city

State or Province

Postal Code

Country

General Contact Email

Confirmation Emall
Create Account Login Credentials

S0es BOT srple
New Account Name
Password

Confirm Password

Continue Account Creation

the Confirmation email address entered above.
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7. Review data entry ... submit to create a new account
This panel will provide a review of the data you entered. If you need to
correct something, use the “Back” Button at the top right side of the panel to
return to the previous screen.

Important Note: Make a note of your password and storein a
secure place. Passwords do NOT expire and are encrypted on
our Servers. If you lose your password, we cannot help you.

When you are ready to proceed, click the “Continue to Finalize Account
Registration” Button at the bottom of the panel.

- Subscription Account Registration

Cancel Account Registration m

Go back to previous screen Back . « ” .

< Click the “Back” Button if you
Review the Information Below .
The information below will be used to create your need to make corrections to
Subscription Account. Please make sure it is correct. ’[he Form.

If this information looks okay, you will be completing

the Account Registration. If you QUIT before
completing the next step, you will have to start over.

General Account Information

Digi-Lumen Technologies
Benito
Williams

123 Any Street

New York

New York

10023

us
Benito@mail.com

Benito@mail.com

Account Login Credentials
streetcam3s

Kokok ko k kR K

the Confirmation email address entered above.

You will receive a confirmation email of your registration.
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8. Successful registration of a Subscription Account
When you submit the Registration Form, the system will check the data you
entered for errors and incorrect formatting. In addition, your Username must
be “unique” in our system ... if someone else has already selected that
Username, you will be prompted to choose another name.

If all is well, you will see the following panel.

| . Subscription Account Registration

Account Login Credentials

streetcam3s

General Account Information

Digi-Lumen Technologies

Benito Williams

Next Steps after Registration

You have now created an online account that will
enable you manage any SentryMDU
Subscriptions that you may have in the future

of t
homepage.

An email has been sent confirming your registration.

9. Next steps after a Subscription Account registration
Upon a successful initial Account Registration, you will be presented with two
options ... (1) Go to the Account Login Screen, (2) Sign up for a subscription.

Q 3 RN © = il oo 1t

- Subscription Account Registration ’ Subscription Account Login

a - SentryMDU Account Verification
Account Login Credentials 2

streetcam3s
streetcam3s

HoEE KA Submit Account Credentials
General Account Informa

Digi-Lumen Technologies

Benito Williams

SentryMDU Subscription Options

Get Subscription

Go back to previous screen [

Login to Account

Back |
N

Next Steps after Registration Access Access Access

You have now created an online account that will

enable you to login and manage any SentryMDU $4.99/ $9.99/ $14.99/

Subscriptions that you may have in the future menth menth menth

y 12,000 24000
You may also select and pay for a subscription NOW by S3ienie Sqiente STiae
clicking on the Get Subscription button shown above.

Samer Saver Semer
To access your account, go to the Account Login Storage Storage Storage
Button on your Mabile Device or the button located on soomB o8 o,
the left side of the SentryMDU Administrative Server Bandwidth Bandwidth Bandwidth

website homepage.
===

An emall has been sent confirming your registration. The following payment methods are accepted

B - EEaEs
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10. Sign up for a Subscription
In this example, we are selecting to sign up for a subscription option NOW.
We could do it later, by logging into our Subscription Account and signing up
for a new subscription ... but since we registered in order to get a
subscription, we will do it now.

Select the “Get Subscription” Button.

Review the available subscription options and click the “Subscribe” Button for
the subscription you want.

QRN T .ul oo%m 10

- Subscription Account Registration
Account Login Credentials
streetcam3s
-
General Account Information
Digi-Lumen Technologies

Benito Williams

Login to Account C h ptio

Next Steps after Registration

You have now created an online accou
enable you to login and manage any Sentr
Subscriptions that you may have in the futurg

SentryMDU Administrative Gateway
SentryMDU Subscription Options
To access your account, go to the Account L

Button on your Mobile Device or the button Ig .
the left side of the SentryMDU Administrative] Return to Account Login Page

website homepage.

You may also select and pay for a subscriptiq
clicking on the Get Subscription button sho

Go back to previous screen | Back |

An email has been sent confirming your reg n . .
Enhanced Services Pricing Tables

\ Level 1 Level 2 Level 3
Access Access Access
$499/ $9.99/ $14.99/
month month month
Three (3) subscription > 6,000 12,000 24,000
) Satellite Satellite Satellite
options are presented Tiles Tiles Tiles
100MB 200MB 500MB
Server Server Server
Storage Storage Storage
500MB 1GB 2GB
) Bandwidth Bandwidth Bandwidth

ethods are accepted

b ivan)

Unless you KNOW what you
want, we suggest all new
Users start off with a Level 1
Access subscription.
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11. Enter your Credit Card information
The SentryMDU Payment Panel will be displayed. Enter your credit card
information and an email address where you would like a “confirming email”
to be sent. All fields are required (except Postal Code).

For those countries that do NOT have postal codes (ZIP), leave this field
blank.

When finished, click on the subscription price at the bottom of the form.

SentryMDU Payment.i’_anel

Return to Subscription Login m
Go back to previous screen Back

Credit Card Account Information

Name on Card

Card Number =
Expiry Date This field is OPTIONAL. However, if
CVC Code your BANK requires the entry of a

Postal Code, then your credit card

—» Postal code (ZIP) < will be declined if you do not enter
we (most Banks require this).

Country United States v

Email

$4.99 per Month

hod

The following pay are

P

d
i @ Pavicrican]
o S

You will receive an email confirmation of your purchase|
email address entered above.

Return to Subscription Legin m

\ Go back to previous screen Back

Name on Card Benito Wiliams
Card Number 47+ 7 WiIsA
Expiry Date 12 /21
Fill out the Credit Card > OVG Code 568
information form Postal code (21P) 106
Country United States v
Email Benito@mail corr
T
The following pay thods are pred
DE - BED

You will receive an email confirmation of your purchase
sent to the email address entered above.
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12. Credit card information is validated and processed
The validation process may take anywhere from a few seconds to a minute
or more depending on your internet speed and your location in the world.

Do not “re-click” the button a second time, lots of things are happening in the
background ... you will get an error message if things are not working
correctly.

If the transaction is successful (card is charged and subscription is validated)
you will see the following summary panel.

Click this button if you want to
go to your online account and
review card and subscription
details.

Note that transaction
was successful

Return to Account Login Page

Detalls of your Monthly Subscription

Monthly Cost:  $4.99 USD

ninistrative Gateway

J\ SentryMDU Subscription Services

Purchase Date/Time: 2019-07-03 10:54:35

Last 4 digits of Card: xxxx-4242

Return to Account Login Page m

Subscription Level: SentryMDU Level 1

Start Date/Time; 2019-07-03 10:54:35

2019-08-03 10:54:35

End Date/Time:

Monthly "auto-renew”

Subscription Type

Details of your Monthly Subscription

Monthly Cost:  $4.99 USD

C Email: i com

Purchase Date/Time: 2019-07-03 10:54:35
\ Last 4 digits of Card: xxxx-4242
Subscription Level: SentryMDU Level 1

Start Date/Time: 2019-07-03 10:54:35

Summary Of the SentryMDU End Date/Time: 2019-08-03 10:54:35
Subscription you have >
purchased

Subscription Type Monthly “auto-renew”
Confirmation Email: Benito@mail.com

« You may CANCEL your subscription at any time
You may access your online account, by
computer or mobile device, and cancel your

subscription at any time. However, there are NO

J refunds. A cancellation means that you will

continue to receive your subscription service for

the remainder of the subscription period, but it
will NOT be renewed for the next month.

If you need to contact us ...

See the About us/Contacts section on the left
side menu on our website. You may call or email
us if needed (email is usually best). Our Support
Group email is " support AT digi-lumen dot com
", We will try to get back to you as soon as we
can

|
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13. Close the Browser Panel
To “activate” the subscription you have just purchased, close the screen
panel. Generally, clicking the “back” button on your mobile device will do it.

Detalls of your Monthly Subscription

Monthly Cost:  $4.99 USD
Purchase Date/Time: 2019-07-03 10:54:35
Last 4 digits of Card:  xxxx-4242
Subscription Level: SentryMDU Level 1

Start Date/Time: 2019-07-03 10:54:35

End Date/Time: 2019-08-03 10:54:35 “Back” Button on

Subscription Type Monthly “auto-renew” mObile device

C Email:

14. Subscription validation and return to the Main Map Screen
The mobile device will contact the SentryMDU Administrative Server and
receive validation that a successful transaction has occurred. Depending on
your internet speed and location, this action may take 10 -20 seconds.

cription has been validated . .
Iy. The validation

process may last
n several seconds.
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15. Dialog box displayed after successful validation
Upon subscription validation and contact with the SentryMDU Administrative
Server, the system will display a pop-up dialog box. Click “OK” to continue.

Satellite imagery will begin
to fill the background

@ info

User subscription has been validated

successfully.

Y Y Y

16. System will install satellite imagery for the current map view
Satellite imagery will now be installed on the device and the Main Map
Screen will change from an OpenStreetMaps street view map to satellite
images. In addition, the Data Server will be configured for the data storage
and data streaming parameters you selected with the Subscription.

Street Map Screen

Bookmarks
-
,"Menu‘,\,
: 1y
n kN
Create ... 2 ._Settings :
Drawing -

Find user
Tracker |

17. Change settings to display YOUR user GPS location on Map Screen
A subscription has now been installed on your mobile device under the
Username of “StreetCam3s”. If you would like to display the current GPS
location of this mobile device on the Main Map Screen, follow the directions
below.

Start at the Main Map Screen, click the Objects Menu Button.

Find user |
Tracker |
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At the My Objects panel, notice that the mobile object “streetcam3sTracker”
(which is the NEW user you created) is the only object listed (for now).

=

e T e K—' New User Object
l streetcam3sTracker

By default, this box is NOT checked
during the install process.

'
Remove Send to Video Update
object inactive |, user Overlay Interval

New Search...

Put a “checkmark” in the Checkbox to activate this mobile object so it will
display on the Main Map Screen. See Section 10.5 for details of the Object
Marker.

K—- Put a “checkmark”

streetcam3sTracker

long click to show an object panel

New
object

¥
Video |

Update

| Remove
l Search... ‘ Interval

inactive

Send to
user Overlay

Return to the Main Map Screen and observe that the GPS location of the
device is now shown. You may “zoom” down to street level if desired.

Username will display at

current GPS location

[FMenu N,
e ) N

[ Settings | °

3,

"Find user
Tracker
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18. Review the NEW user profile you have added (StreetCama3s)
In this example, we have added the “StreetCam3s” user Profile to the initial
“Default” user Profile (StreetCam?2) which was created on a Licensed Server.

We will now review the two profiles installed on our device. We will assume
that the “Default” Profile (StreetCam?2) is the active profile.

Access to the Profiles Feature is found on the Main Configuration Panel, as
shown below.

l Menu 3
|settr s, - Current “active” profile
: : is “StreetCam?2”.

Default

D 0Offline mode

l:‘ Voice commands

D Tap commands Sensitivity

@ In this example, we now
have two User Profiles

Select the profile: Profile with a User License

D Voice notifications

Default

Profile with a Subscription

StreetCam3s
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To activate a different profile than the one you are currently using ... simply
select the profile from the list.

To illustrate, we will select StreetCam3s to be our “active” profile.

Select the profile:

Default

StreetCam3s

The SentryMDU screen will “refresh” and re-launch the App under the NEW
selected profile.

We will review the “Main Configuration” panel to review the settings for the
StreetCam3s user.

See Section 4.4, ltem #13 for
an explanation of these color
codes.

nited States
=

streetcam3sTracker
Username will display at

current GPS location

Find user
Tracker

Configuration

\ Configuration
Current active profile for
user “StreetCam3s” with
associated configuration [ ] offine mode
options. [ voice commands

StreetCam3s

\_ITaD commands Sensitivity

/ D Voice notifications
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As a “registered” User (with a Subscription), the device will now display your
Username at the GPS coordinates of your current location. You may need to
zoom in/out to find your location (depending on where you are located in the
world).

Username will display at
current GPS location

.....

See Section 4.4, Iltem #13 for
an explanation of these color

| Find user_ : ' codes.
L Tracker | .1

Note:

You have now REGISTERED ... AND created a new
Subscription for the device ... but you have NOT
COMPLETED CONFIGURATION for the user
“StreetCam3s”. See Sections 3.14 and 5.4 for
additional settings that you will need to make. This
Is important if your device is to provide a good
user experience and to perform optimally (ie
audio/video streaming, map images, etc.) for your
specific hardware.

19. Removing a User Profile (permanent delete)
By “design”, a User Profile (ie Registered Username) will remain on a
SentryMDU Data Server until removed by a user with access to the
SentryMDU Manager Desktop Client (Microsoft Windows Application).

A typical “user” does NOT have access to the Desktop Client. For most
organizations this is reserved for an IT Person with Administrative Access.

This section will describe a “method” by where a User may delete a User
Profile from their mobile device. This only removes the profile from their
device and NOT the Data Server. In addition, the Username (since it is
unique to the system) cannot also be used again.

The removal of a User Profile involves “deleting” a file system “folder” from
the mobile device. This is an action that, although not difficult, does require
some level of technical “skill” on the part of the User. If you make a mistake
and delete the wrong part of the SentryMDU file system, you may “break” the
application (and would have to do a uninstall and re-install).
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Overview of the File System:
The Sentry MDU App creates one main folder on the mobile device with 8
sub-folders. The primary program folder is called ... SentryMDU.

Most mobile devices have a setting (in File Folders menu) that conceals what
are called “hidden folders”. These are file folders that a general user does
not need to know about. The Sentry MDU System installs 4 visible folders
and 4 hidden folders. If you want to see the hidden folders, then adjust your
device settings to allow you to see the hidden folders.

Folders installed by the Sentry MDU Application:
The example screens shown below are from a Samsung Galaxy smartphone.
Your screens may look somewhat different.

Click here to
modify settings
to view hidden
& My Files A Q folders.

& My Files

Device storage

SentryMDU Device storage > SentryMDU
L Playlists CMU.Sphinx
L Pictures Log
L Download Releases
L DCIM ] TensorFlow
] SmartSwitch He DebugOptions_.xml
L resized
Android
. Default
Studio 1
. View

When the “hidden” folders are displayed, the display will look as follows:

€ My Files
Device storage < My Files A Q
SentryMDU Device storage > SentryMDU r
.HELP
Playlists @- .
Pictures .PROFILEs < L Hidden Folders
'RESOURCES @_ '< Hidden folders have a
Download M " .
— dot” (. ) in front of the
DCIM TEMP s name.
. CMU.Sphinx N~
SmartSwitch _—
resized L] Log
Android Releases
' = 1 TensorFlow
S e Hiddén Folders
“SHEWh
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Preparation to DELETE a User Profile folder:

In order to permanently remove a User Profile, we must remove a folder from
the “.PROFILEs” hidden directory. However, you must make sure that the
User Profile that you want to REMOVE is NOT the current “active” profile that
is currently in use by the SentryMDU App.

Important Note: Make sure the User Profile you want to
REMOVE is NOT the current active profile.

In this example, we have the following file system view.

< MyFiles A Q

Device storage » SentryMDU

& My Files #f Q

.HELP

Device storage » SentryMDU > .PROFILEs
.PROFILEs
Default

.RESOURCEs .

StreetCam3s @-

.TEMP

This is the User
Profile we want
to REMOVE

Current
CMU.Sphinx '
Version.txt
Log

Releases
TensorFlow

HTML
DebugOptions_xml

Now that we know what to do, let us verify that the user profile
“StreetCam3s” is NOT the active profile. We will review the Profiles Feature.

Access to the Profiles Feature is found on the Main Configuration Panel, as
shown below. We have switched to the “Default” Profile which is StreetCam2.

Current “active” profile
is “StreetCam?2”.
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Navigate to the Main Configuration Panel and we can verify that the “Default”
profile is the current active profile (Default is User = StreetCam?2).

Current “active” profile
is “StreetCam?2”.

Default I Change.. New

D Offline mode

D Voice commands
D Tap commands Sensitivity

D Voice notifications

Delete a folder from the .PROFILEs folder:

Now that we have verified that it is “OK” to remove the “StreetCam3s” User
Profile, navigate once again to the “.PROFILEs” folder.

We will delete the “StreetCam3s” file folder. The screens shown below are
from a Samsung Galaxy smartphone ... the process on your mobile device
may be different.

Q

< My Files

ft

Device storage » SentryMDU

.HELP

.PROFILEs
.RESOURCEs
.TEMP

CMU.Sphinx _ ) e

StreetCam3s
Log =

Current

versontt TR L Delete Folder

Device storage » SentryMDU > .PROFILEs

HTML
DebugOptions_.

Default

€& My Files #fr Q

DU » PROFILEs
Default

Current

Version.txt
StreetCam3s
folder is now
removed
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We have now REMOVED the “StreetCam3s” User Profile FOLDER from the
.PROFILESs hidden directory.

Verify the “StreetCam3s” User Profile has been removed:
Starting on the Main Map Screen, navigate to the Main Configuration panel.
Click on the “Change” Button and view the available User Profiles.

The “StreetCam3s” has been removed. Success!

Default

| Change...

D 0Offline mode

l:‘ Voice commands

D Tap commands Sensitivity

D Voice notifications l_l

Removal was successful,
we only have one User
Profile

Select the profile:

Default Q

Close

We see that we have the one “Default” Profile, which is User = StreetCam2.
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5.4. Main configuration panel settings

Overview:

The Main Configuration panel is where most of the Sentry MDU configuration options are

selected. This section will explain each of the settings.

Default

[ offiine mode
D Voice commands
D Tap commands Sensitivity
[ voice notifications

D TMS option (Task management system)

Large control buttons

[ ide wracker

’Z] Keep screen on

Show 'Quit item of menu

Server address

server.sentrymdu.com

User ID
154 BPDchief
User password

Keep connection to the server

Secure connections (HTTPSS5L)
GeoSpace
DigitalGlobe.Maps

Select

Register new user

Context (Filling: 48 %)
Clear context

 Tracker alias
BPDchief
 Tracker object ID
408 BPDchief
| Tracker Server Address
Server.SentryMDU.com
Tracker port
8282
Tracker transmissicn interval, sec.
0
| Tracker location reading interval, sec.
10
Map for POIs (Peints of imerest)
DigitalGlobe.Maps

Server connection

Save tracker history

l:l Keep Wi-Fi hotspot server on

Clear local imagery

Construct new object .

Once changes are made.
Click “OK” to SAVE the
changes.
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Description of Main Configuration panel settings:

1. Offline Mode
The Offline Mode feature is used for two specific functions:
a. Operating the Mobile device in a “standalone” mode without a
Data Server connection.
b. Implementing the Planet-Satellite aggregation feature (together
with the “Tracker alias” parameter).

The Planet-Satellite feature enables a single Sentry MDU device
(the Planet) to capture all of the sensor data from a group of other
Sentry MDU devices (the Satellites). Up to 255 Sentry MDU
devices can be monitored by a single Sentry MDU Device.

Both of these features will be described in other sections of this User Guide.

. Configuration OK  CANCEL
Current profile
Default Change.. New
Options a8
uofﬂine mode Default is

[_|VUICE commands XUN(:HECKED
Sensitivity

D Tap commands

u Voice notifications

2. Voice Commands (optional free module)
By default, the Voice Commands feature is not visible. This option requires
that the “CMU.Sphinx” voice recognition engine is installed in the application
folder. By default, we do not install the CMU.Sphinx module due to its size
(15Mb). However, it is free to download/install and we have instructions in
Section 15.2.6 of the User Guide on how to install this option. The Voice
Commands option, when checked, will allow a user to control the start and
stop of the various “Recorders” by voice command.

Q I, .l 100% M 514 PM

. Configuration OK  CANCEL

Current profile

Default

This is an optional

Opti .
— feature and is NOT
i e installed by default.
|:V0ice commands
rTap commands Sensitivity

LVoice notifications
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Digi-Lumen Technologies, LLC

When the Voice Command feature is installed, it is only active once the user

is at the Tracker Panel.

Menu ¢, |

Settings ‘:-t

| Tracker ‘

R | 1
e

e e ommien

The microphone on the mobile
device is only switched “on” to listen
for Voice Commands while at the

Tracker Panel (and sub-menus).

Only 2 Voice Commands are

currently recognized. They are as

follows:

1. Start Recording
2. Finish Recording

Tap Commands

S on movement

The Tap Command feature provides a user the ability to turn the “recording
mode” on/off by tapping on the back of the phone with a finger. The tapping
on the device causes the built-in gyroscopic sensor to register an input.
Different mobile devices have varying qualities of gyroscopic sensors. To
compensate for this, we have provided a method whereby the user may
adjust the sensitivity of the device to the “tap” provided by the user. Each
user will need to experiment with their device to arrive at the correct setting
for their application. Some devices may only require a “light” tap and others a

“hard” knock.

Important Note: Some of the less expensive mobile devices DO NOT
HAVE gyroscopic sensors. If your device does not have one, you
will NOT HAVE the Tap Command option.

Default

D Offline mode

D Voice commands

Tap commands

Select ¢

Very Sensitive, very light tap

Sensitivity

Sensitive, light tap

\

Moderate tap

g & notifications

To activate the
Tap Command
feature

322 NE Debell Ave.

To adjust the
sensitivity of the
Tap feature.

Hard tap

Very hard tap
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The Tap Command feature is only active once the user is at the Tracker
Panel.

The Tap Command feature is

implemented by monitoring the

device gyroscopic sensor when the
y body of the phone/tablet is “tapped”.
i The Tap Command feature is only
switched “on” to monitor the motion
sensor while at the Tracker Panel.

Tracker R User | Control Panel || Lock scr Menu

. Interface || Sh 2

New
+Text | +Image +Vid Configuration ®
Device profile 3 Several selections
alarm of Tap Command
Voice recognition start-stop methods
)
vaJ Sensors @ Becordecs Object recognition Tracker config
i Panel ioVi
Log [Recorders to control; AudioVideo recorder
P 4
Cageal 2 taps start, 3 taps stoj
It 212P8 ps stop —
ications
Vibration (2 beats) b
on recording
none
None O
2 taps start, manual stop O
2 taps start, 3 taps stop O
Light sensor O

When the Tap Command is activated, a message will appear on the initial
opening of the Tracker Panel. The use of the Tap Command would typically
be when a User carries a mobile device (phone) in the front shirt pocket, with
the camera facing outward. The user simply “taps” the phone while in their
pocket and the device begins recording audio/video.

ox M
Sontrol Panel m

“Tap control is on” message
appears for a few seconds to
let the user know the Tap
feature is active.

+Image +Video
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4. Voice Notifications
The default is “unchecked”. The Voice Notification feature provides for a
verbal notification to the User when recording has started. There are several
different notification types ... including voice, a beeping sound, and vibration.
This feature activates the “Voice” notification. The Tracker Panel has settings
to allow combining several of these notification methods.

Voice notification has six possible notifications:
a. Voice notification for Manual recording (both start and stop)
b. Voice notification for Voice Activated recording (both start and stop)
c¢. Voice notification for Tap Command recording (both start and stop)

(5]

Q Rl % i 100%H 5
onfiguration

Default | Change.. New

[ offline mode
EI Voice commands TO aCtlvia‘Ee the
Voice notification

:I Tap commands feature

:| Voice notifications

In addition to the Voice Notification setting above, the settings on the Tracker
Panel must also be set.

Menu

Settings e, R

b | 1.506M
R et pBRitii
o | o m.%

% i

Menu

Configuration

Device profile

Voice recognition

Tracker configuration

Recorders to control| AudioVideo recorder

Control

2 taps start, 3 taps stop

Notncatons

©

©)

Vibration (2 beats)

Choices of Voice or Voice [O)
Voice w/Vibration
Vibration (2 beats) and voice O
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5. TMS option (Task Management System)
The Task Management System is a feature that allows a User (or group of
users) to coordinate and provide notification for work tasks. The default
setting is “unchecked” (off). When activated, additional options are available
on the User Panel. To take advantage of TMS features a SentryMDU Server
License and Desktop Client License are necessary (additional setup and
configuration is required).

QR4 .l 100% MW 514 PM

. Configuration OK  CANCEL
-~

Voice commands

Default is
UNCHECKED

’— Tap commands Sensitivity

E Voice notifications

L TMS option (Task management system)

L Large control buttons

’— Hide tracker

6. Large control buttons
This feature allows the Sentry MDU App main menu to use either text
descriptions of the menu choices or character-symbol descriptions.

QR % . 100% 0 514 PM

. Configuration OK  CANCEL
-

Voice commands

’_ Tap commands Sensitiviy

E Voice notifications Default is

CHECKED

L TMS option (Task management system)

I_ Large control buttons

’_ Hide tracker

P

If CHECKED

; ﬁ% <lliVFDmember N21904

__Objects * <lllVFDmember N21904

Places

vrav g
Find user ‘
Tracker

e ——————
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7. Hide Tracker
The “Hide Tracker” configuration setting allows a user to hide the Tracker
Panel so that the menu choice does NOT appear on the Main Screen.

Default is
DTMSopﬂon (Task management system) UNCHECKED
’_| Large control buttons
D Hide tracker

I:] Keep screen on

D Show 'Quit' item of menu

|Server address |

\ 777M9ql!77% . : oo '. -5
Settings )

VEDmemberN21904

If CHECKED, notice il 5 P e .
that the Tracker oA

menu item does NOT * BPDofficerl N21886
appear on the menu :

J : chi 'ﬁser

w Tracker menu item is gone

8. Keep screen on
The “Keep screen on” configuration setting allows a user to “override” the
phone/tablet display settings that turn off (timeout) the display screen after a
few minutes. There are situations (ie Emergency Operation Center
Dispatchers) where is it desireable to monitor the screen on a continual basis
without having to interact with the display (Tablets).

The default is “unchecked”. Screen turns off based on device settings.

l:‘ TMS option (Task management system)

l:‘ Large control buttons Default iS
DHidelracker UNCHECKED
D Keep screen on

D Show ‘Quit' item of menu

|Server address |

|
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9. Show “Quit” item of Menu
The default setting is “checked”. This allows the “Exit” choice to appear on
the Menu Block as shown below.

! conﬁaumticn OK  CANCEL

DTMS option (Task management system)

l:‘ Large control buttons

D Hide tracker

Keep screen on

D Show ‘Quit' item of menu

Server address

If unchecked, the
“Exit” choice is
removed from the

Menu Block

Configuration

About

10. Server Address
The server address may be an IP Address (ie 24.117.17.7) or a domain
name (ie server.sentryMDUname.com).

At the time of this manual writing, the default server address for the Sentry
MDU App = server.sentrymdu.com (this may change in the future).

The default address is a Public Sandbox area that all users may access. For
those that are members of a Licensed Group, your IP address should be
taken care of automatically. If necessary, your IT Department will provide you
with the address of the SentryMDU Data Server instance for your Group.

L $ T40 M
! Configuration 0K CANCEL

U: n
Server adress
server.sentrymdu.com Select

154 BPDchief Register new user

User password

J Keep connection to the server

—l Secure connections (HTTPS,SSL)
(GeoSpace
DigitalGlobe.Maps v
Context (Filling: 48 %)
Clear context Clear local imagery
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11. User ID and Password
The Username and Password will be created during the initial registration
process. They will be displayed in this area of the form.

13 Q% T 410050719 PM
. Configuration Ok CANCEL
User-agent configuration
Server address
W Select
User ID
Lot BPDehief User ID, name and password
s paccucnd are created during the
registration process.
==
[+ secure connections (HTTPs 351}
GeoSpace
DigitalGlobe. Maps -
Context (Filling: 48 %)
Clear context Clear local imagery

12. Keep connection to Server
This setting keeps a permanent session to the Data Server and ensures that
the mobile device is sent “naotifications” immediately. If unchecked,
notifications and instant messaging would be sent at 5 minute intervals.

Q% T4 10050719 P

User-agent configuration

[Server address

server.sentrymdu.com

User 1D

Default is
CHECKED

154 BPDchief

User password

j Keep connection to the server

Geospace

DigitalGlobe.Maps -

Context (Filling: 48 %)

Clear context Clear local imagery

IMPORTANT NOTE:
A User may have several different devices all registered with the SAME
User ID. However, if a user has multiple devices all registered with the
same User ID, only ONE of them should have the D Keep
connection to the server “checked” as active. If more than one device
has this option checked the following error message will appear.

User session error:

Connection_CheckReadData: connection is
closed unexpectedly

The error is generated because the system does not know “which”
device to send the messaging to since several devices all have the same
User ID.

Digi-Lumen Technologies, LLC 322 NE Debell Ave. Bartlesville, OK 74006 918-337-2002 Page 237



13. Secure connections (HTTPS, SSL)

The default setting is “unchecked”. For encrypted communications, put a
checkmark in this box.

—

[server address
server.sentrymdu.com Select

User ID

154 BPDChief & User
User password
""" Default is
[ lear et e o UNCHECKED
l [ ] secure connections (HTTPS,SSL)
DigitalGlobe.Maps

Context (Filling: 48 %)

Clear context Clear local imagery

14. GeoSpace (Map selections)
The default is DigitalGlobe.Maps. This will allow users the 3 options
discussed previously (Street maps, Satellite image, Satellite image with
Street maps overlay). The OpenStreetMaps option is a “street maps only”
option (no satellite imagery). It is for those User organizations that would
create/operate their own tile server using OpenStreetMaps tile data.

) Default is
— DigitalGlobe.Maps

DigitalGlobe.Maps

Clear context Clear local ima:

-

[Tracker alias

[Tracker object ID

373 DLTmanager Construg

I objects

-~ Street Map

~
S

DigitalGlobe.Maps

OF IC

OpenStreet Maps

Drawing |

....... row

I objects

Create...
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15. Context Storage Space (Storage on mobile device)
Provides a measure of how much memory storage space is used on the
device. User may remove/delete data and imagery if desired.

. Configuration oK
DSEcure connections (HTTPS,SSL) Amount Used (|e 54% f|”ed)
GeoSpace
Di Maps -
text (Filling: 54 % Clears the local object cache.
Clear context local imagery
= rati
Tracker alias Removes all data downloaded
piTseere from the Data Server such as
Tracker object ID

photos, videos, audio ...
except map data.

16. Tracker Alias
The Tracker Alias is used in the “Offline mode” when implementing the
Planet-Satellite Feature. This is an alternate name by which the Tracker
Object is monitored on other devices since it is not connected to the Data
Server. See a further description of this feature in other sections of the
manual.

_. Configuration S CAHCEL
ﬂ
racker anas (ﬂe Tracker Alias may be left
DLTsuprv blank, however if a name is
: entered here it will also be used

424 DLTsuprv constructnew obid  on some of the Sensor panels to

racker Server Address further identify a particular User.
Server.SentryMDU.com
We recommend to enter a name

here.

Tracker port

8282

17. Tracker Object ID
These are created by the system during registration. Options do exist to
‘manually” create a new object (although only in special circumstances and
the SentryMDU Desktop Client is required). See other sections of the manual
for a discussion of this option.

. Configuration OK  CANCEL
B

Tracker configuration
[Tracker alias

DLTsuprv

TaCRET OB Created by the Sentry MDU
424 DLTsuprv Construct new object ... System during user

[racker Server Address registration.
Server.SentryMDU.com

Tracker port

8282
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18. Tracker Server Address and Tracker Port
As installed, the SentryMDU App uses an IP address of the Public Sandbox
Server (shown below as Server.SentryMDU.com). Licensed users will see a
different Tracker Server Address as issued by their IT Department for their
specific Sentry MDU Data Server instance.

=
. Configuration O CANCEL
| .-

Tracker configuration

Tracker akas

[Tracker abject 1D

Canstruct new object ..

[Trasker Server Address

Server.SentryMDU_com

Tracker pect

az82 Port number should always be set at
8282 unless your specific installation
[T uses a different port. If so, you will be
730'; — e notified by your IT Department.

i3 for POIs (Paints of interest)

DigitalGlobe, Maps =

Server connection

Keep Wi-Fi hotspot server on

Save and exit

19. Tracker transmission interval, sec
The Tracker transmission interval is the time interval, in seconds, of how
often the device events (such as GPS locations, battery level, cellular signal
strength, etc.) are transmitted to the Data Server. When set to “0” (zero) then
the transmission is “continuous”. For first responders, a setting of “0” is
appropriate, for most other applications a setting of 180 (3 minutes) is good

7]

. Configuration OF CANGEL

| ==
Tracker configuration

Tracker akas
[Tracker abject 10

517 TeamLeadTracker Construct new chject .
[Tracker Server Address

Server SentryMOU.com
Tracker port

PEres o~

[Tracker transmission interv, sec

180

Default is 180 seconds. Set to
the requirements of your specific
application.

300
o for POIs (Points o Interest)

DigitalGlobe Mags

Server connection

Keep Wi-Fi hotspot server an

Save and exit
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20. Tracker location reading interval, sec
The location reading interval is how often the mobile device reads the
internal GPS location from the available satellites. The default is 300
seconds (5 minutes). In practical terms, a good number to use is 10-20

seconds for First Responders. This is a good balance between accuracy of
location and battery usage.

Tracker akas

[Tracker abject ID
517 TeamlLeadTracker Construct new object
[Tracker Servar Addreas

Server. SentryMDU_com
Tracker port

8282

[Tracker transmission interv, sec.

g~

< Default is 300 (5 minutes). Set

nw.,.,',,,..,,, this number to the requirements
of your specific application.

|| server sannection

|| keep wi-Fi notspot server an

Save and exit

21. Map for POI’s (points of interest)
The default is DigitalGlobe.Maps. This will allow users the 3 options
discussed previously (Street maps, Satellite image, Satellite image with
Street maps overlay). The OpenStreetMaps option is a “street maps only”
option (no satellite imagery). Itis for those Licensed User organizations that
would create/operate their own tile server using OpenStreetMaps tile data.

[Tracker location reading interval, sec. Default is
15 DigitalGlobe.Maps
Map for POIs (Points of interest)

DigitalGlobe Maps
Server connecuon

Save tracker history

I ] Keep Wi-Fi hotspot server on

DigitalGlobe.Maps

OpenStreet. Maps
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22. Server connection
The default is to maintain a Server Connection for the Tracker Object.
Without this option checked (and with “Save tracker history” checked) the
tracker feature works as a “Black Box” that records all device events into an
internal disk queue (not transmitted to the Data Server).

B8 configuration ok canceL
Tracker location reading interval, sec.
15
[Map for POIs (Points of interest)
LLiotlGlobe Mo
Server connection .
[- [ Default is CHECKED
Save tracker history
| ‘ Keep Wi-Fi hotspot server on |

23. Save tracker history
This option is specifically for the “Black Box” mode. If the “Server connection”
box above is “unchecked” then the “Save tracker history” checkbox becomes
active (available). By default, when active, the “Save tracker history”
checkbox is “checked” which means that all device events are recorded into
an internal disk queue on the device.

Notice that the box is “checked” but grayed-out indicating that it is not active
while the “Server connection” checkbox is “checked”.

QR T . B1%M 454 PM

. Configuration OK  CANCEL

Tracker location reading interval, sec.
15
Map for POIs (Points of interest)

DigitalGlobe.Maps -

Save tracker history

Default is CHECKED

| ‘ Keep Wi-Fi hotspot server on

24. Keep Wi-Fi hotspot service on
This option allows the mobile device with Sentry MDU to work as a “host” for
other satellite Sentry MDU devices in the local WiFi network. This means that
the Sentry MDU device will ALWAYS keep running the WiFi hotspot service
even if a user turns off the “Hotspot” feature on the phone settings. If a user

turns it off (from the phone settings) the Sentry MDU App will turn it on again
automatically after a short time.

Typically, this setting would be used where the Sentry MDU System is used
in a “standalone” mode such as during remote Search & Rescue operations
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where internet is not available and the Sentry Data Server is running on a
local private network out of a Mobile Command Center using portable Wifi
Towers.

QR T . 81%m 454 PM

. Configuration OK  CANCEL
| &=

[Tracker location reading interval, sec.
15
Map for POIs (Points of interest)

DigitalGlobe.Maps =

I:‘ Server connection

Save tracker history

‘ IKeepW\fFi hotspot server on Defau't iS

UNCHECKED
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5.5. Data Encryption Features for secure communications

Overview:

The SentryMDU System provides users with several data encryption features.
This section will explain the options you have available to secure your data and
communications.

General Setting (Main Configuration Panel)

On the Main Configuration Panel you may select Https/SSL encryption
that will encrypt ALL communications from the device to other mobile
devices and the data server.

Specific Encryption protocols for Messaging and Chat Features

For messaging, live chat and data streaming (audio-video) you have the
option to further encrypt data transfers between two specific devices
(end-to-end encryption). This encryption uses a cryptography key
exchange with a refresh at 15 minute intervals. This results in a
communications channel that is virtually unbreakable with current
technology.

This section will explain these features.

SentryMDU data encryption protocols:
This following data encryption protocols are available.

HTTPS / SSL

SSL (secure sockets layer) is a standard security technology for
establishing an encrypted link between a server and a client — typically a
web server. In this case, the secure client(s) are the SentryMDU Data
Server or the SentryMDU Administrative Server. For this encryption a
SSL Certificate is required.

DH - AES

Data is secured using end-to-end Diffie-Hellman (DH) as a method of
exchanging cryptography keys for use in symmetric encryption
algorithms. “AES” refers to the “Advanced Encryption Standard” which
has been adopted by the U.S. Government and is now used worldwide.
The application will automatically update/replace session encryption keys
at 15 minute intervals.

DH - AES -CBC

Data is secured using end-to-end Diffie-Hellman (DH) as a method of
exchanging cryptography keys for use in symmetric encryption
algorithms. “AES” refers to the “Advanced Encryption Standard” which
has been adopted by the U.S. Government and is now used worldwide.
“CBC’ refers to “Cipher Block Chaining” where each ciphertext block
depends on all plaintext blocks that have been processed up to that
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point, thereby strengthening the cipher. The application will automatically
update/replace session encryption keys at 15 minute intervals.

DH - AES - EIV

This is the “default” for messaging and secure chat. It is the newest
method. Data is secured using end-to-end Diffie-Hellman (DH) as a
method of exchanging cryptography keys for use in symmetric encryption
algorithms. “AES” refers to the “Advanced Encryption Standard” which
has been adopted by the U.S. Government and is now used worldwide.
“EIV” refers to the encryption of IV with ECB to create EIV. The
application will automatically update/replace session encryption keys at
15 minute intervals.

Data Encryption Features:

1. General encryption using https/SSL.
If you have sensitive data or communications it is recommended to turn “on”
the HTTPS / SSL option in the Main Configuration Panel as shown below.

The default setting is “unchecked”. For encrypted communications, put a
checkmark in this box.

L
. Configuration

0K CANCEL

[Server address
server.sentrymdu.com
user 1D
154

User password

l J Secure connections (HTTPSSSL)

User-agent configuration

BPDchief

Default is
UNCHECKED

DigitalGlobe.Maps

Clear context

Context (Filling: 48 %)

Clear local imagery

2. Review of various Diffie-Hellman (DH) encryption options.
The SentryMDU System includes 3 Diffie-Hellman encryption options for
messaging, chat and sensor data transmission (ie audio, video). The
selection list will look as follows:

none

End-to-End (DH-AES)

End-to-End (DH-AES-CBC)

End-to-End (DH-AES-EIV)

—~ - The DEFAULT encryption
&) setting for sensors is “none”.

\ - The DEFAULT encryption setting
= for messaging and secure chat.
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3. Configuring sensors for encryption.
In order to encrypt the various data sensors for end-to-end encryption it will
be necessary to change the “default” setting in the sensor configuration files.
The following steps will show how this is done.

Menu B,

Settings

\ Flnd user |
‘ Tracker

g Audio/Video stream
g Audio/Video stream /low quality/

ﬁ Audio/Video stream /high quality/

Text strea

-
- Diagnostid > BPD (=) streams (=) channels

Miscellang ﬂ)) Audio
q,) Audio /secure/
Q)

[+ Enabled

: | Auto-recording

J Streaming via a data-stream component
Metwork transport UDP-RSPP -

Transport input | 1.0 Output 1.0

Encryption SSL+ End-to-End (DH-AES-EIV)

Source ]

Sample rate 16000 { }

\ Channels count 1

Bit rate 16000 SSL (@)

The DEFAULT is “None”, unless SSL et |
is set on Main Configuration screen, in SSL + End-to-End (DH-AES) )
which case, default is SSL. >T"'m°‘-d b

. Notfication addrls] SS| + End-to-End (OH-AES-CBC) ()
Can set to one of three DH options.

SSL + End-to-End (DH-AES-EIV) (N 6

w \
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5.6. Reliable UDP connection protocol (RSPP)

Overview:

There are two types of Internet Protocol (IP) traffic generally in use. They are TCP or
Transmission Control Protocol and UDP or User Datagram Protocol. TCP is a
connection oriented protocol, which means that once a connection is established, data
can be sent bidirectional. UDP, on the other hand, is a simpler connectionless internet
protocol. Multiple messages are sent as packets in chunks using UDP.

TCP is a more reliable connection since it manages message acknowledgement and
retransmissions in case packets are lost. With TCP there is absolutely NO missing data.
UDP does not ensure that communication has reached the receiver since concepts of
acknowledgement, time out and retransmission are not present.

UDP is a lightweight transport layer designed on top of an IP, there are no tracking
connections or ordering of messages. The UDP protocol supports error detection via
checksum, but when an error is detected, the packet is discarded. However, UDP is
faster than TCP and for time sensitive applications like voice transmissions, audio-video
and things like “gaming” where error recovery and retransmission would be pointless
because the time the packet would be needed has now passed.

A review of sensor configuration in the SentryMDU System will show that a User has the
option to specify either TCP (default in most cases) or UDP as the transmission protocol.
One of the biggest problems with TCP when many users may be broadcasting data (one
device to many) is the scenario where a congestion control algorithm (which treats packet
loss as a sign of bandwidth limitations) may automatically throttle the sending of packets.
This can cause significant latency on 5G/4G or WiFi networks.

In an attempt to address this issue, and build a more reliable UDP connection protocol,
SentryMDU has developed a protocol we call “RSPP” which is Reliable Secure Packet
Protocol.

This section will describe how this protocol works within the SentryMDU System.

The UDP Repeater:

The SentryMDU System allows Users to send out and receive multiple streams of sensor
data (ie audio-video, GPS, accelerometer, gyroscopic, etc.). Depending on the network
bandwidth (Cellular, WiFi) this can increase server load and network latency. In order to
improve overall system performance the SentryMDU system offer users the option of
shifting TCP data transfers to the UDP protocol and route the data transfers to UDP
Repeater Applications that do the bandwidth intensive work. These UDP Repeater
applications may be running on standalone servers or SentryMDU Data Servers that
have excess bandwidth capacity.

A single “random” UDP Repeater that has established a virtual reliable connection, would
be represented as follows:

Alice connection UDPRepeater connection Bob
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To improve reliability in the event a “random” repeater becomes unavailable, we have
expanded the scheme to include multiple UDP Repeaters. This scheme is represented as
follows.

QualityOfService, QoS = 95%
UDPRepeater

UDPRepeater Bob connection
changes its working
repeater periodically

Alice connection
changes its working
repeater periodically

Alicel connection

connection IBob

UDPRepeater

QosS=12%

The advantages of a distributed UDP Repeater model:
The advantages of this arrangement are described below.

1. A connection between Alice and Bob becomes very stable. If some amount of
packets are lost on an offline repeater, they will be restored by sending them via a
repeater with a good QualityOfService value. As an example, if we have two
repeaters running as “Server01” and “Server02”. If we shutdown one of them, the
packets will be re-routed through an available one (Server02).

2. An additional side effect is related to security. The SentryMDU RSPP changes the
designated UDP Repeater every few packets. So that, the encrypted packets of
an RSPP connection are distributed between various UDP Repeaters. If
someone, between Alice-Bob, wants to intercept and try to decrypt “A”-"B” data
packets, they would need to be listening at various “random” repeaters around the

world. That would be a difficult task.

Using a “Direct Control” channel with the UDP Repeater model:
The SentryMDU System typically uses the SentryMDU Data Server as the connecting
device between two communicating Client Devices.

SentryMDU
EOCdirector Data Server VFDmember
Mohile Device Mohile Device
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In addition to user authentication functions, the Data Server uses system resources to
maintain the connection. Depending on the type of transmission (TCP or UDP), the effect
on system resources can be considerable when large numbers of simultaneous
connections are present. For situations where “real-time” encrypted transmission is
important, such as audio-video, the increase in speed (by using UDP) and a reduction in
bandwidth bottlenecks (via distributed UDP Repeaters) will decrease system latency and
improve overall performance.

In the “Direct Control” scenario, system loads are shifted from the Data Server to the
individual Client Devices and the distributed UDP Repeaters. All control traffic will be
tunneled through a peer-to-peer UDP connection via the distributed UDP Repeaters. This
“Direct Control” channel is based on the SentryMDU “UDP-RSPP” protocol.

This feature increases the security of a “Client-to-Device” link since it is practically
impossible to know (as a Man-in-the-Middle) which operations a Client Device is using
and at which time they are accessing their device.

Direct
Peer-to-Peer
. connection

UDPRepeater

Several
EOCdirector “randomly selected” VFDmember
Mobile Device UDP-RSPP Repeaters Mobile Device

Access to the “Direct Control” Feature is available from the Mobile Object Panel of any
device. An implementation example is available in Section 10.21 of this Manual.

Mobile object: 1887
IName: EOCdirector nnection

2 Audio- : Video-
m nue
Voltage: 4.2 v

ICharge: 100 %
20 % Account: ?

[l
L ot N\ coress a srsors
- g —

EOCdirector Streams Channels

Internal memory

User profile folder

External storage

User URLs folder

Audio voice commands

&’ Audio megaphone

.7EOC

O My /custom stream/

%
<
%
o

File system [& Direct Control

é Megaphone control /voice control, voice commands/

_._GJ Remote control 3

a I Stream tunnel

a Remote control

Open
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Using the “Adjustable Delivery Reliability” mode with UDP RSPP.

In the transmission of audio-video over the internet there can often be a noticeable
“delay” between the action taking place and the resulting video of the action. This is due
to the internet bandwidth, the protocol used and the number of intermediate hops
(servers) between the two devices (transmitting and receiving). Some of the latency is
“built-in” and we can not do anything about.

However, in the processing of video, we can “tune” the system to allow dropping data
packets that are “late” in order to speed up overall transmission. In some situations this
may decrease latency and shorten the video delay by up to 2 seconds without
significantly impacting video quality. The following applies:

100% = Full reliability, all data packets are delivered

0% = Unreliable transmission with possible skipping of old data frames. The
RSPP protocol doesn’t re-deliver any lost data packets in this mode.

1% - 99% = Conditional reliability interval. By design, the maximum time for
delivery of a single data packet is 60 seconds. So, setting reliability to 99%
means that the RSPP Codec will try to re-deliver a packet during 60 seconds.
Setting to 10% causes delivery during 6 seconds (10% of 60), and so on.

If the UDP RSPP protocol has been configured for the sensor channel you will see an
“Adjustable Reliability” Button located on the display panel, as shown below.

CitvViewRescue: video :-: =3 @@
| [

Allows a User to
improve video
display “on-the-fly”.

In order for the “Adjustable Reliability” Button to be active, you must ensure that the
“UDP-RSPP” protocol has been selected as the Network Transport in the Profile.

An example is shown below.

[] Enabled

[: Auto-recording

N

ing via a d

Network transport. UDP-RSPP

[Transport

10
reliability inputyy

Output 1.0

UDP-RSPP Mode must be selected

[EnCrypuon ENCO LG (DT AES 1Y)

.
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Button to Start/Stop the UDP RSPP mode on the remote mobile device

Adjustible Reliability Mode “On” (Short click)

Adjustible Reliability Mode “Off” (Short click)

00

Button to adjust the SETTINGS of the UDP RSPP mode

Adjustible Reliability Settings (Long click)

Streaming reliability: 0%

Button to open the Sensor Recorder panel to activate or schedule recording

"RED
-

Click to open Recorder Panel on remote device

£ Device sensor recorders
- Video recorder |:
h' AudioVideo recorder |:
/™
Update Scheduler Apply changes

Button to Start/Stop recording and store files on the remote mobile device

“Off” position, click to turn on (Short click)

“On” position, click to turn off (Short click)

€6
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5.7. Internal Memory access configuration (file system access)

Overview:

In order to transfer large data files between mobile devices, the devices must explicitly
ALLOW access to their file systems. This Internal Memory configuration option can only
be implemented by the User of the local device (cannot be overridden by the system).

This section will explain this feature and provide instructions on setting up file access.

Sentry MDU file access configuration:
This section will illustrate how to set the Internal Memory access configuration located in
the Tracker Panel, Controls section.

¢ /ﬁ
’ DashCamRescue
-

_) Streams (¢ ) Channels

[%E Internal memory
% User profile folder [
[?E External storage L]

Open

Steps to configure file system access:

1. Set the “Internal Memory” channel profile to enable file access.
In order to do peer-to-peer file transfers, both mobile devices (sending and
receiving) must allow access to the file systems on the devices. The “Internal
Memory” channel profile is the place where these changes are to be made.

Important Notes:

a. This feature is turned “off” by default.

b. It must be explicitly turned “on” (Enabled) by the User of the
mobile device since it allows access to the internal file system of
the mobile device by others. Do you trust them?

c. This feature CANNOT be changed by another user or by the
system. Only the local user can adjust this setting.

d. For YOU to access this feature on another persons mobile device
you must have security credentials that allow access AND they
must have turned it “on”.

Both users (sending and receiving) will have to make sure that the “Internal
Memory” Channel is “Enabled”. Generally, this would be set up during the
mobile device initial configuration. The process to set this parameter is
shown below.
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Open the Tracker Panel, click on the Controls Button

Menu °, |

Settings 3:-1

Select the Channels Option in the upper right corner of the Panel.

Vi
% ’ DashCamRescue

' My /custom stream/
ﬁ File system

é Megaphone control /voice control, voice commands/

li) S‘lreami T‘

a Remote control

At the Controls Panel channels listing, perform a “Long click” on the Internal

Memory option.

’ DashCal e i:‘ Streams ‘Q)Channels
l?g ........ u
&
User profile folder E
I?E External storage ]
Open

322 NE Debell Ave.

Digi-Lumen Technologies, LLC Bartlesville, OK 74006 -337-

Notice the message that
says “disabled” (default)

Long Click
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Make sure that the channel is “Enabled”.

The Channel Profile for the “Internal Memory” parameter will be displayed.
Put a checkmark in the enabled box (if there is not one there already) and
click “Appy changes”.

In this example, it is shown as
NOT ENABLED.

gam component By default the SentryMDU App
ansport (TCP by defaul) comes with this NOT enabled.

: Streaming via a data
[+] use uDP protacol as netwo

Encryption  End-to-End (DH-AES-EIV)

Base folder|

[ Streaming via a data’s
[+|use uop pratocol as network transport (TCP by default)
Encryption End-to-End (DH-AES-EIV) -

Base folder| |

n § |

Apply changes

The “Internal Memory” filesystem feature is now enabled. This means that
the Sentry MDU System and users with sufficient security credentials can
now access the file system on the mobile device (upload and download files).

Note about “Base Folder” configuration

The default “Base folder” is the Root Directory (/) of the device file
system. As an option, Users can specify a different Base Folder default
value. This can be used to allow access to specific parts of the file
system (and exclude others).

The entry would be specified as follows:
Path = <InternalMemoryRootFolder>/BaseFolder

A different Base Folder might be used if a user created a custom channel
and wanted to specify a custom path that had direct access to that folder.

Channel profile: FileSystem FSCTRL.14
J Enabled

[ ] Auto-recording
: Streaming via a data-stream component

[+] use uoe protecol as network transport (TCP by default)

"

Base folder] /DashCamVideo_20170301 Example Of a CUStom path

e
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5.8. External Storage access configuration (SD-Card access)

Overview:

Some mobile devices come equipped with SD Card slots to expand the storage of the
device. Depending on the device, you may have 16GB, 64GB, 128GB or more of
possible external storage. If you have stored large Audio/Video files on the “external”
storage of your mobile device (SD-Card), this feature will allow you to access and
“‘download” these large files directly to another mobile device. You may choose to use
this feature if the recording device is “remote” from your location (other side of the world)
and/or you want to make a back-up copy and store for safekeeping. The “External
Storage” channel profile is the feature you will use to access these stored files.

Sentry MDU file access configuration:
This section will illustrate how to set the External Storage access configuration located in
the Tracker Panel, Controls section.

e

“

DashCamRescue / Streams Z‘Channels

)
(S

Internal memory

User profile folder [

External storage L

g iR

Open

Steps to configure file system access:

1. Set the “External Storage” channel profile to enable SD Card access.
In order to access an SD Card for file transfers, you must allow the
SentryMDU App access to the file systems on the SD Card. The “External
Storage” channel profile is the place where these changes are to be made.

Important Notes:

a. This feature is turned “on” by default (SD Card can be used).

b. It must be explicitly turned “off” (disabled) by the User of the
mobile device if you do not want others to have access to the SD
Card on the mobile device. Do you trust them?

c. This feature CANNOT be changed by another user or by the
system. Only the local user can adjust this setting.

d. For ANOTHER USER to access this feature on YOUR mobile
device they must have security credentials that allow access.

Generally, the SD Card is used to store audio-video files when you have a
device recording 24/7 and you are generating many GB of files and would
exceed the capacity of your internal memory. The process to set this feature
up is shown below.
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Open the Tracker Panel, click on the Controls Button

Menu °, |

Settings 3:-1

Select the Channels Option in the upper right corner of the Panel.

Vi
% ’ DashCamRescue

' My /custom stream/
ﬁ File system

é Megaphone control /voice control, voice commands/

li) S‘lreami T‘

a Remote control

At the Controls Panel channels listing, perform a “Long click” on the External
Storage option.

Vi
,;’ DashCamRescue

[?E Internal memory

-
[l?g Bxternal storage § ] L on g CI | C k
x4 ]
e~
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Make sure that the channel is “Enabled”.

The Channel Profile for the “External Storage” parameter will be displayed.
By default it should be “enabled”. Put a checkmark in the enabled box (if
there is not one there already) and click “Appy changes”.

In this example, it is shown as
ENABLED.

[+ Enabled

o-recording

[ streaming via a data-stream component By default the SentryMDU App

[ Use UDP protocol as network transport (TCP by default) comes with this enabled.

Encryption NONE e

Base folder | @— File PATH of the SentryMDU
ﬁ PR ROOQOT directory on the SD Card

)

<SD Card>/ Android / data/ com.sentrymdu.GeoEye / files / Device /
( Default PATH when field is blank )

The “External Storage” filesystem feature is now enabled. This means that
the Sentry MDU System and users with sufficient security credentials can
now access the SD Card file system on the mobile device to view and
download files.

Files may not be “uploaded” to the SD Card by other users. Only the
local SentryMDU App can put files on the SD Card.

To disable the External Storage feature

The External Storage option is ENABLED by default. If you wish to DISABLE
the external storage option, simply open the channel profile and “uncheck”
the Enable checkbox as shown below.

Click “Apply changes” to confirm.

Channel profile: FileSystem FSCTRL.17 “Uncheck” the Enabled
|| Enabled ( checkbox to disable this
| |Auto-recording feature.

[ Streaming via a data-stream component
[ use uoe protocol as network transpert (TCP by default)

Encryption. NONE -

Base folder
Apply changes I !h

6
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2. Review files stored in the External Storage (SD Card).
In most cases, the external storage feature (SD Card) will be used to store
recorded audio-video files for situations where you may be recording 24/7 or
for extended periods of time (days-weeks-months). By default the system wiill
create files that are 60 Minutes in length each (3600 seconds). This can be
changed by the user (see Section 15.2.18, Iltem #4) into whatever length
you desire.

Open the Tracker Panel, click on the Controls Button

Menu ¢, |

Settings jr-‘,.

T 3 T m

Select the Channels Option in the upper right corner of the Panel.

Vi
% ’ DashCamRescue

' My /custom stream/
ﬁ File system

é Megaphone control /voice control, voice commands/

a Remote control
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At the Controls Panel channels listing, locate the External Storage option.
Put a checkmark in the “checkbox” and click the “Open” Button.

"fDashCamRescue
A

L=
s
s

Streams Channels

Put a checkmark D

Internal memory
User profile folder

External storage

\

Stored files will be displayed relative to the User Defined ROOT directory
When you “open” the file location of the External Storage channel, you will
see the ROQOT level of the SentryMDU file system on the SD Card.

<SD Card>/ Android / data/ com.sentrymdu.GeoEye / files / Device /

SentryMDU ROOT directory
User created sub-directory

User installed file in the Root directory

Preview Add ‘ ‘ Remove Cancel

3. General layout and structure of the SD Card file system
This section will describe the general layout of the file system on an SD Card
and how it is created by the Android operating system. We will then describe
how the SentryMDU App uses this file system to store data.

Android Operating System setup and permissions

The Android operating system has built-in protections (permissions
requirements) on how “user” data is handled on SD Cards. This is to protect
user data from one App being removed or overwritten by another App.

When a User installs an SD Card in their device, the Android OS creates a
series of directories which it uses to manage data flow from the Apps
installed on the device ... assuming the User wants to store App data on the
SD Card. In many Apps a user must provide specific authorization in order to
store data on an SD Card. This is the case with the SentryMDU system, we
must set up the App to store audio-video recordings.
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Access the file system on the device and verify the SD Card

In this example, we will navigate the Android file system to review the files on
the SD Card. Use the native tools on the device. In this case we are using a
Samsung phone and the “Files” App on the phone.

&,

MY FILES

Recent files

Internal storage

We have verified
SD card that this device
has an SD Card
installed

We now access the file system on the SD Card
Click on the “SD card” heading to open the file system on the SD Card.

es ) SDcard

Android

LOST.DIR

Folders that are created on an
System Volume Information SD Card when it is installed.

Open the Android Folder. This is where the SentryMDU files are stored.

SD card
—

Android
E 3
LOST.DIR

System Volume Information
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Within the Android Folder, a “data” folder is created by the operating system.
This is to hold data for any Apps that will be using the SD Card.

Click to open the “data” folder.

My F > card ) Android

data

QL

The next step is to open the “com.sentrymdu.GeoEye” Folder

Within the Android Folder, the operating system organizes an additional
folder for each App on the device. In this example, we scroll down the list and
locate the SentryMDU App in the list. Notice the format that Android uses to
identify the SentryMDU App folder (ie com.sentrymdu.GeoEye).

/_ “data” Folder

4

_

com.sentrymdu.GeoEye

com.ubercab

com.wavemarket.waplauncher

.nomedia

SentryMDU Folder
com.sentrymdu.GeoEye

The SentryMDU App uses the com.sentrymdu.GeoEye folder (generated
by the Android operating system) as the base directory for the SentryMDU
external storage area. Within this folder, the SentryMDU System creates two
additional file folders ... a “files” folder and a “cache” folder as shown below.

> > id » data ) com.sentrymdu.GeoEye

cache

{EN R

&=

Folders created by the
SentryMDU System

The “files” folder is the directory where data will be stored.

322 NE Debell Ave.

Bartlesville, OK 74006
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Open the “files” folder as we drill down to the SentryMDU ROOT folder
Within the “files” folder is a “Device” Folder. The “Device” folder is the ROOT
folder for the External Storage feature.

> > > > Eye > files

Device Root of the SentryMDU System
external storage option

When we “open” the External Storage channel, we are opening the “Device’
Folder. Follow the example below.

2

DashCamRescue

)
oy

Streams (@) Channels

Put a checkmark D

Internal memory
User profile folder

External storage

TR R

Stored files will be displayed relative to the User Defined ROOT directory
When you “open” the file location of the External Storage channel, you will
see the ROOT level of the SentryMDU file system on the SD Card (Device
Folder). Folder names are “case sensitive”.

<SD Card>/ Android / data/ com.sentrymdu.GeoEye / files / Device /

7

. Media

User created sub-directory (optional)

¥ A pashcam_20190824.mpa User installed file in the Root directory

Preview } Add ‘ ‘ Remove ‘ Cancel \

<SD Card>/ Android / data / com.sentrymdu.GeoEye / files / Device / Media
( PATH when a sub-folder is provided )
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5.9. Automatic transfer of recorded data to an SD Card

Overview:

For mobile devices that have SD Card “external” storage, the SentryMDU System has
features that allows the “automatic” transfer of files and data to an SD Card. This feature
is useful when “remote” devices are used in surveillance applications where recording is
performed 24/7. This can move multi-Gigabyte groups of audio-video files from internal
memory to an installed SD Card on a periodic basis.

This section will describe how to configure a “recorder” to transfer files from internal
memory to the SD Card for storage. This is often used to transfer files stored on an SD
Card of a remote device to another SentryMDU enabled device for archiving/storage. In
order to transfer large data files between mobile devices, the devices must explicitly
ALLOW access to their file systems.

Important Note:
If you configure a device to transfer recording files from internal memory to
the SD Card, note that if you are running out of “free space” on the SD
Card, the system will automatically DELETE “old” files to make room for
the “new?” files to be transferred. The removal is based on date/time (First-
in, First-out).

SentryMDU recorder configuration for SD Card transfer:

This section will illustrate how to set up the recorder configuration so that the SentryMDU
System can automatically transfer data files from internal memory to the SD Card of a
mobile device.

New POI

+Video

Configuration

Device profile

Voice recognition

Object recognition

Log
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Steps to configure recorder transfer:

1. Install an SD Card in the mobile device (or verify one is installed)
Make sure you have an SD Card installed. Depending on your device
manufacturer your screens may be different, but you should have something
similar to the following (showing a Samsung phone):

SAMSU?
w

SAMSU?

P

Samsung

.
My Files “~ioe

MY FILES

Recent files

Internal storage

We have verified
SD card that this device
has an SD Card
installed

2. Set the “Device Profile” module for Recorder External Storage
By default, the SentryMDU App will record all data to files stored on the
“internal” memory of the device. In order to store (transfer) files to external
storage (ie SD Card) we must configure a setting in the Device Profile.

Open the Tracker Panel, click on the Menu Button

Menu * \

Settings t.‘,_r 0

o 0gm \
ioimatel H‘ i I M I
| i il

‘ Goordinaies (Lailiude: Longlude; Alinude)
| Interface | Show it >>
Speed, Km/h: Precision, M R

+Image
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Review the Recorder External Storage Option on the Panel

By default, the “Recorder External Storage” option field is “blank”. This
means that any data files that are stored are stored on the internal memory
of the device. In order to use “external storage” (ie SD Card) we must
indicate that an SD Card is to be used.

|External power action NONE

Loop delay (milliseconds) 1000

Phone number

The default is “blank” .Means

[+] do not shutdown GPS on movement Internal Storage is used.

Map POl picture resolution 1920x1080

Default recorders to start

e e— Recorder External
File observer folders | Storage Settl ngs

Server

Apply changes

Edit the Recorder External Storage to designate an SD Card
Enter the letters ... SD to indicate an SD Card is the external storage
location for the files. It is REQUIRED that the letters SD are capitalized.

|External power action NONE -
- Comectormodue |
Loop delay (milliseconds) 1000

Click here to get an
on-screen keyboard

Phone number

i ] do not shutdown GPS on movement

Map POl picture resolution 1920x1080

Important: sb
Default recorders to start must be Capltahzed

Recorder external storage

File observer folders

Apply changes
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Save the changes to the Device Profile Panel

The Device Profile for the mobile device has now been changed to indicate
that an SD Card will be used for Recorder External Storage.

Click “Appy changes” to save the settings.

|External power action NONE -

Loop delay (milliseconds) 1000

Phone number

[+] do not shutdown GPS on movement

Map POl picture resolution 1920x1080

We have designated
an SD Card to be the
File observer folders eXtema| Storage

Recorder external storage| SO

Server

Apply changes

The “Recorder External Storage” feature is now enabled. This means that the

Sentry MDU System will now store recorded files on the SD Card at specified
intervals.

Stored files will be put into the User Defined ROOT directory
For a default configuration, the file location of the External Storage will be at

the ROOT level of the SentryMDU file system on the SD Card as shown
below.

<SD Card>/ Android / data/ com.sentrymdu.GeoEye / files / Device /

SentryMDU ROQOT directory
User created sub-directory (optional)

User installed file in the Root directory

Preview ' l Add I ‘ Remove ‘ ] Cancel |

Later in this section we will describe how to create sub-direcories if you wish
to segregate your files into logical folders.
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3. Set the “File Transfer”interval to copy to the SD Card.
There are two issues that must be considered when transferring files from
internal memory to an SD Card.

a. The length of the recording (ie 10min, 30min, 60min, etc.).
b. How often a transfer should be done (ie day, week, month, etc.)

Both of these issues are described in other sections of this User Manual, but

we will briefly touch on them here. Please see Section 15.2.18, Iltem #4 for
additional details.

Open the Tracker Panel, click on the Recorders Button

Menu _\

Settings ".,. '

Select a “Device Sensor Recorder” to use
In this example, the Video Recorder will transfer files over to the SD Card.
We will edit the transfer interval from 30 days to daily.

- Video recorder L O n g CI | C k

- Video recorder /portrait/ 3

- Video recorder /low quality/

0 01 O

- Video recorder /high quality/

Update Scheduler Apply changes
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Review the Video Recorder configuration panel

The video recorder configuration panel contains settings for both the
recorded “length” of each video file and the “life time” in days for when the file
will be transferred or removed from internal memory. See Section 15.2.18,
Item #4 for a complete discussion of these features.

In this example, we leave the recorded length at 60 minutes (3600 seconds)
but will change the “Life time, days” from 30 days to one day.

Max Duration, seconds:
This is the maximum length of a single data record in seconds. For
example, the default is 3600 seconds (60 minutes). This means the
application will record a single data file for a maximum of 60
minutes and then start a new file. If a recording is to last 3.5 hours,
the resulting data files would be 3 files @ 60 minutes each and 1 file
@ 30 minutes.

Life time, days:
This is time period that a recorded file will stay on the mobile device
before it is automatically removed. When time is expired, the file will
either be (1)removed, (2)transferred to the Data Server (if you have
a License or Subscription) or (3)transferred to an available SD
Card.

The Sentry MDU System has settings for the mobile device and the
Data Server. They are set independently. This setting is for the
mobile device and the default is 2 days. If a record is not saved to
the Data Server it will be automatically removed after this time
interval setting unless it is transferred to the SD Card.

Recorder: Video recorder
|: Enabled
[ - Active
! :Create data-file
Channels

Measurement ) i
Max duration, seconds) B600 @_ We will leave this at Default
Life time, days 30 . .
i @_ We will change this from 30 days to 1 day.

ABEI changes

Recorder: Video recorder
|: Enabled
[ - Active
: Create data-file

Channels

Measurement
W . Lo m
Life time, days 30

Apply changes 4
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Configure the “Life time” for 1 day

Click on the “Life time” field to access the on-screen keyboard and make
changes.

Recorder: Video recorder
|: Enabled

[. ) - Active

[ | create data-fite

Channels

Measurement

Max duration, seconds! B600

Life time, days 30

Apply changes S 4

“ 8

30

Accept changes and save
Click the “Apply changes” Button to save the new configuration.

Recorder: Video recorder

|: Enabled

[ Active

! :Create data-file

Channels

Max duration, seconds 3600

Life time, days| 1
Apply changes

With the “Life time” set for one day, and the Recorder External Storage set to
transfer files to the SD Card, we have now configured the SentryMDU App to

record Video and do a daily transfer of video files from internal memory
storage to the external SD Card.
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4. Access to data and files on the SD Card.
This section will describe the access available to users for the data stored on
the SD Card. We begin with access to the file structure of the card.

“

DashCamRescue

$
S

_ Streams (@) Channels

Put a checkmark D

Internal memory
User profile folder

External storage

TR eRTig

When you “open” the file location of the External Storage channel, you will
see the ROOT level of the SentryMDU file system on the SD Card (Device
Folder).

Navigate the file system and locate a file. Perform a “Long click” on the
selected file name.

User created sub-directory (optional)

Long Click

Preview Add ‘ ‘ Remove ‘ Cancel l

A “Long click” on the file name will open a pop-up menu that provides options
to Download or Remove a file. If you have “remote” access, you may also
download the file to your device (assuming you have security credentials).

Remove C
i EEEEESESEESEEEEEEEEEEEEEEEEEE,]

Download

Get download URL
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6. Security Domain of Mobile Device

6.1. The purpose of a Security Domain

Overview:

Each user that “registers” in the Sentry MDU System has “private” access. This means
that other users can only view and control those functions that they are specifically
“allowed” to access/control. This is controlled by the settings of the Security Domain.

Important Note: Security Domain settings are for a specific Data Server
instance. Users on different Data Servers CANNOT communicate.

All Users may create “personal” security domains and assign existing domains (from
other users) to themselves by using a Domain Name / Password pair. In addition, a
Security Domain may be configured by users with Administrative privileges to a Data
Server instance. Security Domains are controlled in the following manner:

a. Licensed users on a dedicated Data Server instance. They will be set up and
administered by the group’s IT Department.

b. Licensed users on a “shared” Data Server instance. They will be set up and
administered by Digi-Lumen Technologies support personnel.

c. All Registered Users will have the ability to add other users to their “personal’
security domain. Must be on the same SentryMDU Data Server instance.

d. Anonymous users (not registered), will only have “view” access of other users
within the Public Sandbox since they are not part of a security domain “group”.

Security Domains can be configured in both hierarchical and parallel configurations which

allow a virtually unlimited combination of options. The following diagram illustrates one
possible configuration of a group Security Domain with 5 levels.

Can see EOC Director @ Director of the
everyone X Emergency Operations

Center

l l
City Police Chief L 4 L 4 County Sheriff
can on_Iy ﬁ h Can only see
see Police Sheriff's Dept
Dept

Police Captain e ® 0 Deputy Sheriff

Can see other Police Dept Head )4 )4 Dept Head
Dept Heads and all X X e
officers below ) .
‘_’_\ ‘_H Can see other Sheriffs
Dept Heads and all

@ @ ® O 0 officers below

L 4
Patrol Divisions X
| | Patrol Officers
Can only see other Patrol Oficers @ @ @ AR Can only see other
Patrol Offic_ers and Patrol Officers and
Supervisor j E j E j E Supervisor
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6.2. The Security Domain format

Overview:

One of the security features of the SentryMDU System is the concept of Security
Domains. This is an important concept that the User should understand ... as this controls
“‘who” can interact with their mobile device and “what” access is allowed. A security
domain is organized in “levels” of parent-child relationships.

The Security Domain is comprised of three (3) parts:

1. Personal Security Domain
2. Home Domains
3. Supervisor Domains

alexexpress Alex Express
sunpart@diai-lumen com +19181234567

Read,Write:alexexpress; Read Write:alexexpress.Friends;
Read,Write:CountyRescue.USA.OK.Washington; Example
Read,Write:CountyRescue.USA.OK Security Domain

I S [ T
~ Atachtotheactivity |

with parameters

In the sample shown above, the three parts are shown as follows:
Personal Domain = Read,Write:alexexpress; Read,Write:alexexpress.Friends
Home Domain = Read,Write:CountyRescue.USA.OK.Washington

Supervisor Domain = Read,Write: CountyRescue.USA.OK

Three parts of the Security Domain feature:

1. Personal Domain
All user accounts have “personal” security domains created automatically
upon registration. The personal security domain uses the “username” as the
root context of the security domain. In addition, the system will create a
“Friends” sub-domain (ie Read,Write:alexexpress.Friends). Users may create
additional sub-domains for work, play, civic groups and so on. Users may
invite “other” users to join them in their personal security domain by providing
them with a password. More on this later in Sections 6.4 — 6.5.
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2. Home Domains
This is the type of security access assigned to YOUR UserID. The first
component establishes Read/Write provisions of “your” account. These
domains are used for creating “objects” that are owned by the User (pictures,
audio-video, places, bookmarks, etc.). Also for accessing objects created by
“other” users on the same Data Server instance, with the same security
domain. A user may have many “Home” security domains. One for family,
another for work, another for play, another for a civic group and so on.

This allows who can see your location (ie GPS), monitor the sensors on your
mobile device and remotely access/control your mobile device.

3. Supervisor Domains
This is the access you have to view/change OTHER USERS mobile devices.
The second component contains security domains that the User uses only for
viewing/supervising “other” users and the “objects” that other users create. A
user may have many “Supervisor” security domains.

This establishes the access and control YOU have over other user devices.
This determines whether or not you can view/monitor/control another user’'s
mobile device.

Access Permissions within a Security Domain:
The SentryMDU System uses two types of permissions.

1. Read: This means you may only “view” (Read) data from another Users device.

2. Write: This means you may “change/modify” another Users information or data.
For example, if you want to monitor the camera on another user’s device, you will
need “Write” permission because you are turning “on” their camera (changing a
setting on the other device).

You may use a “Read” by itself in a domain access statement such as:
Read:USA.Oklahoma.Washington

Security Domains

Home Security Domain
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When using a “Write”, you must use BOTH as:

Read,Write:USA.Oklahoma.Washington
(You must be able to “read’ it first, before you can “write” to it.)

Security Domains

If you attempt to access another User’'s mobile device and receive an “Access Denied”
error message, this is most likely a case where you do NOT have sufficient security
credentials to perform the action (do NOT have Read/Write access).

Security Domain hierarchy:

The SentryMDU System uses a domain structure organized in a parent-child relationship.
Together with “Read,Write” permissions, this format provides enhanced user access and
control.

Read,Write:Country.State.County.City.Organization.User

In the following example (USA.Oklahoma.Washington.Bartlesville.EOC.EOCdirector) we
establish the hierarchical relationship within the overall Security Domain system.
The hierarchy is as follows:

- Country (USA)
- State (Oklahoma)
- County (Washington County)
- City (Bartlesville)
- Organization (Emergency Operations Center)
- Individual user position within organization (EOC Director)

Read,Write:USA.Oklahoma.Washington.Bartlesville. EOC.EOCdirector

Important Concept: Each “parent level” within a domain hierarchy has
access to all “child levels” below. In the example above, a User with a
domain at the “City” Level ...

Read, Write:USA.Oklahoma.Washington.Bartlesville
will have access to ALL devices at the “City.Organization.User” levels.

- Country (USA)
- State (Oklahoma)
- County (Washington County)
- City (Bartlesville)
- Organization (Emergency Operations Center)
- Individual user position within organization (EOC Director)
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An example of a Supervisory Security Domain is shown below.

& © ¥ .4 100% M 12:00 PM
Security Domains

ADD

REMOVE

Supervisor Security Domain

If you are aware of other “users” on the system, but you are not able to access them,
check your security domain settings on the Supervisor Domains Panel.

Format of the Security Domain statement:

1. The Read,Write statement.
The Security Domain format uses the capitalized words Read and Write
separated by a comma (,) ending with a colon (:) as shown below:

e the Period delimited text string

A
| R
ounty.City.Organization.User

) ]

Period (.) between
words

Comma between
Read,Write words

Rules to follow when constructing a Security Domain statement:

a. “Read” must be the first word and must be capitalized.

b. If “Write” is used, it must be capitalized.

c. If BOTH Read and Write are used, they must be separated by a

comma (,).

d. A Colon () is used after the “Read,Write” to separate it from the
domain text entry.
The Domain text listing must be single words separated by a period.
The Domain text listing is case insensitive text, up to 100 characters.
NO whitespace or special characters in the Domain text string.
A “personal” Security Domain will ALWAYS start with the Username
of the account creating the Security Domain.

S@e ™o
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2. Domain Text String format example for “Home” Domain

The next several examples assume you are an Admin User of a Licensed
Data Server and have access via the SentryMDU Manager Desktop Client.
This provides more flexibility in creating the text string of a Security Domain
than is available from within the SentryMDU App. However, the principles are
the same and can be applied in both user situations. To begin, give some
thought on having your Users organized into “levels” of permissions (think
parent-child relationships).

In the first example, we will assume the following ... We want to create a
“Home” Security Domain for a person who is the Director of the Emergency
Operations Center located in the USA, State of Texas, Harris County, Office
of Emergency Management. We might end up with something similar to the
following:

Read,Write:USA.Texas.Harris. OEM.EOCdirector

Now, let’s look at another example ... We want to create a “Home” Security
Domain for a person who is the Deputy Sheriff of the Sheriff's Department
located in the USA, State of Texas, Harris County. We might end up with
something similar to the following:

Read,Write:USA.Texas.Harris.Sheriff. DeputySheriff

Notice that BOTH are the same for the Country, State and County (USA,
Texas, Harris) but after that, each has a unique Organization and Name.

Read,Write:USA.Texas.Harrig. OEM.EOCdirector

Read,Write:USA.Texas.Harrig.Sheriff. DeputySheriff

If we expand the Office of Emergency Management (OEM) group to other
users we might have the following:

Additional OEM
Members

Read,Write:USA.Texas.Harris. OEM.memberl
Read,Write:USA.Texas.Harris. OEM.member2
Read,Write:USA.Texas.Harris. OEM.member3

If we expand the Sheriff’'s Department (Sheriff) group to other users we
might have the following:

Additional
Sheriff Officers

Read,Write:USA.Texas.Harris.Sheliff.officerl
Read,Write:USA.Texas.Harris.Shel|iff.officer2
Read,Write:USA.Texas.Harris.Shel|iff.officer3

Digi-Lumen Technologies, LLC

322 NE Debell Ave. Bartlesville, OK 74006 918-337-2002 Page 276



Summary
In these two examples, we assume that an Administrative User of a Licensed
Server has set up eight (8) users from two different Organizations.

Office of Emergency Management
User #1 = EOCdirector
User #2 = memberl
User #3 = member2
User #4 = member3

Harris County Sheriff's Department
User #5 = DeputySheriff
User #6 = officerl
User #7 = officer2
User #8 = officer3

Each of these Users has a private “Home” Security Domain. In the next
section, we will explore the “Supervisor” Security Domain that will allow these
Users we have created to interact with each other.

3. Domain Text String format example for “Supervisor” Domain
As explained above, the “Supervisor” Security Domain will set the access
permissions that a user will have to other User Accounts. When a domain
text string is organized in a hierarchy this allows stepwise fine granularity in
setting up access rules. We will look at some examples.

In our first example, we will use the EOCdirector. This user has a “Home”
Security Domain as follows:

Read,Write:USA.Texas.Harris. OEM.EOCdirector

Security Domains

Home Security Domain

In this example, we want to set the “Supervisor” Security Domain such that
the EOCdirector can “Read” and “Write” to ANY of the members of the
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Emergency Operations Center mobile devices. To do this, we would set the
“Supervisor” Security Domain as follows:

Read,Write:USA.Texas.Harris. OEM

Security Domains

Supervisor Security Domain

Notice that the “Supervisor” Security Domain is now set such that it can
access all devices in the OEM level (and below). This will include the
following members.

Read,Write:USA.Texas.Harris. OBM.memberl
Read,Write:USA.Texas.Harris. OBM.member2
Read,Write:USA.Texas.Harris. OBM.member3

In this scenario, we have configured the EOCdirector mobile device as
follows:

Home Security Domain
Read,Write:USA.Texas.Harris. OEM.EOCdirector

Supervisor Security Domain
Read,Write:USA.Texas.Harris. OEM

If we want the members of the Office of Emergency Management
(memberl,2,3) to have full access to everyone in the OEM (including the
EOCdirector’'s mobile device), then we would set their “Supervisor” Security
Domain to the same.

Home Security Domain
Read,Write:USA.Texas.Harris. OEM.memberl

Supervisor Security Domain
Read,Write:USA.Texas.Harris.OEM
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However, if we only want the members to have “Read” access (view but not
change) the EOCdirectors device, then we would set the members
“supervisor” Security Domain with only “Read” access for EOCdirector.

Only “Read”
Access

To carry this example further, we DO WANT memberl to have “Read,Write”
access to the other members (member2 and 3). To do that, we now create
two additional “Supervisor” Security Domains. One for member2 and one for
member3. The memberl device would now look like this:

SuperyisarSecurity Domain
Read:USA.Texas.Harris.OEM.EOCdirector

Home Security Domain
Read,Write:USA.Texas.Harris. OEM.memberl

Read Access for
EOC director

Supervisor Security Domain
Read:USA.Texas.Harris. OEM.EOCdirector
Read,Write:USA.Texas.Harris. OEM.member2
Read,Write:USA.Texas.Harris. OEM.member3

Read,Write
Access for
member2

and 3.

The SentryMDU System will support up to 100 Security Domain entries. With
combinations of “Read,Write” and hierarchy, you can customize the security
settings to meet your needs.

4. Domain Text String format example for Organizational Access
As we have seen, by using combinations of “Read,Write” and hierarchy
levels we can customize access. In the previous examples, all access was
within the OEM Security Domain. The Office of Emergency Management was
a secure “island” and other groups could not see (or access) any of the
mobile devices. The Sheriff's Department could not access any of the Office
of Emergency Management (OEM) devices and vice versa.

This final example will show how to move access up one more level. In this
example, we want the supervision of BOTH the Sheriff's Department and the
Emergency Operation Center to be able to see everything going on in Harris
County. We set the “supervisor” Security Domain level to “Harris” for both.

Security Domains for EOCdirector

Home Security Domain
Read,Write:USA.Texas.Harris. OEM.EOCdirector

Supervisor Security Domain
Read,Write:USA.Texas.Harris
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Security Domains for DeputySheriff

Home Security Domain
Read,Write:USA.Texas.Harris. Sheriff. DeputySheriff

Supervisor Security Domain
Read,Write:USA.Texas.Harris

Format of the “personal” Security Domain statement:

1. The format of the “personal” Security Domain.
The format of the Security Domain that can be configured from within the
SentryMDU App is similar to the configuration that is performed by an
Administrative User via the SentryMDU Manager Desktop Client.

If you (or your Organization) do not have a Licensed SentryMDU Server
instance, then you must use the “personal” Security Domain that is assigned
to your User. This would be the case if you are a Subscription User.

+Drawing +File I

add a component to the last attached data ‘
| Showalliss | Use these 3 Buttons to

set and change your
Security Domains.

Home domains Supervisor domains

Edit domains

Jtong click on the hint to remove 1)

A “personal” Security Domain will ALWAYS start with a Username. For
example, if we had a User by the name of Sam Express ... and a registered
Username = “samexpress”, then the ROOT value of the “Home” Security
Domain would default to the following:

Read,Writ¢:samexpress

"’ samexpress

Add Save Cancel
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When a new user is created, the SentryMDU System will create one personal
security domain and a sub-domain:

Read,Write:<username>
Read,Write:<username>.Friends

As shown in the previous examples, you may also create additional security
domains for your account. A few examples showing the “personal”’ Security
Domain are as follows:

Read,Write:samexpress.work
Read,Write:samexpress.family
Read,Write:samexpress.family.children.alex
Read,Write:samexpress.hobby.sailing

Notice that ALL “personal” security domains have the same ROOT context of
“samexpress”. This would be the system default for this user.

2. Personal Security Domain will have “Read,Write” permissions
All personal security domains will be created WITH a “Read,Write”
permission. During initial setup you do not have the option to do only a
“Read” permission (you do have the ability to change it later).

Read,Write:$amexpress

“Read,Write” Access is the
default access available.

Security Domains

ADD

REMOVE
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6.3. Adding and removing Security Domains

Overview:

During the registration process, it is recommended that a user put a checkmark in the
“Private access” checkbox. This allows the user to establish a private security domain
that can only be viewed/accessed by others also in the same security domain.

VFDmember

Password Confirmation

Full Name
VFD Member

Contact info
support@digi-lumen.com

Security domains (leave blank unless issued special code)

Name

VFDmember

L P — Default is CHECKED
[
DigitalGlobe Maps

Enter a code below and register

385604 | 6385604 Reload

Register

How Security Domains are created:
In most cases, a User of a Licensed SentryMDU Data Server will be
assigned a Security Domain category that has been set up by their IT
Department. The System Administrator for the organization can assign
any security domain to any User on the server instance.

All Users will have a personal security domain created for them by the
system AND may create additional “personal’ security domains and
assign personal security domains of other users to themselves
(assuming they have permission). However, a User can only assign a
“personal” Security Domain by using a DOMAIN_NAME / PASSWORD
pair. To assign a personal Security Domain to yourself that was created
by another User, you must be given the Domain Name and Password by
the other User.

Users may create multiple Security Domains to cover work, play, family,
specific activities and so on. Users may have up to 100 security
domains.

Guidelines for using a “personal” Security Domain:
1. Users may create multiple Security Domains to cover work, play,
family, specific activities and so on.
2. Security domains may be created and used for short periods of time
and then removed when no longer needed.
3. “Personal” security domains are password protected.

e ——————
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Domain Security and Administration Buttons:

1. In-App Features to manage Domain Security.
On completion of the User Registration Process, by default, a Security
Domain is created with the same name as the “Username” that was selected
by the User. The SentryMDU System provides 3 Menu Items for managing
“personal” Security Domains.

Menu Items for Administration:
a. Home Domains Button
b. Supervisor Domains Button
c. Edit Domains Button

samexpress Sam Express

support@digi-lumen.com, +19181234567
Read Write:samexpress.work;
Read Write:samexpress.family.travel.egypt

I R

7 with paramaters

User Information Panel
for the user Sam Express

Buttons to manage the
Security Domains

2. The “Home Domains” Button
The “Home Domains” Button will open a panel that will display the Home
Domains that this mobile device has access to. This can be a combination of
security domains. If you are on a Licensed Data Server, it can be security
domains installed by your IT Department and it can also be personal security
domains you have installed yourself.

To access, click on the Home Domains Button.

| +Drawing I +File I

add a component to the last attached data

Show all list

Home domains Supervisor domains

Edit

click on the hint to remove it)

|
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A pop-up “Security Domains” Panel will appear. After a “new” install of the
SentryMDU App, you may see screens similar to the following.

We will look at several Home Security Domain scenarios

a. You are part of an Organization that has a Licensed Server
b. You have a Subscription Account (not on a Licensed Server)
c. Registered Account only (no Subscription, not on a Licensed Server)

You are part of an Organization that has a Licensed Server
As part of an Organization that has a Licensed Data Server, you will
have one (or more) security domain entries made by your IT Department.
In addition, you will have the system “default” personal security domain.

Security Domain set up
B Q ¥ .4 100%M12:00 PM by your Organlzatlon

Security Domains

ADD

RENCE Default Security Domain
set up by system during
initial registration.

You have a Subscription Account (not on a Licensed Server)
A Subscription Account user will have the system “default” personal
security domain (and a sub-domain). This is set up during registration.
There will be NO custom security domains since a Subscription User
does not have administrative access to the SentryMDU Data Server.

This user WILL be able to create additional security domains that reflect
the parent-child relationship to their default domain.

: Default Security Domain
B DG ' set up by system during
initial registration.

REMOVE . i

Security Domains

If the default security domain is
“removed” from this panel it is NOT
removed from the system. It will still
be the default ... just not displayed.
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The default security domain that is set up during registration may be
removed from the Security Domains Panel if desired. However, it is still the
default, it is simply removed from the panel.

Regqistered Account only (no Subscription, not on a Licensed Server)
All registered accounts will have a system generated “default” personal
security domain. This is set up during registration. There will be NO
custom security domains since a General User does not have access to
the SentryMDU Data Server.

This user WILL be able to create additional security domains that reflect
the parent-child relationship to their default domain.

: Default Security Domain
B D : set up by system during
initial registration.

REMOVE . i

Raruirity Namaine

If the default security domain is
“removed” from this panel it is NOT
removed from the system. It will still
be the default ... just not displayed.

The default security domain that is set up during registration may be
removed from the Security Domains Panel if desired. However, it is still the
default, it is simply removed from the panel.

3. The “Supervisor Domains” Button
The “Supervisor Domains” Button will open a panel that will display the
Supervisor Domains that this mobile device has access to. This can be a
combination of security domains. If you are on a Licensed Data Server, it can
be security domains installed by your IT Department and it can also be
personal security domains you have installed yourself.

To access, click on the Supervisor Domains Button.

| +Drawing I +File I

add a component to the last attached data

Show all list

Home domains Supervisor domains

Edit domains

|tong click on the hint to remove it)
- ________________________________________________________________________________________]
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After a “new” install of the SentryMDU App, you may see screens similar to
the following.

We will look at several Supervisor Security Domain scenarios

a. You are part of an Organization that has a Licensed Server
b. You have a Subscription Account (not on a Licensed Server)
c. Registered Account only (no Subscription, not on a Licensed Server)

You are part of an Organization that has a Licensed Server
As part of an Organization that has a Licensed Data Server, you will

have one (or more) Supervisor security domain entries made by your IT
Department.

Security Domains set up
" @ 7 . 100% M 12200 P by your Organization.

Security Domains

ADD

REMOVE

If you are on a Licensed Server,
your IT Department will have
made these entries.

You have a Subscription Account (not on a Licensed Server)
A Subscription Account user will have NO custom security domains since
a Subscription User does not have administrative access to the
SentryMDU Data Server. This field will be empty.

This user WILL be able to install Supervisor security domains provided
by OTHER users using the DOMAIN_NAME / PASSWORD pair. This will
be described later in this section.

Security Domains

On a new install this
panel will be empty.
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Reqistered Account only (no Subscription, not on a Licensed Server)
General registered accounts will have NO custom security domains since
a User does not have administrative access to the SentryMDU Data
Server. This field will be empty.

This user WILL be able to install Supervisor security domains provided
by OTHER users using a DOMAIN_NAME / PASSWORD pair. This will
be described later in this section.

Security Domains

On a new install this
panel will be empty.

4. The “Edit Domains” Button

Digi-Lumen Technologies, LLC

This feature allows ALL USERS to create additional “personal” sub-domains
that can be used to organize a parent-child domain hierarchy on their device.
As part of the process, a User will create a DOMAIN_NAME / PASSWORD
pair that can be provided to OTHER users to create “private” groups. This will
allow private groups of 2 — 100’s of people.

| +Drawing I +File I

add a component to the last attached data

Show all list

Home domains Supervisor domains

Edit domains

click on the hint to remove

To access, click on the “Edit Domains” Button. The Security Domains
Structure Panel will open. It will display the default “personal” security
domain that has been set up for this User.

” samexpress

Default Security

Domain created by the
system

Add Save Cancel
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The Security Domain Structures Panel has 3 buttons. These will be
described in detail in later sections. They are as follows:

Security Domains Structure

;9 samexpress

Add Save Cancel

Add Button
Opens a series of screens that will enable you to create additional sub-
domains that are password protected. These sub-domains can then be
provided to OTHER users to create private groups.

Save Button
This button will “Save” any changes that have been made to this panel.

Cancel Button
This button will “cancel” this panel and return to the previous screen.
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6.4. Creating a personal Security Domain

Overview:

All Users may create “personal” security domains and assign personal security domains
of other users to themselves (assuming they have permission). However, a User can only
assign a “personal” Security Domain by using a DOMAIN_NAME / PASSWORD pair. To
assign a personal Security Domain to yourself that was created by another User, you
must be given the Domain Name and Password by the other User.

Steps to create a new “personal” Security Domain:

1.
2.

w

~

The “private access” checkbox must be checked during registration.
During registration, a default “personal”’ security domain is created by
the SentryMDU System. This domain will use the “username” of the
registered user.

Verify that the default “personal” security domain was created.
Decide on a naming scheme for sub-domains of your personal
security domain. These should reflect a parent-child relationship.
Review the current Security Domains that are available to your user
account.

Create a new “child” security sub-domain for your “parent” domain.
Create a password for this new security sub-domain.

Provide the DOMAIN_NAME / PASSWORD pair to other Users so
they may become part of your personal security domain.

Users may create multiple Security Domains to cover work, play, family, specific activities
and so on. Users may have up to 100 security domains.

samexpress Sam Express

I ) [

support@digi-lumen.com 19181234567
Read Write:samexpress.work;
Read Write:samexpress.family.travel.egypt

7 with pramaters

+Text

+Drawing +File

We will be working
Sckis componaut o the leat sttached daa | with these 3 buttons.

StowrireT
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How to create personal Security Domains:

1. Personal security domain created during registration.
On completion of the User Registration Process, by default, a Security
Domain is created with the same name as the “Username” that was selected
by the User (and a .Friends sub-domain).

In the example shown below, if during registration, a user by the name of
Sam Express created a Username = “samexpress”, a security domain of the

same name is created.

Menu

Settings e,

Find user
Tracker

Samexpress
. support@digHlumen.com+19181234567 \LUser Information Panel
f

" Read Write:samexpress.work;
Read Write:samexpress. family.travel.egypt or the user Sam Express

I [T

7 with paramaters
+Text +image +Video

+Drawing I +File

add a component to the last attached data

| e QA

@ samexpress

Default Security
Domain created by the
system

Add Save Cancel
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2. Decide on a naming “format” for your Security Domain.
As outlined in Section 6.2 “The Security Domain Format” it will be necessary
for you to select a naming format for your personal security domains. A little
thought now will make it easier on you later in the event you expand your
number of private groups.

You may have up to 100 security domains. This can cover family, work, play,
civic clubs, neighborhood watch groups and more. In addition, you may
create a personal security domain for a short period of time and then remove
it. For example, assume your town has a 3-day Festival and you will be
taking a group of children (they all have phones now). So they don’t get lost,
you could create a security domain for this group, just for the Festival, and
then remove it once the Festival is over. This way, you could know where
everyone is located during the time of the Festival.

The “default” ROOT personal domain for this User is “samexpress” as shown
below. All new security domains will start with this “samexpress” name.

Security Domains Structure

,‘9 samexpress

Add Save Cancel

Examples of “new” potential security domain names:

Read,Write:samexpress.family
Read,Write:samexpress.family.travel.egypt
Read,Write:samexpress.family.children.school.fieldtrip
Read,Write:samexpress.family.children.alex.sports.soccerteam
Read,Write:samexpress.family.children.maria.sports.gymnastics
Read,Write:samexpress.work
Read,Write:samexpress.work.companyxyz.shift.paintcrew
Read,Write:samexpress.play
Read,Write:samexpress.play.hiking.trip.yellowstone
Read,Write:samexpress.play.bicycle.trip.natcheztrace

The following sections will show how to create a security domain for a family
vacation trip to Egypt. This will be installed on family members mobile

devices.

Read,Write:samexpress.family.travel.egypt
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3. Select the “parent” security domain.
Security domains are arranged in a linear parent-child relationship format. In
this example, since we have not created any other security domains, we only
have the system default of “samexpress”.

Perform a “short click” on the samexpress domain name.

:" samexpress

Shjort Click

Add Save Cancel

Highlight the “samexpress” domain name. This will make it ACTIVE for the
next step.

"’ samexpress

Add Save Cancel

4. Construct a “new” personal security domain.
With the “samexpress” name highlighted, click on the Add Button. This will
open a series of screens to create a new personal security domain.

"' samexpress

We will enter the next
segment of our security

domain here.
Add &Save
Enter domain to 'samexpress'
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We are wanting to construct a new personal security domain as:
Read,Write:samexpress.family.travel.egypt

Our next step is to add the “family” segment to the domain text. Click inside
of the text box to open the “on-screen” keyboard.

Enter domain to 'samexpress’

family

family family's family-friendly

I" samexpress

.'" samexpress.family

Add Save Cancel

We have now created the “family” portion of the new personal security
domain. Perform a “short click” on the samexpress.family name to make it
the ACTIVE one to work on.

:’ samexpress

;’ samexpress.family

Short Click

Add Save Cancel
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We have added the “family” segment, now to add the “travel” segment of the
security domain.

Read,Write:samexpress.family.travel.egypt

Click the Add Button again and then click inside of the text box to open the
“on-screen” keyboard. Enter the “travel” segment for the domain.

N samexpress .
" p We will enter the next
segment of our security

domain here.

,-' samexpress.family

Add Enter domain to 'samexpress.family’
' =

travel traveling travelling

Enter domain to 'samexpress.family'

;’ samexprs

'-’ samexpress.family

'-’ samexpress.family.travel

Add Save Cancel

We have now created the “travel” portion of the new personal security
domain. Perform a “short click” on the samexpress.family.travel name to
make it the ACTIVE one to work on.

l" samexpress

." samexpress.family

Short Click
13

-’ samexpress.family.travel

Add Save Cancel
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We have added the “travel” segment, now to add the “egypt” segment of the
security domain.

Read,Write:samexpress.family.travel.egypt

Click the Add Button again and then click inside of the text box to open the
“on-screen” keyboard. Enter the “egypt” segment for the domain.

N samexpress .
" We will enter the next

segment of our security

0 samexpress.famil
" - 4 domain here.

'-' samexpress.family.travel

Egyptian

'-’ samexpress.family

_’ samexpress.family.travel

'-’ samexpress.family.travel.egypt

Add Save Cancel

We have now created the “egypt” portion of the new personal security
domain. Perform a “short click” on the samexpress.family.travel.egypt
name to make it the ACTIVE one to work on.

samexpress

samexpress.family

samexpress.family.travel

vlo v o

samexpress.family.travel.egypt % 8 S h (0] rt CI I C k

Add Save Cancel
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After completion of the “egypt” segment, the domain text string is now ready
to be SAVED. Click on the Save Button to save this work. This save action
will save all changes to the screen. It will save the following:

- samexpress.family
- samexpress.family.travel
- samexpress.family.travel.egypt

samexpress

samexpress.family

samexpress.family.travel

¢ OO O

samexpress.family.travel.. t

Add

When the SAVE action is completed, the screen will return to the User Panel.
A “Done” pop-up message will display for a few seconds.

| +Drawing I +File I

add a component to the last attached data Wl" dlsplay for 3 Seconds
e Done.
Home i pervisor
Edit domains
|0ong click on the hint to remove it)

The new personal security domain has now been completed. The next
section will describe how to assign a password to this new security domain
and make it available to other users (to form private groups).

Read,Write:samexpress.family.travel.egypt

:’ samexpress
;’ samexpress.family ~
‘i’ samexpress.family.travel Has now been saved
2 4 : . f and is ready to use.
;’ samexpress.family.travel.egypt

Add Save Cancel
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5. Assign a PASSWORD to the personal security domain.
In order to share a “personal” security domain with another user (so they can
become part of your private group) you must create a password that will
authorize their access. This section will describe the process.

| +Drawing I +File |

add a component to the last attached data

Show all list

int: Long click on the [+Image T umeamms S—
[tong click on the hint to remove it)

Open the User Panel, navigate to the bottom of the screen and click on the
“Edit Domains” Button. The Security Domains Structures Panel will be

displayed.
Security Domains Paneg

samexpress

oo

samexpress.family
~ samexpress.family.travel

samexpress.family.travel.egypt

Add Save Cancel

Select the Security Domain that you want to create a password for.
In our example, we will select .... samexpress.family.travel.egypt.

samexpress
samexpress.family

samexpress.family.travel

vlo o o

samexpress.family.travel.egypt

Add Save Cancel | 2 I_ on g CI | C k

Perform a “Long click”. This opens a Select Menu Box with options to set a
password. Click on the “Set Password” option.

Select

Set password

Remove
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A pop-up box will appear where you will enter a domain password. This will
be the password that will protect this particular personal security domain.

Click inside the text box. An on-screen keyboard will appear.

Enter domain password

gripper

Enter domain password

RN\

In this example, we have entered .... trip1234 as our password for this
security domain.

:’ samexpress

:-’ samexpress.family

;‘. samexpress.family.travel.egypt

; ‘ Notice that the PASSWORD is
[M displayed above domain name

Ada Save Cancel |

Notice that we have NOT created passwords for the other security domains.
We could do that if we wanted. Those passwords would/should be different.

samexpress

samexpress.family No passwords are

created for these.
samexpress.family.travel

vle oo

samexpress.family.travel.egypt

Add Save Cancel
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Important Note: Passwords may be CHANGED at any time. You may
create a password ... allow new Users to use this password for a few
days ... then change the password. The original password will no longer
work and future new Users will now need the NEW PASSWORD in order
to install the selected private security domain. Existing users that have
already installed the private security domain are NOT affected, they
continue to have access.

In this example, we will change the password from “trip1234” to “trip2345”.

samexpress

samexpress.family

v
v
_’ samexpress.family.travel
v

samexpress.family.travel.egypt

== &7/ Long Click

Select

Set password

Remove

The Enter domain password text entry panel will appear. Enter a “new”
domain password. Click “OK” when finished.

Enter domain password

trip2345

A new password has
now been created for
this security domain.

samexpress

samexpress.family

samexpress.family.travel

Password: trip2345

samexpress.family.travel.egypt

[ I

Click the “Save Button”

Add Save ncel
to save the changes.
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6.5. Sharing a personal Security Domain with other Users

Overview:

This section will describe the steps necessary to share one of YOUR personal security
domains with other Users. This will create a private Group. A group may have 2 — 100’s
of members. A group member can only assign a “personal” Security Domain by using a
DOMAIN_NAME / PASSWORD pair. You must provide the Domain Name and Password
to the other User.

This example will use two (2) mobile devices:

Device #1 (your device) and Device #2 (another user’s device)

Steps to share a “personal” Security Domain:

1. Create a personal security domain on Device #1.

2. Create a password for this new security sub-domain.

3. Install this personal security domain into the Supervisor Domain Panel
on Device #1.

4. Provide the DOMAIN_NAME / PASSWORD pair to other Users (ie
Device #2) so they may become part of your personal security
domain.

5. Install the personal security domain into the “Home Domain” panel on
Device #2.

6. Review “one way” access ... Device #1 can access Device #2.

7. Create “two-way” access ... BOTH devices can access each other.

Users may create multiple Security Domains to cover work, play, family, specific activities
and so on. Users may have up to 100 security domains.

Steps to share a personal Security Domain:

1. Create a personal security domain on Device #1.
Follow the steps in Section 6.4 to create a personal security domain. In this
example, we will be using:

Read,Write:samexpress.family.travel.egypt

=<0 Dovice #1 o s
samexpress

samexpress.family

samexpress.family.travel

G|e O ©

samexpress.family.travel.egypt

Add Save cancel
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2. Assign a PASSWORD to the personal security domain.
In order to share a “personal” security domain with another user (so they can
become part of your private group) you must create a password that will
authorize their access. This section will describe the process.

+Drawing +File

add a component to the last attached data

Show all list

int: Long click on the [+Image T umeamms S—
[tong click on the hint to remove it)

Open the User Panel, navigate to the bottom of the screen and click on the
“Edit Domains” Button. The Security Domains Structures Panel will be
displayed.

samexpress

oo

samexpress.family
~ samexpress.family.travel

samexpress.family.travel.egypt

Add Save Cancel

Select the Security Domain that you want to create a password for.
In our example, we will select .... samexpress.family.travel.egypt.

~Device £l

samexpress
samexpress.family

samexpress.family.travel

vlo o o

samexpress.family.travel.egypt

Add Save Cancel | 2 I_ on g CI | C k

Perform a “Long click”. This opens a Select Menu Box with options to set a
password. Click on the “Set Password” option.

Device #1

Select

Set password

Remove
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A pop-up box will appear where you will enter a domain password. This will
be the password that will protect this particular personal security domain.

Click inside the text box. An on-screen keyboard will appear.

Device #1

Enter domain password

gripper

Enter domain password

RN\

In this example, we have entered .... trip1234 as our password for this
security domain.

:’ samexpress

:-’ samexpress.family

;‘. samexpress.family.travel.egypt

; ‘ Notice that the PASSWORD is
[M displayed above domain name

Ada Save Cancel |

Notice that we have NOT created passwords for the other security domains.
We could do that if we wanted. Those passwords would/should be different.

samexpress

samexpress.family No passwords are

created for these.
samexpress.family.travel

vle oo

samexpress.family.travel.egypt

Add Save Cancel
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3. Install personal security domain into Device #1.
For the first part of this example, we will install the personal security domain
into the Supervisor Domain Panel. This will allow Device #1 (the originating
device) to access any/all members of the private group.

We will add the following:

Read,Write:samexpress.family.travel.egypt

+Drawing +File

add a component to the last attached data
Show all list
Home domains Supervisor domains

Edit domains - 7

click on the hint to remove

- Device #1

Security Domains

Supervisor Security Domain

Click on the “ADD” Button. This will open a Security Domain Structure
panel to search for available security domains.

Device #1

Text instructions are presented:
“Enter a context of the root element”.

To search for available security domains, click on the “gray” text. This will
open an on-screen keyboard to enter the ROOT element of the personal
security domain.

The root element of “Read,Write:samexpress.family.travel.egypt” is
“samexpress”.
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Enter “samexpress” into the data entry field and click the Search Button.

lsamexpress

Notice the “grayed out” Read / Write

boxes are “checked”. This indicates
that the default will be “Read,Write”
permissions for this entry.

The system will search for ALL security domains with a root context of
“samexpress”. In this example, we notice that 3 items were retrieved. These
were the 3 additional security domains we created in Section 6.4.

We are looking for ... samexpress.family.travel.egypt

[samexpress
,-’ samexpress.family

f’ samexpress.family.travel

11

;‘ samexpress.family.travel.egyp

Select (click) on this item to activate the choice.
Then click on the “OK” Button.

[samexpress
,-’ samexpress.family
;’ samexpress.family.travel

'-’ samexpress.family.travel.egypt

1

Now that you have selected the security domain that you want to add to your
Supervisor Domain, the system will prompt for the password.

Device #1

Enter domain password Click in the text area to
open the on-screen
keyboard.

Digi-Lumen Technologies, LLC
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Enter the password for this security domain. This is the password that was
created in Section 6.4 when we created the entry.

e o 4
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Add

@ samexpress.family

created earlier.

l-"ave' % This is the password
#.travel.egypt

J

Save

Cancel

Enter the password, then click “OK” to accept.

Device #1

Enter domain password

trip1234

Once the password is verified and authenticated by the system, the
Supervisor Domain screen will refresh and now display the new personal

security domain.

Device #1

ADD

REMOVE

New Security Domain

Supervisor Security Domain

You have now successfully installed a new personal Security Domain in the
Supervisor Domain panel of Device #1. The next sections will show how to
install this same security domain on Device #2.
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4. Provide DOMAIN_NAME / PASSWORD pair to Device #2.
In order to create private “groups” (when NOT part of a licensed Server
instance), it is necessary to create a DOMAIN_NAME / PASSWORD pair
and provide this information to all users that would be part of this group.

In this example, you will need to provide the following information to
everyone that you would like to have access to this private group. For this
instruction, we assume you have provided it to the User of Device #2.

FC—E ———

'@ samexpress
@ samexpress.family

y ‘é‘} )
;’!z samexpress.family.travel

“’j samexpress.family.travel.egypt
Add Tave Cancel

Domain Name: samexpress.family.travel.egypt
Password: tripl1234
5. Install personal security domain into “Home Domain” on Device #2.

We now assume we are the User of Device #2 and we have the
DOMAIN_NAME / PASSWORD pair for the private group.

Starting at the Main Menu screen of Device #2, click on the “I” Button to
access the User Information Panel.

Menu . (
Setine . % Device #2 User Information Panel for
SSTInds o the user DLT Supervisor

DLT Supervisor
rt@digi-lumen.com,+19181234567
e:USA Oklahoma.Washington;
" 1 L 2USA.Oklahoma.Bartlesville;
Find user | A e g =se e g ‘ess.family.travel.egypt; Read Write:USA.Oklahoma

Tracker el o I
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+Video
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We will be using
these buttons.
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At the User Panel of Device #2, click on the “Home Domains” Button.

Device #2

+Drawing +File

add a component to the last attached data
Show all list

Home domains Supervisor domains

o

button
click on the hint to remove it)

This will open the “Home Domains” Panel of Device #2. Notice that this
mobile device currently HAS two other security domains listed.

@ Device #2

Security Domains

REMOVE

Home Security Domain

Click on the “ADD” Button. This will open a Security Domain Structure
panel to search for available security domains.

Device #2

Text instructions are presented:
“Enter a context of the root element”.

To search for available security domains, click on the “gray” text. This will
open an on-screen keyboard to enter the ROOT element of the personal
security domain.

To create the security domain you will now need the DOMAIN_NAME /
PASSWORD pair for the private group you want to create.

Domain Name: samexpress.family.travel.egypt

Password: trip1234
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The root element of “Read,Write:samexpress.family.travel.egypt” is
“samexpress”.

Enter “samexpress” into the data entry field and click the Search Button.

De e

lsamexpress

Notice the “grayed out” Read / Write
boxes are “checked”. This indicates
that the default will be “Read,Write”

\permissions for this entry.

The system will search for ALL security domains with a root context of
“samexpress”. In this example, we notice that 3 items were retrieved. These
were the 3 additional security domains we created in Section 6.4.

We are looking for ... samexpress.family.travel.egypt

Famexpress m

'-’ samexpress.family

:’ samexpress.family.travel

'-‘ samexpress.family.travel.egyp

Select (click) on this item to activate the choice.
Then click on the “OK” Button.

:’ samexpress.family

'-’ samexpress.family.travel
'-‘ samexpress.family.travel.egypt

o Q\

7

Now that you have selected the security domain that you want to add to your
Home Domain, the system will prompt for the password.
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Perform a “click” on the text entry area and the on-screen keyboard will
appear. Enter the PASSWORD that was provided by the originator of the
private group.

Password: trip1234

Click “OK” when finished.

Dev|ce #2 Q T 4 81%M1:33PM

Enter domain r=ssword

rip1234

trip1234 trip1234th

gripper

Enter domain password

trip1 234

Once the password is verified and authenticated by the system, the Home
Domain screen will refresh and now display the new private security domain.

Read,Write:samexpress.family.travel.egypt

= Device #2

Security Domains

REMOVE

New Security Domain

Home Security Domain

You have now successfully installed a new personal Security Domain in the
Home Domain panel of Device #2.
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6. Review the installed access (Device #1 can access Device #2).
At this stage of our security domain configuration, we shall review what we
have done and the results.

To create a one-way mode of access:
a. Installed a security domain in the Supervisor Domain of Device #1.
b. Installed a security domain in the Home Domain of Device #2.
c. Result: Device #1 can access Device #2, but Device #2 CANNOT
access Device #1.

Devices Home Supervisor Available Access
Device #1 X Device #1 can see Device #2
Device #2 X Device #2 cannot see Device #1

In this example, Device #1 can access Device #2 and turn on the camera of
Device #2 and monitor real-time audio/video. However, if Device #2 tries to
access Device #1, they will receive an “Access Denied” error message. It is
only a one-way transfer of data.

To create a two-way mode of access (all members can access each other):
a. Installed a security domain in the Home Domain of Device #1.
b. Installed a security domain in the Home Domain of Device #2.
c. Result: All devices can access each other.

Devices Home Supervisor Available Access
Device #1 X Device #1 can see Device #2
Device #2 X Device #2 can see Device #1

In this example, Device #1 can access Device #2 and turn on the camera of
Device #2 and monitor real-time audio/video. Likewise, Device #2 can
access Device #1 and turn on the camera of Device #1 and monitor real-time
audio/video. It is a two-way transfer of data.

To create a two-way mode of access (with supervisory):

a. Installed a security domain in the Home Domain of Device #1.
Installed a security domain in the Supervisor Domain of Device #1.
Installed a security domain in the Home Domain of Device #2
Installed a security domain in the Supervisor Domain of Device #2.
Result: All devices can access each other.

®eo o

)

Devices Home |Supervisor Available Access

Device #1 X X Device #1 can see Device #2 + Suprv

Device #2 X X Device #2 can see Device #1 + Suprv
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In this example, the Home Domains are the same as before, however we
have also “checked” the Supervisor Domains. In the case of personal
security domains (not set up via a licensed Data Server) the installation
of a supervisory security domain setting will NOT provide additional
access or control. It is redundant to the Home Domain since it will have the
same levels.

An originator of the security domain CAN create additional security domains
at a higher level (ie samexpress.family.travel) if there are additional “travel”
locations other than Egypt.

Important Note: Typically, we would leave the Supervisor Security
Domain “blank” as shown below.

Devices Home Supervisor Available Access
Device #1 X Device #1 can see Device #2
Device #2 X Device #2 can see Device #1
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6.6.

Overview:

Adding another user’s Mobile Object to our list.

This section will describe the steps necessary to “add” another user's Mobile Object to
your list once you have successfully created AND shared a personal security domain with
that user (Sections 6.4 and 6.5) . You will need to have completed the previous steps in
order to add another user. See Section 10.5 for additional details on adding users to the
“My Objects” Panel.

In this example, we are going to add user DLTsuprv to the My Objects Panel on the
device of user samexpress. We can do this because user samexpress has created a
personal security domain and provided the credentials to user DLTsuprv who has
installed them on HIS device.

Before adding the new User Object

Drawing

Create ..

(@ Samexpiess

Main Screen

| =
BPDchief

samexpress

tab3user

object

Sam Express
user device

User Objects

‘ Send to

Remove
inactive

New ‘ Search... ‘

Video
Overlay ||

Update
Interval |

user l ’

After adding the new User Object

Drawing

Create ...

D) STSUpRY, O

.

Main Screen

New User Object has
been added (DLTsuprv)

SEMSPIESS

tab3user

object

BPDchief

DLTsuprv

samexpress

Remove
inactive

Blaw | ‘ Search... ‘
|

User Objects

| Sendto

Video
Overlay ||

Update

user l ’ Interval |

-

Before adding the
new User mobile
object

-

f

After adding the
new User mobile
object

.
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Steps to add a new User Object to the “My Objects” Panel.:

1. Navigate to the My Objects Panel.
Starting at the Main Map Screen, click on the “Objects” Menu item button
located on the left side of the panel. This will open the “My Objects” Panel.

.

Objects

Cllllsemapress

jBack |
Create.. |
Drawing

@y

My Objects Panel for the

BPDchief user Sam Express

samexpress

tab3user

Video
Overlay

Remove
inactive

2. Search for the desired Security Domain of the user you want.
We need to locate the security domain of the user we want to add. From
previous steps, we know that we created a security domain and shared it
with user DLTsuprv.

Read,Write:samexpress.family.travel.egypt

As a reminder ... this was the Security Domain we created

|
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To continue, click on the Search Button.

Ob)

New
object

e

2

Send to Video Update

Search... user Overlay Interval

The Object Search Panel will appear showing a text entry box. This is where
you will enter the personal security domain that you created earlier.

In this example, we want to enter the following security domain.

Read,Write:samexpress.family.travel.egypt

f

®) By Security Dom- ] The security domain entry uses a specific
—~) format. See the section on Security
-g_m Domains for instructions.

Click in the “text entry” box. An on-screen
keyboard will open allowing the entry of
text.

Add checked objects ‘ ‘ Broadcast a notification \

Enter the security domain that you want to search. Make sure the words
“‘Read” and “Write” are capitalized and that there are no spaces (whitespace)
in the text entry.

Read,Write:samexpress.family.travel.egypt

Add checked objects Broadcast a notification

Click “Done” when finished or click the “Search” Button on the panel.
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3. Select the desired User from the list of users within the Security Domain.
The system will contact the SentryMDU Data Server and retrieve all users
that have access in the specified security domain. Depending on the speed
of your internet connection, this may take a few moments.

@

® ) By Security Domain
Read,Write:samexpress.family.travel.egypt | m%

Add checked objects

Broadcast a notification

Wait a moment

Cancel

The screen will now display a list of users that have been given access to
this security domain.

Read,Write:samexpress.family.travel.egypt

® ) By Security Domain

Read,Write:samexpress.Iamlly.travel.egyp‘ m

[+] BPDchief / D=
Read,Write:USA.Oklaho .Washington.Bartlesvil!e;Read‘Wri v
i i T R RN R s R

[+] DLTsuprv / .

Read,Write:USA.Oklahoma.Washington;Read,Write:USA.Ol_(la b

[+ samexi:)re

In this example, notice that we have 3 Usernames displayed. If you have
many entries, simply scroll the list to see them all.

[+] BPDchief

[+] DLTsuprv
[+] samexpress

The [+] indicates that the mobile device is CURRENTLY active (online).
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When the system retrieves other users in the security domain, by default, it
“selects” (puts a checkmark in the box) of all users in the security domain.

-

® ) By Security Domain

By DEFAULT, all users are
selected to be added ... cven

[+] BPDchief / our own device. You will want
Read,Write:USA.Oklahoma.Washington.Bartlesville;Read W ri Ve '< to de-select those mobile

E] %qup(LéA T e objects you do NOT want to
ea .nrltev A. Na t')‘rrla_.. ashington; e? R _.rltg. A. a. install on your device.

I[+] samexi;)lress“/

Add checked objects [ a | \

In this example, since we are currently on the samexpress device, and we
already have samexpress and BPDchief mobile objects installed, we do
NOT want/need them installed again.

f

BPDchief

Since we already have these
two mobile objects on our list
we will de-select them from our
list of mobile objects to copy..

samexpress

tab3user

samexpress User Objects list

New
object |

Remove
inactive

Send to Video Update
user ‘ Overlay Interval \

Search... ‘

De-select (uncheck) both samexpress and BPDchief mobile objects in the
list. This will leave the DLTsuprv object as the one we want to install.

@sp

® | By Security Domain

Read,wme'samexpress.famlly,travelvegypi

|+ BrUCNIET /
Read,Write:USA.Oklahoma.Washington.Bartlesville;R¢ ad, Wri
[+] DLTsuprv / -
Read,Write:USA.Oklahoma.Washington;Read,Write:USA.Okla
[+] samexpress / 1
Read,Write:samexpress.work;Read,Write:samexpress famil,

Add checked objects Broadcast a notification

To install the DLTsuprv Object into our list of available Users, click on the
“Add checked objects” Button.

@~e

® ) By Security Domain

Read,Write:samexpress.family.travel egyp‘

|+ BrUCNIer /

Read,Write:USA.Oklah a.Washington.Bartlesville;Read,Wri
A RAEYEEEEER AN EERE RN SR EEEERRNANBREREEE
[+] DLTsuprv /
Read,Write:USA.Oklahoma.Washington;Read,Write:USA.Okla

I[t]-aama(;ﬁes; A

Add checked objects goadcast a notification
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Review the User Objects installed on SAMEXPRESS mobile device.
We will now review what we have done. In this example, we have now installed the
DLTsuprv mobile object on the samexpress mobile device.

Before adding the new User Object

G

Create ..
Drawing

Main Screen |

SEMSPESS

BPDchief

samexpress

tab3user

R Vo ‘ | Search..

| object

User Objects

Send to ;‘ Video | Update

Remove
inactive

f

Before adding the
new User mobile
object

user l

Overlay || Interval | \

After adding the new User Object

B NS UPRY, O

ks

Create.. |
Drawing

New User Object has
been added (DLTsuprv)

Main Screen

SEMEPIESS

BPDchief
| DLTsuprv
samexpress
tab3user

| New

| object H Search... ‘

User Objects

Remove
inactive

-

After adding the
new User mobile
object

‘ Send to

| video | Update
user ” Overlay ‘ Interval ‘ \
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6.7. Removing a Security Domain and adjust permissions.

Overview:

This section will describe the steps necessary to remove a security domain when it is no
longer needed. Users have the option to create up to 100 security domains. These can
cover work, play, hobbies and civic activities. You can create security domains to last for
a few minutes or to last years ... it is up to you. In addition to removing a security domain,
it is possible to alter the “Read,Write” permissions associated with a security domain.
This section will cover these topics.

Topics covered in the Section:
1. How to remove security domains.

Securitv Domains

ADD

REMOVE

ADD

REMOVE

Removed one of the
security domains

Home Security Domain

2. How to alter “Read,Write” permissions of security domains.

Security Domains

ADD

REMOVE

Security Domains

Changed the “Read,Write”
to “Read” ONLY.

Home Security Domain
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Removing security domains:

1. Navigate to the User Information Panel.
Starting at the Main Map Screen, click on the “I” Button located on the lower
right hand side of the panel. This will open the User Information Panel. Select
the Home Domains Button under the My Security Section.

Menu

Settings e,

Find user

Tracker

Samexpress Sam Express
support@digi-lumen.com,+19181234567 .
Read,Write:samexpress.work; User Information Panel
Read Write:samexpress.family.travel.egypt for the user Sam Express

Raririty Namaine

We will remove the second
security domain.

Read,Write:tab3user.family

Home Security Domain
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2. Select the security domain you wish to REMOVE.

The Home Security Domains panel will display the available security
domains. Click on the Remove Button.

Security Domains

| REMOVE l E

Home Security Domain

A pop-up panel will appear showing the available domains.
In this example, we want to remove the tab3user.family security domains.
Notice that the tab3user.family security domain is comprised to two parts:

Read:tab3user.family
Write:tab3user.family

f

Domains:
[J Read:samexpress.work

O wite: Locate the two
rite:samexpress.work
SEEEEEEEEEEEEEEEEEEY Componentsofthe

[0 Read:tab3user.family Security domain
[0 Write:tab3user.family

o
[
[
[
n
n
.

Aasunmn?®

4EEEEEEEEEEEEEEEEERES

-

3. Remove the Security Domain.

To remove the security domain, select the two (2) components of the security
domain, then “click” the Remove Button.

Domains:

[J Read:samexpress.work

[0  Write:samexpress.work
JUEREEEEEEEEEEEEEEEW
@ Read:tab3user.family
B  Write:tab3user.family

{mmmmn?®

4EEEEEEEEEEEEEEEER P

lsacurity Domains

We have removed the second
security domain.

Read,Write:tab3user.family

Home Security Domain
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Changing “Read,Write” permissions of security domains:

1. Navigate to the User Information Panel.
Starting at the Main Map Screen, click on the “I” Button located on the lower
right hand side of the panel. This will open the User Information Panel. Select
the Home Domains Button under the My Security Section.

Menu

Settings e,

Find user
Tracker

samexpress Sam Express
support@digi-lumen.com.+19181234567

Read Write:samexpress.work, User Information Panel
Read Write:samexpress.family.travel.egypt for the user Sam Express

Home domains

Raririty Namaine

We will change the Read/Write
permissions of the second
security domain.

Read,Write:tab3user.family

Home Security Domain

Digi-Lumen Technologies, LLC 322 NE Debell Ave. Bartlesville, OK 74006 918-337-2002 Page 321



2. Select the security domain you wish to change.
The Home Security Domains panel will display the available security
domains. Click on the Remove Button.

| REMOVE l E

Home Security Domain

A pop-up panel will appear showing the available domains.
In this example, we want to change the “Read,Write” permissions of the
tab3user.family security domain. Notice that the tab3user.family security

domain is comprised to two parts:

Read:tab3user.family
Write:tab3user.family

f

Domains:

[0 Read:samexpress.work
[0  write:samexpress.work Locate the two

S EEEEEEEEEEEEEEEEEW -< Componentsofthe
[0 Read:tab3user.family Security domain_

[0  writeitab3user.family

CLER R R DS

4EEEEEEEEEEEEEEEEERRS

-

3. Remove the “Write” permission from the Security Domain list.
In this example, we will remove the “Write” permission from the list ... leaving
the “Read” permission. Select the “Write” component of the security domain,
then “click” the Remove Button.

Domains:

[J Read:samexpress.work
[0  write:samexpress.work

[0 Read:tab3user.family

eEmEEEEEEEEEEEEEEEEEL
- L]

B  write:tab3user.family =
dsmsEEsEEEEEEEEEEEE RS

The screen will refresh and return to the Home Domains listing.
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We have now removed the component of the tab3user.family security
domain that allowed “Write” permissions.

Security Domains

We have removed the “Write” component
of the second security domain.
Now, READ only.

Read:tab3user.family

Home Security Domain

If we open the listing of security domains again, you will see only a “Read”
permission for tab3user.family.

Read:tab3user.family

Security Domains

ADD

1 revove !

Home Security Domain

Domains:

[J Read:samexpress.work

O Write:samexpress.work Read:tab3user.family

G ENEEEEEEEEEEEEEEEEE,

[ Read:tab3user.family g

()
n
u
.

u
EEEEEEEEEEEEEEEEEEES

\~
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7. The “Menu” Button features

7.1. Elements of the Main Menu block

Overview:
The “Menu” Button launches a menu block at the bottom of the Main Map Screen. This

menu block can have 4 or 5 options depending on the configuration settings. This section
will describe the menu block and associated features.

Q ¥ .499%04:21 PM
Menu "%, N

In the “Default” mode, five | Ventiug
Settings \
|

options are available:

1. Configuration
2. Licenses/Subscriptions
3.HELP

Configuration Licenses/Subscriptions

4. About
5. Exit

Menu Block

HELP Exit

If a User removes the “Exit” option from the Menu Block at the Configuration Panel, the
following screen will display.

[~

In the edited mode, four ) [t .‘
options are available: _sSettings J

1. Configuration
2. Licenses/Subscriptions
3.HELP
4. About

J Configuration Licenses/Subscriptions Menu Block

- ________________________________________________________________________________________]
918-337-2002 Page 324
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7.2. Configuration

Overview:
The “Configuration” Button launches the Sentry MDU configuration panel. This is the
primary configuration panel for the mobile device.

Sentry MDU Configuration Panel:
To access the Configuration Panel, click on the “Menu” Button on the main map screen
and then click on the “Configuration” Button on the Menu Block.

=]
Menu %,

Settings \
) &

| Objects ‘

es

Configuration

Menu Block

=
- Configuration 0K CANCEL

L

Current profile

Default Change. New

Options

Offline mode

[ voice commands

: Tap commands Sensitivity
Voice notifications
TMS option {Task management system)

[+] Large control buttons

| |Hide tracker
Keep screen on

Show ‘Quit’ item of menu

Server address
server.sentrymdu.com Select
User ID

154 BPDchief Register new use

User password

Keep connection to the server

[+] secure connections (HTTPS,S5L)
Jseospace
DigitalGlobe.Maps -
Context (Filling: 48 %)
Clear context Clear local imagery
Tracker configuration

Tracker alias
BPDchief
Tracker sbjeet 1D
408 BPDchief Construct new object .
Tracker Server Address
Server.SentryMDU.com
Tracker port
8282
Tracker transmission interval, sec.
0
Tracker location reading interval, sec.
10
ntap for POIS (Points of interest)

DigitalGlobe.Maps b

Server connection

Keep Wi-Fi hotspot server on
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7.3.

Digi-Lumen Technologies, LLC

Licenses / Subscriptions

Overview:

The Licenses / Subscriptions Button will only appear on the Menu Block AFTER you
have completed Registration. Registration is required because you must have a
Username/Password in order to have a License or Subscription. See Sections 3.5 - 3.10
for a full discussion of the Licenses / Subscriptions feature.

If you are an Anonymous User (not yet registered) and you have downloaded and
installed the App ... just to play with it ... you will not have this menu option.

Main Screen as an ANONYMOUS User (not registered)

- ( Smartphone Screen ) g

Bookmarks

0b

*

Create.. : [

~

Configuration HELP About Exit

Licenses / Subscription menu
option is NOT available

Menu Block

Main Screen of REGISTERED User (but not yet Subscribed or Licensed)

Bookmarks

Licenses / Subscription menu
option IS available

Menu Block

Main Screen of REGISTERED and LICENSED User (or with a Subscription)

_< Satellite Imagery provided via
the License / Subscription.

-

Licenses / Subscription menu
option IS available

Menu Block

322 NE Debell Ave.

Bartlesville, OK 74006
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Installing a User License on a Device:
In this example, we have a registered user on the Licensed SentryMDU Server of our
Organization. We are now going to illustrate how to INSTALL a User License on a mobile

device. This section is an abbreviated version of Section 3.7.

We will need two pieces of licensing information provided to us by our organization.

1) The License Number that has been given to the Job Classification for this User.
2) The temporary License Access Key that will be provided to the User for registration
during a specific period of time.

We will now review the following 10 steps.

Open the Menu Panel and select the “Licenses/Subscriptions” Button.

Bookmarks

Create ...
Drawing =~ |

-

Bookmarks

Select the “User Licenses” Option.
A pop-up panel will appear. Select the “User Licenses” option.

User Licenses

User Subscriptions

This Menu Option is
only available if you
are a registered user.
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3.

The “User Licenses” selection panel will appear.

Pop-up Panel for adding a
license.

Initially, no license has
been selected.

Add by QR-code

(&YBpenSireetMaps contributors . |

4. Click on the “Add Button”.

To display the license input screen, click the “Add” Button.

If your organization has
supplied you with a QR-code,
you may click here to scan this
code.

B

5. Data Entry panel for new license is displayed.

A pop-up panel will appear with two (2) data entry fields.

Y New license

License number

License Number

License access key

License Access Key

Enter the License Number and License Access Key.
Click on the “Add” button when finished.

@ New license

License number
1234-567-890
License access key

| 4H678-275 |
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7. The submitted User License job classification will be validated.
If the entered data is correct, and the temporary License Access Key is used
during the time period set by your IT Department, the User License security
domain for this job category (County Rescue Team Member) will be installed

on the mobile device.

The mobile device will contact the SentryMDU System to validate the license
and retrieve the User Category parameters.

License is being processed
and validated.

The validated License and User Category will be displayed on the panel.

Booki
Obij(
Pla

s Res
; County Rescue Team Member e

Ba
Crez
Dra\

Add

—— |_icense Category and Description.
Note:
Your Organization may have many
license categories that will provide
specific features for Team Members,

Add by QR-code

8. Review User License, job role and Security Domain
Click on the User License nhame (County Rescue Team Member) to open a
pop-up panel that will display the license parameters and the installed

Security Domain.

Bookr
Obij¢
Plal
B4
Crea
Dray

Add

Team Leaders, Managers, etc.

» License

License number
789-123-456
Role
rescue.member.logistics

Name:

County Rescue Team
Member

Information Panel about
the User License.
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The full listing may be displayed by scrolling the pop-up panel.

™Y License

License number
789-123-456 License Number
Role
User role and classification as selected

by Licensed Organization

rescue. member.logistics

Name:
County Rescue Team

Member ~
Info

g bldoyimisadigmsiel Organizations with a Licensed Server
Members that handle have access to create, modify and remove
logistics and '< i i

oot ttion. User License parameters via a web portal

into an Administrative Server.
Features

Native tile server

Security Domains \

Read,Write:County u ( Default Security Domain for all users
SA.OK.Washington . . . .
in this classification

Supervisor domains
Read, Write:County! u < Supervisory Security Domain for all

SA.OK . . . .
users in this classification
= \

Listing of URLs provided to this User Class

during initial installation.

Note:
This is a list of the Custom Bookmarks
and Data References that are installed
for this specific User Category. These are
set by your Organization.

9. Return to the Main Map Screen
Click on the “Back” button on the device to return to the Main Map Screen.

»' | County Rescue Team Member

Add by QR-code

When the “Back” Button is clicked, this starts the License Validation Process.
This may take several seconds depending on your internet connection.
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10. Main Map Screen is now displayed with Satellite Imagery
As the mobile device processes the screen change, the satellite imagery for
this User License is downloaded and installed on the device in accordance
with the organization’s imagery contract.

A pop-up message will display if the User License is valid.

10:59 PM

0 Info

User license has been validated successfully.

Satellite imagery will now fill the screen

|  Menu

; Settings

e

. United States
“llalexexpress

\
| Find user
Tracker

Note:

You have now REGISTERED and installed a User License ... but
you have NOT COMPLETED CONFIGURATION. See Sections 3.14
and 5.4 for additional settings that you will need to make. This is
important if your device is to provide a good user experience and
to perform optimally (ie audio/video streaming, map images, etc.)
for your specific hardware.

e ——————
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Options for changing the type of Map Imagery to display:

The Sentry MDU Application allows a user to select a number of options on how they
would like the screen to display satellite imagery and maps. There are 3 primary
image/map options and several overlay “layers” that can display additional symbols and
icons. The 3 primary map options are as follows:

1. Satellite Image overlaid with a street map
2. Satellite Image
3. Street Map

The “default” setting is Item #1 — Satellite image overlaid with a street map.

After initial installation (and before registration) you will notice that the Main Map screen
displays a “Street Map” (using OpenStreetMap data) and not a satellite image.

Bookmarks

Create ...
Drawing

1. Location of the Map Layer display options.
The available Map Layers are installed in the Background Layers Folder on
the Viewing Configuration Panel.

Background layers

OpensStreetMap (Street Maps Only) and

)JODEHStFEEtMap'NﬂUV&SWndafd v imagery provided by MapBox/DigitalGlobe.
_ - These choices are mutually exclusive (can
wmgltalGlobe Maps [] only select one).

:— This choice is only active for Users that

have a Subscription or User License.

Down item

| Import “Addfulder | Up item I

I Bookmarks

l Recents |

OpenStreetMap-Native-Standard
OpenStreetMaps is an “Open Source” set of map data supported by a
worldwide community. DLT operates a tile server that delivers this
“road/street” map data to the SentryMDU App.

DigitalGlobe Maps
DigitalGlobe (a Maxar Company) is a commercial provider of high
resolution satellite imagery to governments and industry. They operate a
constellation of satellites that scan the earth on a regular basis. MapBox
is a “reseller” of DigitalGlobe Imagery. The SentryMDU App retrieves
imagery data from MapBox/DigitalGlobe.
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2. Select the “Custom Configuration” Option
The “Custom” option is an alternate view mode of the Foreground, Central
and Background Layers functions. To open this panel, click the Custom
Configuration Button on the Viewing Configuration Panel.

samexpress

Find user
Tracker

DigitalGlobe.Maps.User Drawings ("Wiki")
DigitalGlobe.Maps.User mobile objects

NinitalGlohe Mang llser comnonents
Load | Time:Now! || Time: Last || POI live search I OK

Three large buttons will be displayed
1. Foreground Layers
2. Central Layers
3. Background Layers

Q= 99% M 3:21 PM

:. . Custom Configuration
c mode is now activated

Foreground layers

©)
®
&

Background layers

Create URLS | 0K I

3. Select the “Background Layers” Folder
Select the Background Layers folder for access to the imagery and maps that
are available on the Mobile Device.

3
@ Foreground layers

Central layers
Background layers
fiaaladiRls 1 i
L

I :3

O
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The Background Layers folder contains the currently available sources for
map imagery. In this example we show the 2 default entries. You may also
put “custom” maps of your own in this folder.

The “default” setting has
“OpenStreetMap-Native-Standard”
active and the “DigitalGlobe Maps”
in a non-active state.

Default Setting

OpenStreetMap-N ative-Standard

wDigitalGlobe Maps [] L This choice is the DEFAULT

on a new installation.

Import I Add folder I Up item I Down item I Bookmarks I Recents

4. DigitalGlobe Maps for Users with a Subscription or User License.
When a User device installs the MapBox/DigitalGlobe Map imagery by way
of a Subscription or User License, the “DigitalGlobe Maps” menu item will
become active.

To view the 3 different DigitalGlobe Map options, click on the Menu Item.

Satellite&Street map ] D ef au | t

Satellite map

Street map

Import I Add folder I Up item I Down item I Bookmarks I Recents

During an initial install of the DigitalGlobe Maps, the “Satellite&Street map”
option will be installed by default.
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A User may select any of the other map options as indicated below.

@ eSateIIite&Street map [v]

Satellite map L]

eStreel map ]

Import IAddfolderI Up item IE

Default

Satellite map

L]

Street map

Menu' |
Import IAddfoldefI Up item ID Settings

Find user
Tracker 1} e,

Satellite&Street map

Satellite ma|

@ °Street map

Import IMdfolderI Up item ID
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Removing a User License from the Device:

In the SentryMDU system an individual User Profile may not have BOTH a User License
and a Subscription at the same time. You must be either one or the other (or none).
However, a User may have several User Profiles on their device ... some of which are
User Licenses, Subscriptions, or none. See Section 5.3 for a detailed step-by-step
description on how to create multiple User Profiles.

In this example, we are going to illustrate how to REMOVE a User that has a User
License on a SentryMDU data server. You may use this feature if you have a User
License in a specific category and you will be moving to a “new” category of License. In
this scenario you must remove the existing license and then install the “new” license.

1. Open the Menu Panel and select the “Licenses/Subscriptions” Button
Click on the Menu Button on the Main Map Screen and then select the
Licenses/Subscriptions Button.

10:59 PM
N

_Find user
Tracker

2 11:00 PM
Menu *} LN

Settings |“‘f-+, R
—9— X

Configuration

HELP

2. Select the “User Licenses” Option
A pop-up panel will appear. Select the “User Licenses” option

Select

User Licenses

User Subscriptions

e ——————
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3. The “User Licenses” selection panel will appear
The User Licenses Panel will show the active User License that is installed
on this mobile device.

oex [l 10:03 AM

Pop-up Panel shows the
current User License
registered on this device.

Add by QR-code

. Tracker j\

4. Select the User License, long click on the name
Perform a “long click” on the User License name. A pop-up box will appear
with a button to “revoke” the User License. Click on the Revoke Button.

This is & License Category for County

mbers th

” Long Click

Revoke license

5. Verify the correct License Number
Verify the License Number for your Organization. Click on the Revoke
Button to remove this license access from the mobile device.

Revoke license

License number

789-123-456

6. The User License will be removed from the device
Notice that the User License (County Rescue Team Member) is no longer
shown on the device.

User License has been
removed from the Panel.

Add by QR-code
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Satellite Imagery will be removed from the device

Without a User License, the mobile device “access” will be removed from
SentryMDU Data Server of the Organization. You will still be “registered” on
the particular server instance, but you will default to your personal Security
Domain. You will no longer have access to others on the network until you
select and install ANOTHER user license.

You will no longer have access to file storage, streaming and satellite
imagery that is provided by that Server Instance.

Click the “Back” Button to return to the Main Map Screen.

Add by QR-code

As you return to the Main Map Screen, the satellite imagery on the device will
be removed.

“Imagery is cleared”
message will display for
3 seconds.

oK

Finally, a pop-up box will inform the User that the User License has been
successfully cancelled.

@ Info

User license is cancelled

PEEN X\

Click the “OK” Button to continue ...
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8. The “default” OpenStreetMaps data will now be displayed.
Notice that the screen has now reverted to the road map display. Since you
are on a Licensed Server, in order to access the high resolution satellite
imagery once again, you must input another User License/Access Key

combination.

T .al80%W 11:32 AM

Bookmarks - s '
&2 L X Default street/map
: kil .| Vview is displayed.

e daEpress

P

Create ..”
Drawing
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7.4, Selected objects ...

Overview:

The Selected Object Button will appear on the Menu Block when “active” objects are
present on the Main Map Screen AND they have been “selected” for actions. These
active objects may be in the form of Bookmark items from Foreground and Central
Layers. The Selected Object Button provides a range of menu options that allow for

assigning “motion” to the embedded object.

This section will describe the “Selected object” Features.

Find user

esEEEEEEEE,
) [l
'] [
L) L]

Active Embedded Object
Embedded object from a
Foreground or Central Layer
bookmark.

Selected Object menu
option IS available

Menu Block

Set motion

Remove ®

Motions

Pulsing ()
Slow rotation ®
Attraction '\_)
POI-Attraction @
Null motion, FPS: 30 ©
none {\'_)

<

f

\~

Available menu options to
assign various types of
“animation” to a map object.
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Review of “Selected Object” menu options:

How to select an embedded object.

An embedded object is a user created icon (image) that is linked to reference
materials, audio-video sources, local file systems or remote internet sites.
These links are created by the User and stored on the mobile device as a

“Bookmark” object. These objects may then be “embedded” into map

screens, tied to GPS coordinates or regions of map displays.

The embedded objects may come from 3 sources within the App:

a. General Bookmark List
b. Foreground Layer custom maps
c. Central Layer custom maps

In this section, we will assume a User has selected a Radio Station object
from a bookmark. This object has been configured to launch a floating

window when active.

€W KYFM

Q) ) ® Packets: 520

Launching a Foreground Layer map object.
In this exercise, we will designate the KYFM Radio Station, located in a
Foreground Layer, to be our mobile object.

To access this mobile object, we do the following:

TILES

v

m

Default -

DigitalGlobe.Maps.User Drawings ("

NinitalGlonhe M

Load | Time: Noy

DigitalGlobe.Ma -

™

@

@

Create

Foreground layers

Overlay of DRLs ]
.,(" Distance meter ]
- Map.Layer.URL - Radio Station Icon Motion ]

Import I Add folder I Up item I Down item I Bookmarks I Recents
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3. Selecting the Mobile Object.
Once the Radio Station icon is selected (checkmark in the checkbox), return
to the Main Map Screen. In this example, we are showing a single mobile
object. However, you could have MANY mobile objects on the screen.

The next step is to “select” the desired mobile object.

T 40 85% M 1:56 PM f

Radio Station map object is
displayed on the Main Map

s Screen as Foreground Layer.
BRDofficer]

(¢} Diaital Glohe 2 \

Click on the Radio Station icon to select it. Perform a “short click”. You
should see a “red box” surround the icon. The Radio Station floating window
may open, if so, close the floating window (click on the “X” in the top right
corner). We want to have the screen with the Radio Station icon “selected”
with the red box surrounding it (means it is selected for further actions).

T 4l 85% M 1:57 PM
0 o
\VEDmember;
7 R

i Short Click

4. Click on the Menu Button on the Main Map Screen.
Now that we have “selected” the Radio Station icon as an active object (red
box) we need to configure the motion animation features.

ll_’V'%PL ; iy ML Active Embedded Object
—be_@gi’f” \ VFOmemixr Since the embedded object is active
—j ey (red box), the Menu Block at the bottom
[ placeds) " MR | of the screen now displays the “Selected
] object” option.

*>

4pEEEn

Menu Block

The Menu Button will open the Menu Panel at the bottom of the screen. The
“selected object” menu option is now displayed.
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Click the “Selected object” Button located on the Menu Bar.
To gain access to the Motion/Animation features, click on the “Selected
object” Button. This will launch a pop-up Operations Menu.

Configuration

About

The Operations Panel has two options. We will select the “Set motion”
option.

Q ¥ .490%m351 PM

SEEEEEEEEEEEEEEEEEEEEEEEN
Os Yo

Operations

Set motion Assign “motion” attributes to the map icon

Remove Option to remove the selected object

®annmn nmnimnnns®

L4
]
u
[
n
n
[
[
u
[
n
[
n
[
(1
»

*

R4
*

SspsssssEEEEEEEEEEEEEEnnnnEn?®

Review of Menu options on the Motions Panel.
A Motions Panel will open with 6 menu options. We will discuss these 6
menu options in the following text.

Q ¥.490%m3:51 PM

U EEEEEEEEEEEEEEEEEEEEENENEN,
*

*

Operations

Set motion

Remove

Motions

gSEEEEEEEEEEEEEN,

R4

SpsssssssEEEEEn

Pulsing ®
Slow rotation ®
Attraction ®
POI-Attraction Q)
Null motion, FPS: 30 ©
none ©
- BN
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Pulsing
The Pulsing Option causes a map icon (graphic element) to “pulse” three
times (get bigger and smaller) over a period of 6 seconds. This animation
is designed to make the element more “noticeable” on the screen and
easily recognizable (since it will get BIG). This has application where you
may have many graphic elements on a display and want certain ones to
stand out.

% .4100%07:16 PM

ey

Slow rotation
The Slow Rotation Option causes a map icon (graphic element) to “rotate
counterclockwise” on a continual basis. This animation is designed to
make the element more “noticeable” on the screen and easily
recognizable (since it is rotating). This has application where you may
have many graphic elements on a display and want certain ones to stand
out.

Graphic element slowly rotates in
a “counterclockwise” direction

Attraction
The Attraction Option means that if an object (graphic element) is visible
in a map window, it is displayed “as is”. However, as the object goes
outside of the map window, the application “attracts” the icon to the border
of the map window, reduces the size of the icon and maintains it in a
relative position on the screen border. In this way, a User can recognize a
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direction to move the screen in order to find the object ... by following the
attracted object.

Note that this can be used for “static” objects (objects that are fixed to a
GPS point) and “dynamic” objects such as a “Live” video panel
transmitted by another user that is moving in real-time (ie Dash Cam from
a vehicle).

To illustrate the concept, we have a Radio Station icon that has the
motion attribute set as “Attraction”. When the icon is displayed during use
on the screen, it maintains the normal size as set by the user during
setup.

Radio Station icon

ofﬂcer
(I\/Ialn I\/Iap creen )

.TH)\H \ \ Didital Globe

Drag the screen to the right such that the icon bumps into the right border
of the display. The icon reduces in size.

_ : ~

I
Settings |
i“ Drag the screen to the right
| border so that the icon goes off
|
|
|

the right side of the display.

fFind user \ BPD?fﬂceﬂﬂ -

Tracker | Diaital Glo @

As the Radio Station icon bumps into the right side of the screen, it will
reduce in size and maintain a relative position on the right border of the
display.

o

| Menu
Settms Graphic element
| begins to fade out

on right border.

{ "Find user \

er |
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If the Map Screen is further moved “down” and to the “left”, notice that the
Radio Station icon will follow in a relative position around the border of the
screen. This provdes a user with an indication of “where” the Radio
Station URL link is located relative to the current map location.

I~
Menu

|_Settings |

Graphic element
moves to the bottom
of the display border

POIl-Attraction
The POI-Attraction Option refers to an object that is constant width/height
in a map window, such as remote video monitoring. However, as the
object goes outside of the map window, the application “attracts” the video
panel to the border of the map window and keeps it there. In this way, a
User can recognize a direction to move the screen in order to find the
object ... by following the attracted object.

To illustrate this concept, we have a Foreground Layer panel with two
objects. A radio station (KYFM) and a remote video feed (BPDofficerl)
showing on the panel. The remote video feed has been set to a motion
attribute of “POI-Attraction”.

Radio Station icon

__Menu
| Settings |

Live video feed from
remote device

| Finduser|  ( Main Map S

Tracker |

c) Digital Globe

Drag the screen to the right such that the video panel bumps into the right
border of the display.

7}

|_Settings

Drag the screen to the right border
so the video panel contacts the right
side of the display.

l-:in_d uggr \

Tracker | ; -
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As the video panel bumps into the right border of the display, the size of
the video panel reduces in size and the picture begins to “fade” out. The
POI-Attraction Feature allows the video panel to remain at the correct

height/width ratio.

7

~ Menu_ |

Settings | : |
____________ 3 et . Video Panel element
‘ begins to fade out on
right border.

l e Live video feed from

remote device

[ Finduser | ~ '
Tracker ) Diaita Clobe @)

If the Map Screen is further moved “down” and to the “left”, notice that the
Video Panel element will follow in a relative position around the border of
the screen. This provdes a user with an indication of “where” the video
feed URL link is located relative to the current map location.

7

SRS

|
3
| |
|
" Back )
Perhte.”
#Brawings;
Find user |
i Tra(::ke( \

Video Panel element
moves to the bottom
of the display border

Null Motion, FPS:30
The Null Motion, FPS:30 Option means that there will be NO motion for
the selected object ... however, the screen will refresh at 30 times per
second. This option would typically be used by Developers as a “frame
rate driver” trigger for the display. If a map shows an object that has the
“Null Motion, FPS:30” motion attribute, the map view will be updated 30
times per second.

None
The None Option means that NO motion attributes are assigned to the
selected object. If you have an object that has motion and you want to
remove that motion (make static again) you would select “None” as the
motion option choice.
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7.5. HELP

Overview:

The “HELP” Button launches the Help Panel on the mobile device. This is a brief help
reference.

Sentry MDU Application:
To access the Help Panel, click on the “Menu” Button on the main map screen and then

click on the “HELP” Button on the Menu Block.

SAMSUNG

L3
Menu

Settings

* @lliVFDmember

Q T .4 61%m4:59 PM

Find user

SentryMDU Program Help

Sentry MDU (Multi-Data Unit) is a commercial grade, Mobile Device / Client-Server
based system that provides real-time video streaming integrated with GPS location
tracking and remote access / control. The system was designed to be a
communications tool for First Responders (Police, Fire, Rescue), Security and
Industrial Applications. As commercial software, the App has no advertising and we
do not gather and sell your information.

The App is FREE to download and install. To use this software and connect with other
devices you must become part of a group Security Domain. This can be a group you
create (ie your family, friends, civic org) oran e y that you work with (Police,
Fire, Resga

group (y 00
SentryMDU Mobile Device User Guide

FREE an

In order to properly configure the Sentry MDU System, we recommend all users to
download and review the SentryMDU Quickstart Guide. Once properly configured, we
recommend to download and review the SentryMDU Mobile Device User Guide. This
user guide, at 1600+ pages, is a comprehensive "HowTo Guide" for configuration and
use of the SentryMDU App on a mobile device (Smartphone or Tablet).

Table of Contents of the SentryMDU Mobile Device User Guide

1. Introduction
1.1. Description of the Sentry MDU Application
1.2. Project Background and Current Status

SentryMDU System Overview
Tactical Drone User2 ‘ user3

k.

%
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7.6. About

Overview:

The “About” menu block selection will display copyright information and a website link to
Digi-Lumen Technologies, the creator of the Sentry MDU Application.

[ Menu %,
. Settings \
Bookmarks
: Objects
Places \
Back

Configuration Licenses/Subscriptions

Menu Block

QT 478%m1:13PM

Sentry MDU

Copyright 2018
www.Digi-Lumen.com

www.Digi-Lumen.com
Link to Digi-Lumen Technologies, LLC
website. Additional SentryMDU
information and documentation is
available.

== Privacy Policy
Full text of Privacy Policy for
the SentryMDU System

Open Source License
Description of the Open
Source Licenses used in
the SentryMDU App
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1.1, Exit

Overview:
The “Exit” Button allows a user to completely exit from the Sentry MDU Application and
stop ALL background processes (notifications, messaging, everything).

The SentryMDU App has a “memory” function that provides for automatic start of the
application, when the phone is turned on, if desired by the User.

This function works in the following manner:

- If the SentryMDU App is “running” when the phone is turned “off”, the application
will start automatically and run in the “background” the next time the phone is
turned on.

- If the SentryMDU App is NOT “running” when the phone is turned “off”, the
application will NOT start automatically when the phone is turned on again.

When the SentryMDU App is running in the background (you have not clicked on the
Icon) a few background processes will continue to run. These include GPS location and

messaging features. To turn off all of these functions and “go dark” a User must click on
the “Exit” button and then confirm that they wish to turn off all background processes.

To turn off all Sentry MDU processes:

=

Menu %,

__Settings s

: Objects
Places
Back

Configuration Licenses/Subscriptions

Menu Block

HELP Exit

- Confirmati
This will stop all Sentry A Sarnrin

MDU processes on the Do you want to quit the application and its
. . background services ?
mobile device.
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8. The “Settings” Button features

8.1. Overview of the Viewing Configuration panel

Overview:

The Viewing Configuration panel allows a user to select map types, how zoom in-out will
be performed and the layers of additional information they would like on the mobile
device screen. This section will describe the available features and buttons.

Menu
Settings

Short Click

' Find user
Tracker

Custom Map Layers

Navigation Mode

View Mode Marks and Layers

Selection

\ DigitalGlobe.Maps. User Drawings ("Wiki') v

DigitalGlobe. Maps User mobile objects v

DigitalGlobe Maps. User components v

DigitalGlobe.Maps. User PQls v

) DigitalGlobe. Maps. Town Layer v
Selection of map types and

whether to display icons, DigitalGlobe.Maps.Region Layer v

points-of-interest and
mobile objects DigitalGlobe Maps. Country Layer v

‘ Load ITm: Now | I Time: Last l PO live search I oK

A
4 A\

Loading map or imagery data, perform
Point-of-interest search and SAVE
selections
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“Quick” Launch of Foreground, Central and Background Layers:
The Settings Button will also provide a “quick launch” of custom layer bookmark panels.
This quick launch feature allows a user to have a “one click” access to the Foreground,
Central and Background Layer panels (Tablets only).

We have provided this “alternate” launch feature by performing a “Long click” on the
Settings Button.

Note: This feature ONLY works for Tablets that have a large display area.
Each of the layers (Foreground, Central and Background) have a scrolling

region so we have disabled it for small screens (ie Phones).

The following pictures will illustrate the screens.

Scmnqs."q._, K ‘ Long Click
g'\. ; |

SAMSUNG

Perform a “Long click” on the Settings Button on the Main Map Screen..

Mena.

Settings :..
i “ J

[

. Overlay of URLs

SAMSUNG

Distance meter

(’-\)Cenlev coordinates SC I'O | | I n g I_ I St ForEQround Layers

i\@omm footprint search

3 ) Wikipedia pages

Find user

SAMSUNG

Serotling List

Central Layers

/ﬁ OpenStreetMap points of interest
p. o

pOpensueelMap—Nam&Siandam

@ orsciove vaps Scrolling List Background Layers
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8.2. Native and Custom Configuration Modes

Overview:
The Viewing Configuration Panel has two (2) display options that will allow the User
access to many of the features.

1. Native configuration
2. Custom configuration

This section will review these two display options.

\"

DigitalGlobe.Maps.User Dra¥ i)

DigitalGlobe. Maps User mobile objects v
DigitalGlobe. Maps. User components v
DigitalGlobe Maps User PQIs v
DigitalGlobe. Maps Town Layer v
DigitalGlobe Maps Region Layer v
DigitalGlobe Maps. Country Layer v

Load || Time: Now! | Tirme:Last | POl live seach ok

Review of Native and Custom configuration options:

1. Native Configuration Mode
The “Native” option is the default screen view for the Viewing Configuration
Panel. This displays map options with layer types including points-of-interest,
user drawings and mobile objects.

DigitalGlobe.Maps. User Dray
DigitalGlobe.Maps.User mobil8
DigitalGlobe.Maps.User components
DigitalGlobe.Maps.User POls
DigitalGlobe.Maps. Town Layer

DigitalGlobe.Maps.Region Layer

4 4 ¢ < < < <

DigitalGlobe. Maps.Country Layer

Load Irm Nww!ITmn Lmlvm |mmm|| oK
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2. Custom Configuration Mode
The “Custom” option is an alternate view mode of the Foreground, Central
and Background Layers functions. To open this panel, click the Custom
Configuration Button on the Viewing Configuration Panel.

DigitalGlobe.Maps.User Drawings ("Wiki")

DigitalGlobe.Maps.User mobile objects v
DinitalGlnhe Mans llser comnonents o
Load | Time: Now! || Time: Last || POI live search I 0K

Three large buttons will be displayed
1. Foreground Layers
2. Central Layers
3. Background Layers

0 = 400

essssssEEEEEEE)

: © = Custom Configuration

mode is now activated
@ Foreground layers

@ Central layers
@ Background layers

Create URLS | oK I

These features will be described in detail in Section 8.5.

@ Q)

@ Foreground layers |

3 Central layers

Background layers

Examples of Foreground
and Central Layer
bookmark panels.

Create URLs I 0K

™~

These panels allow the }‘ OpenStr G overtay of UpLs

use of previously created e " Di
M istance meter
bookmarks and map > ap.Lay '{

overlays to be used in ‘@s,,appin

Custom Layers.
| Import I*’“’d @ Coordinate grid

Import I Add folder I Up item I Down item I Bookmarks I Recents

i

. )Center coordinates
~

——

ool
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In addition to the ability to create Foreground, Central and Background
Layers, the panel includes a “Create URLs” Button that has pre-defined map
features that may be used to create the layers.

Click on the Create URLs Button.

@ Foreground layers

@ Central layers

Create URLs 0K

4

A pop-up panel will open with 16 menu options. These options will be
described in Section 8.4.1.

f

Copy URL-link

Menu of Custom Options

Ci URL-link for a rmy I { N
@ o o -< that are available to use as

URL-link for St M.
(NetaSenver Srangard) Custom Map Layers.

Copy URL-ink for Open! dap (Custem) |

Copy URL-link for DigitalGlobe mag

(Custom)

[ Copy URL-ink for Google map (Custom) (=) \

Copy URL-ink for curment weather
Copy URL-link for weather mag

Copy URL-link for WikiPedia pages
Copy URL link far OpenStrestMap POls

Copy URL-link for OpenSky Tracing

Copy URL-Jink for current weather
(Termperatune)

Copy URL-link for current weather
{Pressune)

Copy URL-link for current weather (Clouds)

Copy URL-fink for current weather
(Precipitation)

Copy URL-link for current weather {Winds) ]
3. Saving Custom Configuration Options

To save your work, click the “OK” Button on the Viewing Configuration
Panel. You are returned to the Main Map Screen.

@ Foreground layers
@ Central layers

Create URLs
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9. The “Bookmarks” Button features

9.1. Overview of the Bookmarks panel

Overview:

The “Bookmarks” feature allows a user to save a SHORTCUT to various functions of the
mobile device. If a particular feature is used on a regular basis, a “bookmark” can be
created so that a user can access it with a few simple clicks without having to navigate

the menus.

Sentry MDU bookmarks panel:
As shown below the Bookmarks panel has six primary buttons.

@Google

| Find user
Tracker

Q‘»yMessagina_:j: DLT Manager

@Messaging: Officer Hamilton

m Add folder
H i ew a conl

oG click on the fmport oul
ong click on the hint to remove it)

Down item

Recents

General Layout of the Bookmarks Panel:

The Bookmarks Panel provides two modes of display depending on the level of detail
desired by the User. These two formats are shown below.

@Google ]

@Messaging: DLT Manager |:|
@Messaging: Officer Hamilton ]

¥
ng hint to remove it)

Import Add folder I Up item I Down item I Bookmarks I Recents

Hint: Long i ] buttan to view
L i it

Q'~’l\u"lessaging: DLT Manager
@Messaging: Officer Hamilton

£

v

Open | Chetked

Ingent lmwlwmlmulwlm

click on the it 1o remg

Digi-Lumen Technologies, LLC 322 NE Debell Ave.

f
Standard Menu

The “default” Standard Menu is what normally
appears when the Bookmarks Button is clicked.

@ Google i [+]

-

- Enhanced Menu

The “Enhanced” Menu is what appears when a
checkbox adjacent to any of the bookmark
items is “checked”. D

Two additional buttons are put on the bottom
menu bar. - -

Bartlesville, OK 74006

\~
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Description of the Panel Buttons on the “Bookmarks” screen:

This section will describe the Menu Buttons and their associated features as
used on the “Bookmarks” panel.

Names of Bookmarks

The Bookmark Panel, Long click for 3 Menu Options

Putting a “check” in the checkbox activates

/ additional menu options for the Bookmark

~__ The different types of bookmarks have different
“icon” images in front of the names. The images
change color depending on whether or not the
remote device is “online” at the time.

%2 Offline @ Online

R Six (6) buttons to import bookmark URL’s, add
new folders, change location of the bookmarks
in the list (up or down) and more.

Two (2) buttons. The Open Button will open
the bookmark (activate) and the Checked
Button will provide additional menu options for
“checked” items (open in a floating window,
send to another user or remove the item).

1. Bookmark panel
The Bookmark Panel has a top level set of Menu Options that will allow a
user to copy bookmarks, copy bookmark references and to perform URL
searches.

To access this top level menu, perform a “Long click” on the Bookmarks Title
at the top of the panel.

Lanlg Click

P
Jint: Long click on an item to show its contex

oo | ow | wen |

. ﬁimmﬁ-;m
Copy reference

URL search

- o

Performing a “Long click” on the Bookmarks Title Block will open a pop-up
Select Menu with 3 options.
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Copy
The “Copy” menu option will make a copy of the bookmark URL for the
whole panel and store it on the Sentry MDU “clipboard” (.TEMP file
folder). A user may then “Import” this bookmark and rename it to another
name.

Copy reference
The “Copy reference” menu option is generally used when a large data
item (ie Map with multiple objects and layers) needs to be sent as a
bookmark. This feature does not actually “copy” the URL data. Instead, it
uploads the body of the URL (the data) to the SentryMDU Data Server
instance and then creates a reference “link” to that data. In this way, a
large data item can still be transferred between mobile devices easily
because only the “link” is being sent and not the complete data package.
A bookmark created with the “Copy reference” may be sent to other
Users the same way as other bookmarks are handled. A user may then
“Import” this bookmark and rename it to another name. Allows easy
setup of new bookmarks.

URL Search
The “URL Search” option provides a Floating Window panel with a
“target” button that can launch bookmarks and URL search functions
across the SentryMDU App. See Section 16.2 for a detailed discussion
of the URL Search Panel.

N\
J

Copy

C

©)

Copy reference

URL search (

csﬂce' -

This is an example of the “target panel button” that is launched by the
URL Search function.

The URL Search Panel will
appear as a floating window.

ﬁwmdows

“:5: Spots

¢
©
DDD$

URL gearch :‘: @@
© .,,

Import I Add folder I Up item I Down item I Recents
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2. Bookmark name
This is the name of the bookmark as stored in the system. Users have the
ability to edit and change names as necessary.

I é Google i [+]

Qjl\u"lessaging: DLT Manager ]

@Messaging: Officer Hamilton O

e =

o | oo | o | st | e | e | s | e |

'nl-m-u.n:—m

3. Bookmark “checkbox”
Activating the “checkbox” will put two additional buttons on the bottom menu
bar. These provide additional features as illustrated below.

@ Google [+]

Qjl\u"lessaging: DLT Manager ]

@Messaging: Officer Hamilton O

The Open Button
The User may “open” the bookmark of the checked item(s).

7~ i L
* ¥ BPDofficer1 N21886: audio/video ]

Y o .
SxF Video N21904 ]

@ VFD video only [¥]

click on an e to show its conteet mer.
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The Checked Button
Click on the “Checked ...” Button to open additional menu options.

[ Bedmams |

o BPDofficer1 N21886: audio/video

e o
J’ Video N21904

@ VFD video only [¥]

Bem to

' 4

0

open || et mualw-nlmulm-ulm‘
\

\

Checked items operations

Open in a floating window
Send to user ...
Create observatory
Create group URL

Remove

Open in a floating window

Will open the bookmark viewer panel in a floating
window. Refer to Section 9.13 for more details on
Floating Windows.

Send to User
Will open a list of users on the Sentry MDU Network
from which the user can select someone to send the
bookmark to.

Create observatory
Combine “checked” objects into an Object Observatory.
See Section 9.12 for details on Object Observatories.

Create group URL
Create a combined URL (group) from the “checked”
items selected from the Bookmark List.

Remove
Provides the User the ability to “remove” bookmarks
from their mobile device.
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4. Import Button
The “Import” Button will import previously saved bookmarks into the
application and create “new” bookmarks from maps, files and the internet.

@Google ]

Q‘-'yMessaging: DLT Manager D
@Messaging: Officer Hamilton ]

Up item I Down item I Bookmarks I Recents

Fontext menu.

e Cong ehek on the [Imp
ong click on the hint 1o rei

Short click for import E"* Hamiltons Phone O]
~g

! }‘Police Radio from device VFD N21904 n

n Audio/Video stream - BPD Hamilton []

Hint: Long click on an item to oIVl
Jlong click on the hint to remove i

Import I Add folder I Up item I Down item I Bookmarks I Recents

Hint: Long click on the [Import] mmn to view a context menu.
|teng click on the hint o remove i)

Long click for Menu

Operations
Import from a file ...

Import from the Repository ...

Create a place bookmark from the current G
map view

Create an Internet address bookmark
Create Server folder bookmark

Create FTP folder bookmark

5. Add Folder Button — Short click

Performing a “short click” on the “Add folder” button allows a user to create
folders in the bookmark database. This will allow storing of bookmarks by
function, department or subject matter.

Ll 100l 3:47 PM

@Google ]

@Messaging: DLT Manager D

@Messaging: Officer Hamilton ]
i Long ik on aien o o o
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6.

Add Folder Button — Long click

Performing a “long click” on the “Add folder” button opens the “Add
Observatory” feature which enables a user to create multi-channel
bookmarks that allow the monitoring of multiple people and sensors with a
single click. See Section 9.12 for a detailed description of the Object
Observatory feature and how to set one up.

3:47 PM

@Google ]

UMessaging: DLT Manager D
@Messaging: Officer Hamilton ]
Hint: Long ulinl;'un an item to show its context mey

ng click on

Import Add folder Downitem | Bookmarks Recents

int: Long
ing click on the hint to remove it}

Long Click

Add Observatory

Up item Button
Allows a user to move the items in the bookmark list up in the listing order.

@Google ]
@Messaging: DLT Manager ]
@Messaging: Officer Hamilton ]

item to show its contexty
to remove i)

Add folder|

Hint: Long click on the [Import] buttan 10 view a context menu.

ll_nng click on the hint to remove it)

int: Long click on an
(long

Import

Down item Button

Allows a user to move the items in the bookmark list down in the listing order.

@Google ]
@Messaging: DLT Manager D
@Messaging: Officer Hamilton []

Hint: Long click on an item to show its context menu.
(long move it)

Import Addfolderl Up item Recents

Hint: Long click on the [Import] button 1o view a context

[long click on the hint to remove it}

322 NE Debell Ave. Bartlesville, OK 74006 918-337-2002
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9. Bookmarks Button
Displays the “Quick Access” Bookmarks that are contained in the separate

Digi-Lumen Technologies, LLC

smartphone icon on the device screen.

A T alee 11:59 AM.

Group Play

>

Video

Sentry MDU
Bookmarks

]E 1 Global Repository

URL QR code scanner

Import I Add folder I Up item I Down item I Recents

gloggoigigg

Clicking on the Bookmarks button takes you directly to the “Sentry MDU
Bookmarks” Panel. See Section 9.31 for more details about the quick
access bookmarks.

@Google

@'E)Messaging: DLT Manager

@Messaging: Officer Hamilton

ng click on the hint to remove it

Import Add folder

Hint: Long click on an item to show its context menu.

Up item

Down ite Bookmarks'

int; Long {import] 10 v
ng click on the hint to remaove it)

322 NE Debell Ave.

IE 1 Global Repository

URL QR code scanner

glogyoigioigo

Import I Add folder I Up item I Drown item I Recents

Bartlesville, OK 74006
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10. Recents Button

Allows a user to view/review items in the bookmark list that have recently
been “added” to the bookmark listing. The list will contain the 25 most recent
additions to the Bookmarks Panel, sorted by date, with the most recent at the

top of the list.

10” Tablet

m VFD video only
m VFD, video only + Radio
m VFD, video only + Radio + Bville Window, audio-video

m Analysis

a VFDmember Live

@ MultiPanel

ﬁ Bartlesville Objects Observatory

Il Hiking Trail

o
=z
>
@
=
=
@

10” Tablet

/7 BPOChief - Byille Police Scanner

?0 DrivingRecord (2016/09/17 23:15:47)

[ Bpooficen N1886

"N
) BPDofficer1 MotionDetector
(B vFDmember w1904

)
) BPDofficer1 N21886: video

SAMSUNG

Sentry MDU  Sentry MDU
Bookmarks

Most recent additions
at the TOP of the list.

Example of recent additions
that are displayed when the
Recents Button is clicked.

Another way to access
the Quick Access
bookmarks

~ Global Repository

glogfojoiogl

ﬁIURL QR code scanner

Import I Add folder I Up item I Down item I Recents
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9.2. Navigating the Bookmarks panel

Overview:
The “Bookmarks” Feature includes a variety of menus and options that allow a user to
save a SHORTCUT to various functions of the mobile device. This section will describe

the available panels and menu options.

Sentry MDU bookmarks panel:
As shown below the Bookmarks panel has six primary buttons.

@Google

nind ey | ' Q}Messaging: DLT Manager
Tracker ;.

@Messaging: Officer Hamilton ]
Hint: Long click on an item to show its context menu.

Import IAdd folder I Up item !Duwn item IBuokmarks ll Recents

i (TR &) -
Liong click on the hint to remove i)

Description of the panel buttons and features:

1. Launching a “Bookmark” (short click on bookmark name)
To launch a bookmark, simply click on the bookmark name.

Short click

0
O

@Messaging: Officer HamiNg

int: Long click on an item to show its context menu
long click on the hintto remove it) -
Import Add folder Up item Down ité

Bookmarks Recents

] button to view
ove it)

Hint: Long click on the [t
ing click on the hint to rem

Google

© Location unavailable
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2. Working with existing bookmarks (long click on bookmark name)
Existing bookmarks can be manipulated in a variety of ways. A “long click” on
the bookmark name will launch a menu of options.

iipallas
lales O
EOC Front Cam
Open \Z/
yre - m EOC R ]
o EOCdirector Front Ca ) — Open in a floating window o
e
N _ EOCd| _ n
e Dot oo T I 7 openssaspar S
dick on the hint to remove it) ‘r:‘cnr- A —/
Import Add folder I Up item I Down item I Bookmarks I Rec *:"r;‘ji"‘:g:’:‘”e“"“;‘:" Copy
Long Click L] conyerne
Copy QR-code ©

Attach to my user activity as a data-file
Send the bookmark to the user ...
Rename ...

Change open type ...

Change image ...

Reset image

Remove

| EErTE.
3. Import Button

The “Import” Button will import previously saved bookmarks into the
application and create “new” bookmarks from maps, files and the internet.

@Google

@Messaging: DLT Manager

@Messaging: Officer Hamilton Eu. Hamiltons Phone ]

bint: Long click on an tem to o
o Ve T . .

bown tem | Bocimatis | {7 POlice Radio from device VFD N21904 ]

[ Audio/video stream - BPD Hamilton ]

Hint: Long click on an item to show iR n ted
Jleng click on the hint to remove it)

Short click for import I Add folder I Up item I Down item I Bookmarks: I Recents

Import

Hint: Long click on the [Import] button to view a context menu.
ng elick on the hint to remove it)

Operations

Import from a file ...

Long click for Menu

Import from the Repository ...

Create a place bookmark from the current
map view

Create an Internet address bookmark

Create Server folder bookmark

Create FTP folder bookmark
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4. Add Folder Button — Short click
Performing a “short click” on the “Add folder” button allows a user to create
folders in the bookmark database. This will allow storing of bookmarks by
function, department or subject matter.

@Google O]

UMessaging: DLT Manager ]
@Messaging: Officer Hamilton []

Hint: Long click on an item to show its context menu.
o J

Add folder

Down item || Bookmarks I Recents

ong click on the hint to remove )

A “short click” will open a pop-up box where you will enter the name of the
folder you want to create. The name should describe the feature and User
Group that this bookmark will reference. You will have options later to
“rename” the folder if you decide you want to change it.

In this example, we are adding a
VFD Members folder for a group of
Volunteer Fire Department
Data name members.

Enter a name

VFD Members

oK Cancel

Once created, the folder will appear at the bottom of the bookmark list. It may
be necessary to scroll down to the bottom to see the new folder.

i_--- Community Center - Bartlesville ] -
—
"?ChicagoPolice - EOCdirector Device ]
"~ VFD Members ] .< The ability to create a
A\ “new” bookmark folder.

cl\ckmmweL '
Import Add folder l

Hint: Long click on the [Import] bi
ong click on the hint to remove |

Down item | Bookmarks I Recents

A whole group of -
VFD Member
bookmarks can be
stored in this folder.
_/
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Digi-Lumen Technologies, LLC

When a “new” folder (bookmark entry) is created, the User has a series of
fourteen (14) menu options that are available. The list of menu options is

shown below.

Open

Open in a floating window

Open as a spot

Copy

Copy reference

Copy QR-code

Attach to my user activity as a data-file
Send the bookmark to the user ...
Rename ...

Change open type ..

Change image ...

Reset image

Remove

< Custom menu >

- -

These menu items will be discussed in detail later in this section.

It is important to note that the <Custom menu> item (last item in the list) will
only appear for specific types of URL bookmarks. For those bookmark
entries where a Custom Menu option cannot be used, this menu item will

NOT appear on the list.

Standard Menu
Option List

Open

Open in a floating window

Open as a spot

Copy

Copy reference

Copy QR-code

Attach to my user activity as a data-file
Send the bookmark to the user ...
Rename ...

Change open type ...

Change image ...

Reset image

Remove

m

322 NE Debell Ave.

Bartlesville, OK 74006

Custom Menu
Option List

Open

Open in a floating window

Open as a spot

Copy

Copy reference

Copy QR-code

Attach to my user activity as a data-file
Send the bockmark to the user ..

Rename ...

Change open type ... This menu option will
only appear for certain
types of bookmark

URLs.

Change image ...

Reset image
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5. Add Folder Button — Long click
Performing a “long click” on the “Add folder” button opens the “Add
Observatory” feature which enables a user to create multi-channel
bookmarks that allow the monitoring of multiple people and sensors with a
single click. Please see Section 9.12 for a detailed description of the Object
Observatory feature and how to set up everything.

@Google []

Q‘ﬁMessaging: DLT Manager D
@Messaging: Officer Hamilton ]

Hint: Long click on an item to show its context mer
ong click on the

| Add folder

Hint: Long click on' ST
ong click on the hint to remove it)

A “Long click” will open an “Add
Observatory” panel which is the
first step in the setup.

Select

Add Observatory

This is a typical view of an Object Observatory panel.

In this example, the screen has 3 sensor inputs. Two video feeds from remote
devices and one audio retranslation from the internet. These two panels illustrate both
a horizontal view and stacked view configuration.

Horizontal View Stacked View

Menu] {Columns] [€di -]

Objects Observatory [Columns] [Edit..]
N21904 - video only N21304 - Radio N21886 - audio video

M *_ @ Frames: 90 Buffer: 35%

I @ Frmes s0utter 16% i
Q) *_ @ Packets: 340

Y

qﬂ *_ @ Packets: 220

) *-| @ Packets: 730 i
VFDmember - Audio & Video

() *_ @ Pockets: 1090
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6. Up item Button
Allows a user to move the items in the bookmark list up in the listing order.

7N
aF Video N21904 ]
Voice commands N21904 I ]
7~

Eﬁ AL AT E: In this example, “Hamiltons Phone”
is moved “up” in the list order.

int: Long click on an item to show its context menu.
ong click on the hint to remave it)

int: Long click on the [Import] butto @
fong cick on the hint to remove i)

VY o
J’ Video N21904

L]
Eﬁ' Hamiltons Phone ]
OJ

Voice commands N21904

Hint: Long click on an item to show its context menu.
(long click on the hint to remove it)

Import Add folder I Up item I Down item I Bookmarks I Recents

Hint: Long click on the [iImport] button to view a context menu.

‘l_nng click on the hint to remove if)

7. Down item Button
Allows a user to move the items in the bookmark list down in the listing order.

BN

¥ Video N21904 ]

Eg. Hamiltons Phone In this example, “Hamiltons Phone”
_Lis moved “down” in the list order.

Vo|ce commands N21904

Hint: Long click on an item to show its context menu.

flong click on the hint to remave it)
Import Add fnlder Up item Down item Recents
fint: Long click on the [Import] button to view a context
lteng click on the hint to remove it)

7N, o
T Video N21904 y 4

Voice commands N21904 4 p |
Eﬂ Hamiltons Phone ]

Hint: Long click on an item to show its context menu.

ng click on the hint to remave it)
I Import I Add folder I Up item I Down item I Bookmarks I Recents

[Hint: Long click on the [Import] button to view a context menu.
ng click on the hint to remove it)
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8. Bookmarks Button
Displays the “Quick Access” Bookmarks that are contained in the separate
smartphone icon on the device screen.

A T alee 11:59 AM.

J Sentry MDU
Bookmarks

Group Play

>

Video

]E 1 Global Repository

URL QR code scanner

Import I Add folder I Up item I Down item I Recents

glglgojggfl

Clicking on the Bookmarks button takes you directly to the “Sentry MDU
Bookmarks” Panel. See Section 9.32 for more details about the quick
access bookmarks.

@Google Ll

Q‘-aMessaging: DLT Manager ]

@Messaging: Officer Hamilton ]

int: Long click on an item to show its context menu.
ng click on the hint to remove it]

Import Add folder Up item Down ite Bookmarks'

Hint: Long click to vi
ing click on the hint to remove it}

]E 1 Global Repository

glgojogoft

ﬁ]URL QR code scanner

Import I Add folder I Up item I Down item I Recenls
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9.

Recents Button

Allows a user to view/review items in the bookmark list that have recently
been “added” to the bookmark listing. The list will contain the 25 most recent
additions to the Bookmarks Panel, sorted by date, with the most recent at the
top of the list.

10” Tablet

m VFD video only
m VFD, video only + Radio
m VFD, video only + Radio + Bville Window, audio-video

m Analysis

a VFDmember Live

@ MultiPanel

ﬁ Bartlesville Objects Observatory

Il Hiking Trail

o
=z
>
@
=
=
@

10” Tablet

Most recent additions
at the TOP of the list.

) 4

) BPOchief - Bville Police Scanner
Sy DrivingRecord (2016/09/17 23:15:47)
[ Bpooficen N1886

"N
) BPDofficer1 MotionDetector

Example of recent additions
that are displayed when the
Recents Button is clicked.

(B vFDmember w1904

)
) BPDofficer1 N21886: video

SAMSUNG

Another way to access
the Quick Access
bookmarks

- ” 0 Maps
Sentry MDU  Sentry MDU

Bookmarks ﬁwmdows
~_ S

2292 Spots

E Server Repository

~ Global Repository

ﬁIURL QR code scanner

oot

Import I Add folder I Up item I Down item I Recents
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9.3. Menu options on the Bookmarks Panel

Overview:

The standard configuration will show thirteen (13) menu options that a user has available
to manipulate bookmark entries. In addition, certain types of bookmark URLs may use a
“Custom” configuration option. In this case, fourteen (14) menu options will be displayed.
Perform a “long click” on a bookmark name to open the options menu. This section will
explain each of the menu options.

Sentry MDU Bookmark options menu:
Perform a “long click” on a bookmark name to open the options menu.

3:47 PM

] F Ll 100x

&9)coogle m
X/

'\"-PMessaging: DLT Manager

@Messaging: Officer Hamilton

Hint: Long click on an item to show its context menu.
long click on the hint to remave it)

Long Click

Import ‘ Add folder Up item ‘ Down item | Bookmarks | Recents
[Hint: Long click on the [Import] button to view a context menu.
El_nm] click on the hint to remove it)

e

Depending on the type of bookmark and whether or not it was created with the
<Custom Menu> option, there are two (2) types of Menu Option lists that may be
displayed. They are shown below.

Standard Menu Custom Menu

Onption List Option List
¥4 Dall w ] _
QOpen QOpen

@ EQQ Open in a floating window D Open in a floating window

&

E

_1’ OC Open as a spot u Open as a spot

4 c
ot Copy

Import Copy reference Recents Copy reference

Digi-Lumen Technologies, LLC

Copy QR-code

Attach to my user activity as a data-file
Send the bookmark to the user ...
Rename ...

Change open type ...

Change image ...

Reset image

Remove

=)

Copy QR-code

Attach to my user activity as a data-file
Send the bookmark to the user ...
Rename ...

Change open type ...

Change image ...

Reset image

Remove

Only difference is the
Custom Menu option

322 NE Debell Ave.

Bartlesville, OK 74006

< Custom menu >
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The 14 menu items are explained in detail below.

Open
The “Open” menu option will open the bookmark and display the contents.
This may be audio, video, maps and locations. In the case of this example,
this bookmark (Google) will open the Google internet search engine.

Open in a floating window
This option opens the bookmark data in a “floating window”. The floating
window may then be resized and moved about the screen.

Open as a spot
The “Open as a spot” menu option will install a 5mm “colored dot” along the
top border of the screen display. When “clicked” this spot will launch the
bookmark URL (ie floating window, video panel, etc.).

Example of a “spot” created as a URL
link. Click to open a floating window.

g

The “Copy” menu option will make a copy of the bookmark and store it on the
Sentry MDU “clipboard” (. TEMP file folder). A user may then “Import” this
duplicate bookmark and rename it to another name. Allows easy setup of
new bookmarks.

Copy reference
The “Copy reference” menu option is generally used when a large data item
(ie Map with multiple objects and layers) needs to be sent as a bookmark.
This feature does not actually “copy” the URL data. Instead, it uploads the
body of the URL (the data) to the SentryMDU Data Server instance and then
creates a reference “link” to that data. In this way, a large data item can still
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be transferred between mobile devices easily because only the “link” is being
sent and not the complete data package. A bookmark created with the “Copy
reference” may be sent to other Users the same way as other bookmarks
are handled. A user may then “Import” this bookmark and rename it to
another name. Allows easy setup of new bookmarks.

Copy QR-code
The “Copy QR-code” menu option will make a copy of the bookmark URL

and store it on the Sentry MDU “clipboard” (.TEMP file folder) as a QR-code
image. A user may then “Import” this bookmark by scanning the QR-code.
Allows easy setup of new bookmarks.

Attach to my user activity as a data-file
This option provides that the URL code in the bookmark can become part of
the “content” stored under the user’s Current Activity (ie Default, Summer,
Winter, etc.).

Send the bookmark to the user
The Sentry MDU System makes it possible for Users to “share” bookmarks
with each other. This will enable users to rapidly share bookmarks of contact
information, places and locations with other users. See Section 9.10 for
details. Bookmarks that use “local” sensors cannot be sent to other users
since they do not have those “local” sensors on their mobile device.

Rename
This option allows a user to change the name that is attached to a particular
data element. When we click on the “Rename” menu option, we are
presented with a data entry box to edit/change the name.

Change open type
When a bookmark is “opened”, the default setting is to open the data element
from within the Sentry MDU App. This option allows a user to change the
“default” such that the data element may be opened as a floating window.

Change image
This option will allow a user to change the thumbnail “icon” image that is

displayed on the bookmark list. Depending on the data element, the Sentry
MDU System assigns a data type thumbnail to the bookmark. This option
allows a user to install custom thumbnail images that may be more relevant
to their organization.

Reset image ...
This option allows a user to change the icon back to the system “default”

image in the event the icon had been changed previously.

Remove
The “Remove” menu option allows a user the ability to permanently remove
bookmark data elements that are no longer needed.
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<Custom menu> (does not appear for all bookmark types)
Certain types of bookmark URLs may use a “Custom” configuration option.
This following section (9.4) will explain the <Custom menu> option.

The use of User Defined custom map layers will incorporate this <Custom
menu> option in the configuration. This option will identify the PROPERTIES
available in the URL Import Mode when the <Custom menu> option is used.

A “Long click” on a bookmark created as a User Defined custom map layer
will provide the <Custom menu> option that will provide a pop-up menu of
PROPERTIES.

The Properties Panel is shown below:

Properties
URL import mode
(O Image only
O Animation image
() URL Image

O URL animation image

@) URL live image

0K CANCEL

The Properties Panel sets the URL Import Mode for the URL that is being
attached to the Custom Map Layer. There are 5 property types that may be
specified.
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9.4.

Using the <Custom menu> option with Map Layers

Overview:

Certain types of bookmark URLs may use a “Custom” configuration option. In this case,
fourteen (14) menu options will be displayed. Perform a “long click” on a bookmark name
to open the options menu. This section will explain the <Custom menu> option.

The use of User Defined custom map layers will incorporate this <Custom menu>
option in the configuration. This section will identify the PROPERTIES available in the
URL Import Mode when the <Custom menu> option is used.

The <Custom menu> options menu:
Perform a “long click” on a bookmark name to open the options menu.

68% i 6:19 PM

Foreground layers

J(” ' Distance meter

> Map.Layer.URL - Radio Station Icon Motion I Long click

< Map.Layer.LiveURL - 1 video + 1 radio, POI [
A+fminn

> Map.Layer.Active.Live.BPS.Dwg L on g CI 1C k
Import ﬂ Add folder ﬂ Up item “ Down item H Bookmarks Ri

Depending on the type of bookmark and whether or not it was created with the
<Custom Menu> option, there are two (2) types of Menu Option lists that may be
displayed. They are shown below.

Standard Menu / Custom Menu \

Onption List Option List
) | Dallw H _
QOpen QOpen
@ EQQ Open in a floating window D Open in a floating window
g
E
J} OQ Open as a spot u Open as a spot
“ c
pinc Longsican| COPY Copy
Import Copy reference 4 Recents Copy reference
Copy QR-code Copy QR-code

Attach to my user activity as a data-file Attach to my user activity as a data-file

=)

Send the bookmark to the user ... I a Send the bookmark to the user ...

Rename ... L Rename ...
Change open type ... o) Change open type ...
Change image ... ) Change image ...
Reset image P, Reset image
Remove J Remove

S

. . < Cust =
Only difference is the ustom menu

Custom Menu option Clase /
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The <Custom menu> option (does not appear for all bookmark types)

User Defined Custom Map Layers
A “Long click” on a bookmark created as a User Defined custom map layer
will provide a pop-up menu of PROPERTIES.

The Properties Panel is shown below:

Properties
URL import mode
(O Image only
O Animation image
() URL Image

o URL animation image

(®) URL live image

OK

The Properties Panel sets the URL Import Mode for the URL that is being
attached to the Custom Map Layer. There are 5 property types that may be
specified.

Image only
This import mode configures the custom map layer to accept an “image”
with no corresponding URL link properties. You get just an image.

Animation image
This import mode configures the custom map layer to accept an “image”
that HAS animation properties (ie animated GIF). This lets the custom
layer know that a particular graphic element has animation properties.

URL image
This import mode configures the custom map layer to accept a “URL

image” that DOES HAVE corresponding URL link properties. When a
User clicks on the “image” a URL link will be launched.

URL animation image
This import mode configures the custom map layer to accept a “URL
image” that HAS animation properties (ie animated GIF) AND has a
corresponding URL link property. When a User clicks on the “URL
animation image” a URL link will be launched.

URL live image
This import mode configures the custom map layer to accept a “URL live

image” that has a corresponding URL link that will stream “live” data
such as audio or video. When a User clicks on the “URL live image” a
URL link will be launched.
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When configuring multiple URL sources attached to a Custom Map Layer
you MUST specify the correct URL Import Mode for the particular data type.
The system will attempt to guess based on the type of custom map layer
“‘name” that you specify, but if you have multiple embedded objects (doing
different things), adjustments are usually required.

For example, if you specify a Map.Layer.Active.Live custom map layer, the
system will assume the “URL live image” type of URL Import Mode.
However, if you have multiple URL types on the same Map Layer you will
need to adjust the URL Import Mode setting for each different URL type.

For example, if we want the BPDofficer1 “Covert Cam” to be transmitting
whenever we access this Custom Layer.

[ Menu' ]
Settings

To adjust the URL Import Mode setting for the “Covert Cam” we do the
following.

At the Main Map Screen, click on the Settings Button.

Q T 4195%M1:08 PM

c) Diaital Globe

At the Settings Panel, perform a “Long click” on the Viewing Configuration
heading bar.

_|Long Click
DigitalGlobe.Maps.User Drawings ("Wiki") v
DigitalGlobe. Maps.User mobile objects v
NinitalGlnhe Mans |lser comnanents o
Load || Time:Now! || Time: Last || POI live search I oK
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A pop-up Operations Menu will appear. Select the Foreground Layers option.

Picture quality
DigitalG \ v
9 Foreground layers @)
DigitalGlq central layers (@] v
DinitalGld Background layers '\7 ) V4
Load | T N
URLs

The Foreground Layers menu option will open the Foreground Layers Panel
where we have the Map.Layer.Active.Live.BPS.Dwg Layer. To adjust the
settings, we will go to the “<Custom Menu>" item in the Options Menu

“Long Click” on the Custom Map Layer item.

68% i 6:19 PM

./‘ " Distance meter

® Map.Layer.URL - Radio Station Icon Motion Open
< Map.Layer.LiveURL - 1 video + 1 radio, POI Open in a floating window
AH H
Z Map.Layer.Active.L| wg Copy -

Attach to my user activity as a o
data-file -

mport {5]

Long Click

er p item Jookmar

S

Send the bookmark to the user .. ()
Rename ...

Change open type ...

Change image ... ©®

Reset image ®

Remove

< Custom menu >

Select the “<Custom menu>" Option from the pop-up menu listing.
A Custom Map Layer pop-up Properties Panel will open.
Inspect the default setting for the URL Import Mode.

f

Properties

URL import mode
O Image only

Properties Panel

O Animation image

(® URL Image

URL will act when embedded
into the Custom Map Layer.

O URL animation image
O URL live image:

OK CANCEL

-
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Always be aware that the URL Import Mode default setting will be set to
whatever it was the last time it was used. In this example, we want the “URL
live Image” mode because we want the “Covert Cam” video to be running all
the time whenever we launch this Custom Map Layer. Click on the URL live
Image menu option to activate that mode.

Properties
URL import mode

Otz We want to click on a “URL live image”

O Animation image .

O URL image to make sure the Covert Surveillance
SRS = = o Camera is always running.
:@ URL live image
PasssappEaannnn? URL Ilve |mage

When finished, click the “OK” Button to close the panel settings.

Properties
URL import mode
O Image only
O Animation image
() URL Image
O URL animation image

(®) URL live image

OK CANCEL

Important Note: You will need to review/adjust these settings for
each new type of URL you install on a Custom Map Layer.

This Properties Panel will generally be displayed for bookmarks that are used
for User Defined Custom Map Layers. Examples are shown below.

f
<@ Map.Layer.LiveURL Radios (created: 2017/08/30
11:43:58) Typical bookmark types that
> 4 MoagbL%()er.ACTwE.|_|VE_UR|_s (created: 2018/03/28 '< will use the <Custom menu>
10:30: . .
<@ Map.Layer. ACTIVE.URLs (created: 2018/03/31 option Properties Panel
11:22:01)
<« Map.LayerActive Live.BPS.Dwg (created: "
2018/08/06 20:58:08)
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Gallery Bookmark <Custom menu> option
When used with the Gallery Bookmark feature, the “Custom menu” option
allows a user to group common bookmarks onto either a “list view” or a
“floating panel view” that can be accessed from the device screen. See
Sections 9.14 on how to set up and use a URL Gallery Bookmark.

The example below will show a Floating Panel view.

View as list

View as gallery

Change view type

10” Tablet showing a URL Gallery floating panel

Menu P URL Gallery showing
8 bookmark options
Settings - .
o 7 AT 1| iy on a floating panel

©
S
@
=
=
@
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10. The “Objects” Button features

10.1.

Overview of the My Objects and Mobile Objects panels

Overview:

The “Objects” Button opens a panel that provides a list of other mobile devices (objects)
that have been identified on a specific Sentry MDU Data Server instance. When the
SentryMDU App is initially installed on a mobile device, only the “object” of the device
itself is installed. Depending on the security settings of a particular user the mobile
devices of others on the network may also be installed on the device.

The “My Objects” Panel provides the list of other mobile devices that have been imported
to the device. Performing a “long click” on a mobile device name (ie EOCdirector) will
open the “Mobile Object” Panel for that particular device. Depending on your specific
security access, you may have access to view the sensors of the remote device and
monitor audio-video streams and other content.

This section will explain all features of the two panels.

. . BPDofficer1 N21886
List of other mobile

devices that have been
imported into your >_
device. They will be

sorted in alphabetical

order. OCmember N°]

ember N218
Hint: long click to show an object panel

DLTmanager N21891

Remo

New v
inactive

object

Search...

Send to
user

Video
Overlay

Update
Interval

\

This is the Mobile
Object panel of the
“remote” device that
you have selected from
the list above.

J

Long Click on a name to
open the Mobile Object
panel

e: EOCdirector

“ Audio-
m

Charge: 100 %

ve: 20%

Voltage: 4.2v

nt: ?

) o

Controls & Sensors

Channels set for Streaming
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Custom Map option available from the “My Objects” Panel:

The “My Objects” Panel has a bookmarks feature that allows a user to save a
SHORTCUT that will create a “custom map panel” that can monitor the audio/video from
multiple remote devices. If a group of devices is monitored on a regular basis, a custom
map screen bookmark can be created so that a user can access all of them with a few
simple clicks without having to navigate other menus.

A full explanation is available in Section 9.16 on how to create a Custom Map Bookmark
that will display the audio-video from a group of remote devices.

Several of the key screens are illustrated below.

Long Click

Copy URLink for map
Cancel

The result is a Bookmark that will create a custom map screen with multiple users in
display mode. The data streams from each remote device may be toggled to “full screen”.
Simply “click” on the individual picture for the remote device and it will enlarge to full
screen. In addition, when full screen, the audio stream from that particular remote device
will now be active.

Click once to go “full screen”
and again to return to the
small screen.

Live Video

When showing full screen, the “audio”
feature will be active and sound will be
heard from the remote device.
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10.2.  Access to Mobile Objects Panel from SentryMDU Main Screen

Overview:

The Mobile Object panel of any remote device may be accessed by clicking on the object
marker from the main map screen. The Connection Status of the remote device shows the
current state of the network connection between the Object (remote User) and the SentryMDU
Data Server. If an object loses connection, it does NOT attempt to reconnect immediately (avoiding
multiple connect tries). The system will wait 30 seconds before a reconnect attempt.

Sentry MDU Mobile Object panel:
Click on the object “marker” on the main map screen. The Mobile Object panel for that
user/device will open providing access to the remote device features.

-3

'y

Click on a name to open

| Menu .
| Settings | ~
= o REMLCINEIRE  the Mobile Object panel

This is the Connection

of the remote device .
Status of the remote device.

BPDc

ind user | = et N ST N
.F ) L i ) _

This is the Mobile
Object panel of the
“remote” device that

the screen above.
J Active Channels set for Streaming

If a remote user has disabled the Remote access feature on their Tracker Panel, the
mobile object panel will have sections that are de-activated (grayed out) when viewed.

R PM
| izt e J oot rne J ockacren | ool e 58

Alar
Interface || Shoyg
. m

If the “Remote access” — ——— &

checkbox is UNCHECKED

(turned off) on the remote
device, the Mobile Object
panel will have sections that gnal value: 0 ceount: 2

are de-activated when viewed.

Voltage: 4.2

Sections are de-activated
(turned off).
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Depending on User Configuration, you may see two different layouts of the
Communications Buttons on the Mobile Object Panel. These two versions will be used
throughout this guide.

The differences in the panel buttons is due to the “Call” Feature (using the phone)
included in the Sentry MDU System. During initial registration, if a User provides a
telephone number (optional choice) then the “Call” Feature (Button) is provided on both
the Mobile Object Panel and the User Information Panel.

The Default button layout

Audio Video Audio-Video Live chat Video-phone

The Call Feature button layout (when a telephone number is provided)

&_ Call Button included

Review the two panels shown below.

No Call Button Displayed Call Button Displayed

Mobile object: 1887

rol
Controls & Sensors ————

Active Channels set for Streaming

Active Channels set for Streaming

‘BPDchiel
Police Chief
support @digHumen.com
Regd WriteUSA Oklahoma. Washingio

EOCdirectar
EOC Director
:uppm@m_nmm- com 19181234567

Messaging Secure chat £ Mail Video-phone Audio Videa

Default Content

Show all list

arnas
S

Digi-Lumen Technologies, LLC 322 NE Debell Ave. Bartlesville, OK 74006 918-337-2002 Page 386



10.3.  Menu options on the Mobile Objects Panel

Overview:

The Mobile Objects Panel has a series of Menu Options that are available by performing
a “Long click” on specific parts of the Panel. One group has five (5) menu options and the
other group has nine (9) menu options. This section will summarize each group of menu
options. Detailed explanations will be provided in other sections of this guide.

Sentry MDU Mobile Object Panel options:
Perform a “long click” on the header text to open the options menu.

Mobile object: 1887

Menu Option Set#1  Long Click

Update Location I vy Stream

Audio Video’ ve Menu Optlon Set #2 Long C“Ck

{:; Sensors @ Recorders m Archive

Controls Controls & Sensors

Channels set for Streaming

Depending on the option group you select, there are two (2) types of Menu
Option lists that may be displayed. They are shown below.

Menu Option set Menu Option set
e |
Mobile object: 188 Mobile object: 1887
Update Location History User \:':;‘ Stream Update Location i dd track \:"? Stream
Audio Video ideo Live chat Video-phone Audio Vid Video-phone
Operatio 0
Copy URL-link User log ®
772 Copy URL:link for map © O R User statistics Q.
£ chi ) hive
N : . S
Copy URL-link for geo-location history ) User notification .
Add to th ¢ = L2
othemap ~ Device log

M| Open "Downloads” folder .
Device profile

Cancel
State info
File system explorer

Restart

Restart process
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The 5 menu items for Option Set #1 are explained in detail below.

Operations

Copy URL-ink O]
Copy URL-link for map Q
Copy URL-link for geo-location history ®
Add to the map O
Open "Downloads® folder ®

Copy URL-link
The “Copy URL-link” menu option will make a copy of the URL for the
selected user's Mobile Object Panel and store it on the Sentry MDU
“clipboard” (.TEMP file folder). This URL link may then be “imported” as a
bookmark. Allows easy setup of new bookmarks.

Copy URL-link for map
The “Copy URL-link for map” menu option will make a copy of the audio-
video settings for the selected user’s mobile device and store it on the Sentry
MDU “clipboard” (. TEMP file folder). This URL link may then be “imported” as
a bookmark. This allows for “one click” access to a live audio-video feed from
the remote device.

Menu | | EOCdirector
| Settihgs | ‘W EoCdirector

| finrd:ser'
Tracker |

Live Video

Click once to go “full
screen” and again to
return to the small
screen.

 Finduser | | jve Audio-Video

Tracker |
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Copy URL-link for geo-location history
The “Copy URL-link for geo-location history” menu option will make a copy of
the GPS track data for the selected user’s mobile device and store it on the
Sentry MDU “clipboard” (.TEMP file folder). This URL link may then be
“imported” as a bookmark. Allows the view/review of GPS tracks for the
remote device over a variety of time periods (week, month, year, etc.).

7 ORI

Menu | | Footprint search: DLTmanager |

Settings : E . .
il Rooe Zoom in for detailed

o data on GPS tracks.

x| |
“*[ settings |
. ]

GPS Timestamp

iaital Globe

Add to the map
This option allows the selected user’s Object Marker to be quickly installed

on the Map Screen.

E@Cdirecton

Open “Downloads” folder
This option will open the Sentry MDU “Downloads” file folder on the mobile
device of the selected User. See Section 5.7 for additional details on
enabling the “Internal Memory” access option.

Iﬁ \ Screen showing the

T T T
,

“Downloads” Folder. In
T T this example, it is empty.

arge: 100 % Voltage: 4.3v

Signal value: 20 %

Important Notes:

1. This feature is turned “off” by default.

2. It must be explicitly turned “on” (Enabled) by the User of
the mobile device since it allows access to the internal file
system of the mobile device by others.

3. This feature CANNOT be changed by another user or by the
system. Only the local user can adjust this setting.

4. For YOU to access this feature on another persons mobile
device you must have security credentials that allow
access.
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The 9 menu items for Option Set #2 are explained in detail below.

Er——

User log

User statistics

User notification
Device log

Device profile

State info

File system explorer
Restart

Restart process

Cancel

(-

User log
The “User log” menu option will open a log file for viewing. The log file

provides User level log data. Generally, there is no User relevant information
here. It may be of benefit to Developers.

3:10 PM

User statistics
This option provides statistics on imagery tile usage.
A screen is shown in .xml format that provides tile usage statistics for the
User Profiles on the mobile device. Generally only of use to Developers.

F aloxl 3:.09 PM

User statistics

Enter tile compilations

0/0/0;0/0/1;0/0/9

OK Cancel
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User notification
The “User notification” menu option allows a user to select a media file from
a directory on their device (ie mp4) and then send this file to be played on a
remote user’s mobile device. This would be used to distribute/play urgent
alerts, tactical video newsletters or advertising clips. This feature is a one-to-
one transfer (ie. one user sending a video clip to one user). The clip will start
playing automatically on the remote users device and continue playing
(looping) until they stop it. If the remote user is not logged into the Sentry
MDU System, the video will begin playing as soon as they do log in.

Device log
The “Device log” menu option will open a log file for viewing. The log file

provides device level log data. Generally, there is no User relevant
information here. It may be of benefit to Developers.

T .l B 316 PM

Device profile
This option allows a user to change a few specific Device Profile parameters

such as External Power Action (ie for Dash Cam applications), user phone
number and default recorders to start. These settings are a subset of more
comprehensive configuration lists.

:
|Em

|External power action Start/Stop sensor recorders -

Loop delay (milliseconds) 5

Phone number +19181234567

[+] da not shutdown GPS on movement

Map FOI picture resolution 1920x1080

Default recorders to start AV.FRAME.AACH264.0 Select

File cbserver folders

Apply changes
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State Info

This option provides information on the memory conditions available in the
mobile device. Generally only of use to Developers.

@ o

Total Available Memory : 212M
In low memory situation: false

Process processors: 4
Process Memory: 256M
Process Free Memory: 250M

File system explorer

Restart

This option provides access to the file system on a device (either local or
remote). In order to have access the target device must have the Internal
Memory setting set to “Enabled” (and the appropriate Security Credentials).

. Samsung
. SentryMDU

. ShareShot
. ShareViaWiFi

Preview J ‘ Add J ‘ Remove ‘ ‘ Cancel

This feature will be described in detail in Section 15.9.

This option allows a user to “restart” the Tracker Object in the SentryMDU
Process. This is most often used to “remotely” restart the Tracker Process on

a remote device if for some reason the process stopped (ie a Camera image
froze up).

Restart process

This option allows a user to “restart” the complete SentryMDU App in the
Android OS. This feature would be used to “remotely” restart the SentryMDU
App on a remote mobile device. It is similar to exiting the application and
starting again. This situation could occur if the Android OS did an automatic
update and that action caused the SentryMDU process to freeze up.
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11. The “Places” Button features

11.1.  Overview of the Places feature

Overview:

The “Places” Feature allows a user to designate places and points-of-interest on maps
and save these locations for future “quick” retrieval. In addition to map views, users can
draw on the map locations (to point out specific features) and add icons and symbols to
the designated places.

This section will describe the steps required to add new “places”, send placemarks to
other users, remove obsolete places and more.

Obiects

Places

| _Find usei A .
Tracker i lob: The Park@15/9/22 15:39:58

Shopping Mall

Pyramids

[Hint: long chick to show a place
i

l New place “ Remove l‘ Live search “ Map search [[ Send to user |

General layout of the “My Places” Panel.:
The “My Places” panel provides a list of places and a group of 5 buttons across the
bottom.

This is the “My Places” Panel heading

The Park@15/9/22 15:39:58

List of places that have
been created on the
mobile device.

Shopping Mall

Pyramids

- o
New place II Live search | |

\ e Sends place information to other
- —-- & | Users in the network

\ ‘ Map Search feature

Live Search feature

Remove place information that is no longer needed

Create “new” place information
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Description of the button functions and features:

1. Selecting a “Place” to display
Display a “Place” on the list by performing a “Long click” on the place name.

The Park@15/9/22 15:39:58

Shopping Mall

This example is a
satellite view of the
Pyramids in Egypt.

Long Click e |

Click the “Back”
button to return to
the Main Map
screen.

2. “New place” Button
The “New place” button will allow a User to create additional places to add to
the list. The procedure to create a new place is as follows:
a. Locate the “place” on the Main Map screen of the location that
you want to capture.
b. Click on the “Places” Menu Choice.
c. Click on the “New place” Button.
d. Enter a “name” for the new place.
e. Click on the “Add new place” button.

On the Main Map screen,
zoom in to the location to
achieve the image that you
want to save.

In this example, we want a
view of the Stadium.

-

This is the image
of the place we

want to save.
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Click on the “Places” menu choice.

The Park@15/9/22 15:39:58

Shopping Mall

l Live search I Map search I Send to user

2:51 PM

[New place name

D Use the place timestamp

Stadium|

[New place name

Stadium

If you wish to “timestamp” [ ] Ye the place timestamp
the location image, leave this
box “checked” (default).

Add new place

Enter the text for the name
you want, then click the “back”
button on the phone to

transfer the text into the panel.

~{ You may also
click the “Done”
button. However,
by clicking
“Done” you will
skip the Entry
Panel.
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The “new” place has now been created and stored in the Places database.

The Park@15/9/22 15:39:58

Shopping Mall

Pyramids

l SEGITT)

Hat: long click to show a place

New place Remove Live search Map search Send to user

3. “Remove selected” Button
The “Remove selected” button will allow a User to select and remove places
from the list that are no longer needed. In this example we will remove the
Place = “Stadium@15/12/15 17:26:15” from the places list.

The Park@15/9/22 15:39:58

Shopping Mall

This is the Places
entry we want to
remove.

Pyramids

l Stadium@15/12/15 17:26:15

Hint: Song click to show a place

Remove Live search Map search

New place | Send to user

Click on the “checkbox” adjacent to the text name to select the entry to be
removed. Then click on the “Remove selected” button.

The Park@15/9/22 15:39:58
Select the Places
Shopping Mall entry we want to
remove.

Pyramids

Stadium@15/12/15 17:26:15

ive search Map search Send to user

A\ Confirmation A “Confirmation” box will
appear asking to confirm
the removal of the selected
Place. Click “Yes”.

Remove selected places ?

[Mint: long cick to show a place

Remove

New place Send to user

Digi-Lumen Technologies, LLC 322 NE Debell Ave. Bartlesville, OK 74006 918-337-2002 Page 396



The place entry for “Stadium@15/12/15 17:26:15” has now been removed
from the places list.

The Park@15/9/22 15:39:58

Shopping Mall

The “Stadium@15/12/15 17:26:15” place

Pyramids
has now been removed.

1 E = B p= - ¥ 1 1
\ New place | Remove Live search | Map search | Send to user !IA
| | |

4. Live Search feature
The Places “Live” Search feature will allow a user to search for “places” on
the system by simply pointing your phone in the direction of the places. As
the phone is rotated around, a yellow icon with the Place Name will come
into view when you are pointed in the direction of the place(s). In addition,
the distance from your location (or another reference point) will be displayed.

Important Note: Some of the less expensive mobile devices DO NOT
HAVE gyroscopic sensors. If your device does not have one, the
Live Search feature will NOT work.

The Park@15/9/22 15:39:58

Shopping Mall

Pyramids Select the “place” you want
to search for and then click
Stadium@15/12/15 17:26:15 the “Live Search” Button.

[#int: long cick to show a place

H | |
New place U Remove Send touser |

The Places Live Search
feature uses “yellow” dot
icons to represent a “place”.

This option will be discussed in further detail in Section 11.2.
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5. Map Search feature
The Places “Map Search” feature will allow a user to search for “places” on
the system and display them on a Map Overlay. The Map View will provide a
distance measurement from a reference point (User location or Map Center)
to the places displayed on the Map.

The Park@15/9/22 15:39:58

Shopping Mall

Pyramids

Stadium@15/12/15 17:26:15

[t ong eick to show a place

Map search |

= g
New place " Remove || Live search

The Places Map Search
feature uses “yellow” dot

»

icons to represent a “place”.

This option will be discussed in further detail in Section 11.3.

6. “Send to user” Button
The “Send to user” button will allow a User to select and send a place
reference to another User on the network. In this manner, a “place” or
multiple places may be distributed around the system rapidly.

In this example, we will send the place entry for “Stadium@15/12/15
17:26:15” to another User on the network.

The Park@15/9/22 15:39:58

Shopping Mall
Pyramids This is the Places
entry we want to
l‘ Stadium@15/12/15 17:26:15 send.

[Hnt:long click to show a place

l New place ” Remove |i Live search ﬂ Map search 'I Send to user ‘
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Click on the “checkbox” adjacent to the text name to select the entry to be
sent. Then click on the “Send to user” button.

The Park@15/9/22 15:39:58

Select the Places entry we
want to send. Click on the text
or checkbox to select the item.

Shopping Mall

Pyramids

l‘Stadium@]S/lZ/lS 17:26:15

Live search Magegarch P Send to user

2

A list of Users will now appear on the screen. Scroll through the list until you
find the User that you want to send the “place” to. If the user is NOT in the
available listing, enter a name (part of a name) in the blank at the bottom of
the screen and click on the “Search for users by name” button.

for location sending
BPDchie onll
[ Police Chief

Select an existing User from the
3 list of available users. A single

“click” will select the user and send
the “Place” choice.

Officer Hamilton
ffice

N onl
Deputy Smith

VFDmember [anline]

VFD Member

DLTmanag

‘ Search users name
Py

If the User you want is
not on your list, you
may search for them

Click here to enter a text here.

name for the system to
search for a User.

Important Note: To search for other users, they must be in the same
Security Domain (and the same or lower hierarchical level) and

located on the same SentryMDU Data Server. In addition, YOU must
have security credentials that allow you to send data to their device.

If the transfer of the “place” location was successful, a message will appear
on the screen. You are now finished.

The Park@15/9/22 15:39:58

Shopping Mall . ,
pping If the “Place” was sent

successfully, a message

Pyramids -
it will appear as shown.

Stadium@15/12/4577 76775

P
[Hint: long click to show a place
New place | Remove I Live search Map search Il Send to user
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The “Place” location has now been sent to the user you have selected. A
“pop-up” message will appear on the other user’'s Main Map screen
describing what is being sent and who is sending it. The other user has the
option to accept or reject the “new” Place that is being sent to them.

A\ Confirmation

User. BPD(_:hJef

Police Chuef This confirmation screen will
have sent to you a new place: N
Stadium » appear on other users mobile
Do you want to add it to your 'Places' list ? device

Yes ‘ No
( other users mobile device) "

To accept the new “Place” file, the User receiving the new place location
must click the “Yes” button. The new “Place” will now be immediately
displayed on the Users Main Map screen and also stored in the users “My
Places” database.

Click “Yes” to accept
A\ Confirmation the new Place.

User: BPDchief
Police Chief
have sent to you a new place
Stadium
Do you want to add it to your 'Places' list ?

The “place” will be displayed with a message indicating it has been added to
the user’s list of places on file.

Note that the “Place” location has a
timestamp of the date-time that the
place image was created.
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After reviewing the “new” place location, the User may click the “Back” button
of the Main Menu screen to return to the regular screen display.

|

Menu
Settings . |
|

Menu

Settings |©

b BRPDofficerl
Find user ]

Tracker

|
Digi-Lumen Technologies, LLC
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12. The “Create ...” Button features

12.1.

Overview of the New Object Gallery panel

Overview:

The “Create ...” feature allows a user to create regions on the map where information can
be stored. This data can include pictures, video files, audio files, reference information,
etc The stored reference information may be shared among other devices on the
network (Default) or it may the designated as “Private” (only the user that created it can
see it). In the default configuration, one person may create a reference document (shown
by an icon on the map) and other users will see this same icon reference on their device
(assuming security credentials allow).

The supported file formats are as follows:
1. txt

2. mp3

3. mp4

4. 3gp

5. aac

6. wma

7. xml

8. pdf (assuming a PDF viewer is installed on the mobile device)

9. ... and other formats native to the Android OS

Screen example of reference data overlay on Main Map Screen:
This example shows the results of using the “Create ...” Button and the “New Object
Gallery” Panel to place reference data (Blueprints and Security Contact lists) about a
building structure as an overlay on the Main Map Screen. This data will be made
available to other users on the SentryMDU Network. In this illustration, we show a
Community Center building.

. Menu_ | Community Center
__Settings F :

VEDmember,

------

Icons for Blueprints and
ot { %6 ‘ Reference Data shown
_Find usery f ‘ = - on the Community Center

Tracker | e s & | Building.

Find user N
L Tracker wig:

Click the icon to
access the data [0
<r o
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Sentry MDU “New Object Gallery” Panel:

The “New Object Gallery” Panel is shown below. Click on the “Create ...” Button to
launch the New Object Gallery panel.

| /Menu |
Settings

Tragker' -

New object gallery (long click to create one)

From an image file Configuration

Description of the New Object Gallery buttons and features:

1. Parts of the New Object Gallery Panel
This section will describe the screen layout and parts of the Panel.

Button to select other images from a Directory on
the mobile device.

Menu options to add, remove, replace
and bookmark items.

-

Default “quick pick” image
items that may be used as
data icons.

Perform a “long click” on the desired
image icon to install it on the Map
Screen.

Long Click
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2. Review of the “quick pick” panel items
The default configuration of the New Object Gallery panel shows ten (10)
“quick pick” image items. These images (subject categories) should cover the
requirements for most users. For those customers that have licensed a
SentryMDU Data Server instance, these “quick pick” items may use custom
images of your choosing and you may have as many as you like. Please
contact your DLT Account Representative if you need additional information.

s
Default “quick pick” image

items that may be used as
data icons.

3. Additional panel items installed by default
In addition to the default “quick pick” images, the SentryMDU system allows
a user to select images from any directory on the mobile device. We have
installed several dozen images that will cover most of the data requirements
that would be used by First Responders. User created images (png format)
may also be installed into this directory.

Directory: SentryMDU/.RESOURCEs/Default/Images

Click on the “From an image file ...” Button to see a review of the additional
panel items that are installed by default.

all 100
click to create one)

Configuration

~ =

Database.

W) pudio. png

ﬁ Bank.png

Blueprint.png

rence.png

“ Fire.png

-
Heart.png

CellTower.png POlAlert.png

Skull.png
Text.png

RL.png
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4. Specifications for “User Installed” graphic items
For best results, any user installed graphic items (icons) should have the
following size and format specifications.

PNG file format
Background transparency
128x128 pixels in size
Resolution of 200 — 300dpi

PR

128px

No border and with a

128px transparent background

5. Configuration Menu

The “New Object Gallery” Panel has a Configuration Button which opens a
pop-up menu with

New object gallery (Jor = =tinls oo ~eanta mnsd

From an image file .

Add a new item [O)]
Replace itern (@]
Remove item

Copy item URL-ink
Back to work mode

Copy URL-link of the gallery

Cancel

Add a new Item
This menu item allows a user to “add” a new “quick pick” image category
to the listing. This feature would be used by Developers and IT Admin
Personnel that have access to the SentryMDU Data Server instance.
DLT Technical Support will provide instructions for the correct “TypelD”
codes to use in configuration.
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Replace Item
The “Replace Item” Menu option allows a user to move the gallery

images and reorder the list. In our screen example, we show 10 gallery
images. When the Replace Item option is selected, the screen reverts to
“edit mode” (red background) and a brief message is displayed that
instructs the user to “drag” the desired image to a new location in the
gallery grid.

New object gallery (le-., -ii.%. %

From an image file .

Menu

Add a new item

Replace item

Remove item

Copy item URL-link

Back to work mode

Copy URL-link of the gallery

Selecting the “Replace ltem” option puts the screen into Edit Mode (red
color).

T

From an image file .. ) o Configuration

New object gallery (long click to create one)

Screen is in Edit Mode with
a red background

-

Click on the object to be moved and drag it to a new location in the
Gallery Grid.

Database

Bliieprir
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The two objects will now trade places as shown below.

f

New object gallery tlong click to create one)

From an image file . = Configuration

Screen is in Edit Mode with
a red background

To exit the Edit Mode, use the Back Button (on the device) or open the
Configuration Options menu and select the “Back to work mode” option.

New object gallery (I( (U

From an image file ... . = Configuration l

Menu

Add a new item

Replace item

@ Remove item

Database

Copy item URL-link

Back to work mode

Copy URL-link of the gallery

Cancel

Remove Item
This menu item allows a user to “remove” one of the ten (10) default
image topic icons from the New Object Gallery panel.

Copy item URL-link
This menu item allows a user to “copy” a specific image icon URL-link to
the clipboard (.TEMP file) for further processing. This link may then be
imported as a Bookmark, installed on a Foreground Layer or sent to
other Users.

Back to work mode
This option “exits” from the Edit Mode (red background) and returns to
the Gallery Panel.

Copy URL-link of the Gallery
This menu item allows a user to “copy” the URL-link for the New Object
Gallery Panel to the clipboard (.TEMP file) for further processing. This
link may then be imported as a Bookmark, installed on a Foreground
Layer or sent to other Users.
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13. The “Drawing” Button features

13.1.  Two functions of the Drawing Button

Overview — Short Click and Long Click feature:
This section will highlight the difference between the Short Click and Long Click action.

The Short Click option
Will create a duplicate custom layer of the Main Map Screen with an
overlay of the Drawing Tools. This option will copy the map screen WITH
the Object Markers showing (if they are activated) and the Main Menu
Headings. Will also provide an additional 13 sub-menu options for
building custom maps.

The Long Click option
Will make a static copy (picture) of the current map screen WITHOUT
showing any Object Markers (blank map) and provide an additional 6
sub-menu options.

Drawing Button — Short Click feature:

The Drawing Button on the Main Map Screen has both a “Short click” and “Long click”
action. This section shall describe what happens when a user performs a “Short click” on
the Drawing Button.

f
o Short Click

Main Map Screen showing the
Object Markers of two Users.

Tracker

e s ‘ ~

By performing a “Short Click” the Drawing Module will launch and display the Drawing
Tool Set as an overlay on the Main Menu Screen.

Drawing Brush
Menu

Setting i

The Drawing Module tool set.

Findus r \

Tracker
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To open the available menu options, click on the Operations Button (7). An Operations

Menu with 13 options will appear.
¢_ Opens the “Operations” menu options

Drawing

Set name
Attach a URL file from clipboard
Add a picture file from camera
Add an edited picture file
Add a file

ontent

Copy URL-link
Find user Attach to ry user activity as a data-file

Menu Options

Tracker Send to user

Publish on the mag ‘

Show the drawing geo data

— After an item is “Published” the menu changes to
either Update or Remove (depending on actions).

Locate the drawing

Monitor ohjects

The following section will briefly describe the 13 available menu options.

Set name
Provides ability to enter a name (rename) for a Drawing Object.

Attach a URL file from clipboard
A URL that has been temporarily stored on the “clipboard” (TEMP
directory) may be attached to the Drawing Object.

Add a picture file from camera
The camera on the mobile device may be used to take a picture that will
be attached to the drawing data file.

Add an edited picture file
The camera on the mobile device may be used to take a picture that may
then be edited with Drawing Tools. In addition, existing image files may
be retrieved and edited. This edited picture will be attached to the
drawing data file.

Add a file
A user may add/attach a “file” (reference data, documents, etc.) to the
Drawing Data Set. When stored as Content, these reference files are
available to the User (or all Users, depending on Security Credentials).
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Content
Content associated with the Drawing Object is available for review.

Copy URL - link
The URL link for the Drawing (and associated data) may be copied,
saved, imported and/or sent to other users.

Attach to my user activity as a data-file
The Drawing and associated data may be attached to the Current
Activity of the User, as Content.

Send to user ...
The Drawing Object URL may be sent to other users on the network.

Publish on the map ( also “Update on the map” and “Remove from the map”)
This feature is used to display drawing marks and URL links on the map
screen. If you have large attachments, do not use the “Publish” option. A
drawing that is to be “published” on a map may only attach URL links
and must not have attached data that exceeds 256kb or an error
message will occur. The Update and Remove functions are made
available after an item is “Published” and is in the Editing Mode.

Show the drawing geo data
This feature will allow a User to measure distances on the screen of a
mobile device.

Locate the drawing
The “Locate the drawing” menu item is used to display a drawing file
(such as a trail route) that has been stored in device memory. The User
may then locate the drawing on the Map Screen so it may be compared
to their current GPS location.

This feature (Locate the drawing) is most often used when the mobile
device is “off-line” and not in contact with the SentryMDU Data Server.
Typically, this would be in remote locations without cellular service.

Monitor objects
The “Monitor Objects” option is part of the Notification Alert feature that

turns on geo-fence monitoring of remote devices. When activated,
monitoring is turned on for the selected user devices. If any user crosses
a geo-fence boundary (in or out) a notification alert signal will be sent to
your mobile device.
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In this example we will illustrate how to create a drawing and save it in our Current
Activity folder. Since we want to “save” a Drawing File, we first need to select NAME for
our file. We do this by selecting the “Set name” menu option from the list.

Open the Operations Menu (§7) and locate the “Set name” option.

¢_ Opens the “Operations” menu options

Drawing | Brush

‘ Set name

—
Attach a URL file from clipboard

Add a picture file from camers

Add an edited picture file

Add a file

Menu Options

Contertt

Copy URL-ink
Find user | Attach to iy user activity as a data-file

Tracker Send to user

Publish on the map
Shaw the drawing geo data
Locate the drawing

Monétor objects

Clicking the “Set name” menu option will launch and display a data entry box asking for a
“name” for the drawing. Click inside the box to open the on-screen keyboard panel.

Q ¥ .4 96%010:54 AM

Enter a name

—S

Enter a name for the Drawing File. In this example, we have entered “Case 47" as the
name.

Case 47

Sy & , English{US) R Done
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We may click on the Done Button ... or the “back” button on the phone to return to the
data entry box. Click the “OK” Button to save the filename.

97% 0 10:44 AM

Enter a name

2\

We now have a Drawing Canvas showing on the screen which includes the Object
Marker that we set as “active” (Case 47).

™) @ 10:44 AM
Menu | Case47 [iirus.~[-juica, ‘N

Settings Drawing name = “Case 47"

Drawing Canvas with pen colors
and sizes shown.

Find user_ Active Object Markers are displayed

“Trackerdl - 1 ©) since we did a “Short Click”.

We may now edit/write on the screen and make notes, as shown below. See other
sections of this guide for the Drawing Tools available and how to SAVE the file.

,E ’ Q T .496%M10:46 »'\E{‘
Menu Case 47 [Brush<|>[Clear[¥] Close |¥ )

|_Settings |

&

—' Main Map Screen showing the
Object Marker of a User and the

“r notes added to the screen.

| Find use?F

| Tracker | w

When the file (Case 47) is saved in the Current Activity content folder, it will be displayed
as follows.

2017/01/24 14:28:3¢

The Drawing File we created is now
stored in the User Content Folder.

Case 47

Target Store, Tulsa (Point of interest)

015/08/13 152453
Hint: Long click on the title 10 view a context menu.
Long click on an item to show its context menu_
long click on the hint to remave if)
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To retrieve the “Case 47” drawing file, navigate to the User Information Panel. The file
will be stored under the Current Activity (Default, in this case).

Click on the Content Button.

EOCdirector EOC Director
.- support@k9commander.com,+19181234567
Read,Write:USA Okiahoma Washington.Bartlesville WCEM.EOC EOCdi
rector; Read,Write:USA Oklahoma Washington

add a component to the last attached data

Show all list

Clicking on the Content Button will result in a listing of all files in the Content Folder for
this current activity. Select the “Case 47” File.

2017/01/2414:28:39

Case 47

8

Target Store, Tulsa t of interest)

2015/08/13 15:34.53
view a

click on an item to show its context menu.
long click on the hint to remave it)

We now see the “Case 47" File Drawing displayed. When finished with the review, click
on the Close Button to remove the drawing from the screen.

™)
Menu | | Case 47
Settings |

Find user |
Tracker |
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See other parts of this Drawing Section to see available menus for options of sending the
file to others, changing security settings, removing the file, etc.

The Drawing Button — Long Click feature:

The Drawing Button on the Main Map Screen has both a “Short click” and “Long click”
action. The following section, Section 13.2, will provide a detailed description of what
happens when a user performs a “Long click” on the Drawing Button.

@ ! f
T S e e S Long Click

Main Map Screen showing the
Object Marker of a User.

Performing a “Long click” will launch the Drawing Module WITHOUT the display of any
Object Markers or menu headings. This would be the typical way a User would access
and use the Drawing Module.

The following parts of the Drawing Section will focus on access to the Drawing Mode via
a “Long click” action and a detailed review of the Drawing Tools.

Reminder

If you attempt to launch the Drawing Mode and get the following error message, this
means you have “disabled” the Drawing Mode Layer on the mobile device.

Go to the Settings Tab and enable this option.

= N ] . - : This Drawing Layer MUST be
e A : 3 ’ . = enabled for the Drawing Mode
MS_‘ ; to be displayed.

1 = v

S 6 there is no visible user drawable tiles layer [
[ S

ol —
DigitalGlobe.Maps.User Drawings ("Wiki")

1
4
|

| F_',nd t:se; } : ‘ 4 DigitalGlobe.Maps.User mobile objects
Tracker - z =

DiaitalGlobe.Mans.User comnonent
Load || Time: Now! || Time: Last || POI live search I 0K
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13.2.  Overview of the Drawing features (Long Click mode)

Overview:

The Drawing feature set allows a user to “draw” on the map screen, add icons, text,
pictures and audio/video into an image compilation and “save” it for future reference. This
section will describe the general layout of the panel and the features available.

When the “Drawing” menu item

is selected, the current screen is
captured and made available for
editing.

Long Click

It is important to remember that a user should navigate to the screen location and zoom
level of detail they desire BEFORE clicking on the “Drawing” Button. The Drawing menu
item will capture whatever screen is currently being displayed at the time the Drawing
Button is “Long clicked”.

General layout of the Drawing Panel:
The Drawing Panel has a set of buttons and editing features that are available to the

User. These are detailed below.
Brush stroke features (color, shading, etc.)

Undo & Redo keystroke feature
When “checked” the screen Clear changes to the screen
is in drawing mode. When
“unchecked” the screen is in J ¢_ Opens the “Operations” menu options
pan/zoom mode.
—\

Commit changes
made to the screen

Select the SIZE of the

Color selection stylist drawing instrument

palette for the
drawing instrument.

Drawing Mode indication
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Description of the button functions and features:

1. “Drawing” checkbox
The default setting is for the “Drawing” checkbox to be checked. This means
that the screen is active to the touch of a finger and any touch/movement on
the screen will result in “marks” on the screen as shown below.

In the “Moving” Mode (unchecked) the screen may be “moved” by dragging a
user’s finger around on the screen. This feature is useful to reposition the
drawing surface to the precise spot desired.

Drawing Mode (Drawing checkbox “checked”)

The “Drawing” checkbox is
checked, we are in drawing
mode

Note at the bottom of the
screen it indicates we are in
the “Drawing” Mode.

The “Drawing” checkbox is
unchecked, we are in moving
mode

Note at the bottom of the
screen it indicates we are in
the “Moving” Mode.

2. Brush button
The “Brush” Button allows a user to change the width, shading and blur of
the drawing marks when using a finger as the stylist. To access these
options, click on the Brush Button at the top of the screen panel.
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When the Brush Button is clicked, a panel opens with the current selected
color and width size of the drawing instrument. In this example, the default
settings are a “red” color and a small line width.

Commit

Line size and color
settings will be shown
on panel

o

Brush size
Blur radius

Blur style

Cancel

To select a NEW color (or change the color) click on the brush color “Select”
button. A color selection panel will open.

Click here to
save color
choice

Swipe a finger around the “ring”
to change colors. Click in the
center (ie Red dot) to select and
save the color.

-

To change the brush “size”, drag the slider bar to the desired size.

S Size adjustment

example will be shown

here.

NORMAL ‘

0K Cancel
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Users may also make the line “blurry” by setting a Blur Radius and Blur Style
using the features shown below.

Move the slider tab to
adjust the level of “blur”
desired.

Blur radius

NORMAL
-

In this example, we are
using a “Normal” blur.
Other options are
available.

After making the desired selections, click the “OK” Button to save the
changes and return to the Drawing Screen.

Cancel

3. Undo & Redo keystroke feature
In the Drawing Mode the program will remember the screen touch events (as
keystrokes) used to create/draw an object. The Undo/Redo buttons will allow
a user to remove/add previous keystroke entries, one keystroke at a time.
This feature will be illustrated below.

Commit

In this example, we will
assume we have drawn
the word “Stadium” with
our finger.
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By clicking on the “Undo Button” one time, we remove the “m” from the word
Stadium.

Clicking on the “Undo”
button one time will
remove the last
keystroke we made.

Clicking on the “Undo”
button a few more
times will remove more
letters.

Notice that the “Redo” Button is now active (not grayed out). This means that
the letters we removed are stored in the queue and may be reinstalled by
clicking on the “Redo” Button.

Clicking on the “Redo”
button a few times wiill
add back some of the
letters.

4. Clear button
Click on the “Clear” Button to remove ALL drawing entries from the drawing
panel. Click “Yes” to confirm clearing the screen.

A\ Confirmation

Cancel changes ?

“
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5. “Operations” Menu Options
The Operations Menu is accessed by clicking on the Operations Button ().
This provides a set of options to enhance the drawing, measure distances
and include pictures in the drawing. See Section 13.4 for a discussion of
available options.

Brush | <= | => | Cleal | W Commit ¢

Click on the Operations Button
.< to access additional options.

User options available
in the Operations Menu

Take a picture with camera

Add a picture from file

Add a text
Show the drawing geo data
Show current location

Locate the drawing

6. Commit button
The “Commit” Button will commit all changes to the SentryMDU Data Server.
Clicking the “Commit” Button will save/send the drawing panel.

10:40 PM

Draw on map

When saving the drawing, enter Place name
a “name” and whether or not the
drawing should be “private” (only >' [rrvate
for you) or “public” (available to
anyone with adequate security
acceSS) B Defer Delete Cancel

-

[I Reset image after commit

Commit now Commit as soon as possible
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7. Color selection palette
Users have the ability to select the “color” they would like to use while
drawing. Simply click on the desired color box and that color becomes active.
During any drawing session, multiple colors may be selected and used.

7~

In this illustration, multiple colors
are shown next to the selection
box.

8. Drawing stylist size
Users have the ability to change the “size” of the drawing stylist as they use
their finger to draw. The example below shows a mid-size line width.
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14. The “Find user” Button features

14.1.  Overview of the “Select a User” panel

Overview:

The Find User feature allows users to search for other users in the network and then
connect via text messaging, live chat or video-phone. In addition, users may view/review
the stored content (audio, video, images, places) of other users (assuming permissions
allow). The panel will maintain a list of frequently accessed users.

Important Note: To search for other users, they must be in the same
Security Domain (and the same or lower hierarchical level) and located on
the same SentryMDU Data Server. In addition, YOU must have security
credentials that allow you to send data to their device.

SentryMDU “Select a user” Panel:
The “Find user” Button opens a listing of available Users in the Security Domain. It also
provides a means to “search” for users that may not be on the current list.

Menu

Settings i Yo

l Find user

BPDofficer] [online]

Officer Hamilton

orcer] onne]

D;[;:uiy Smith

_UoFT

Alan

DLTmanager

DLT Manager

=1

I Search users by name

BPDofficer
Officer Hamilton

suppert@dighHlumen.com
Read,Write:USA, Oklahoma. Washingten. Bartlesville. Police. Patrol. AlexHamilton;Read, Write:USA. Oklaho
ma.Washington

Secure chat

Current location

Default

Show all list
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General layout of the “Select a user” Panel:

The “Select a user” Panel has a listing of other users on the network that have been
saved on the mobile device for easy access. In addition, the panel has a “search” button
that will search for another user by name (partial names).

When green, means
the User is “online”.

BPDofficer] [online]

Officer Hamilton

ﬁ User Information, including
WeSafficer [niine] Username and Full name.

Deputy Smith

_UoFT
Alan

DLTmanager

A/ DLT Manager )

T
Search users by name e Search Button

Enter text here to
search for Users

General layout of the User Data Panel:

The User Data Panel has a series of buttons arranged under different topics. See the
illustration below. The server connection status (online or offline) is updated once every 3
minutes (180 seconds). We do a time period between status checks to minimize server
calls during periods of unstable internet access.

Shows if the User is currently
“online” or “offline”. Updated on
180 second intervals.

When green,
means the User
is “online”. DLT Supervisor P ;
support@edigHumen.com +19181234567 User Information, including
Read Write:USA Oklahoma, Washington;Read Write:USA.Oklahoma. Bartlesville;Read Write:samexpress Username, Full name, Contact
family.travel egypt,Read Write:USA Oklahoma . . .
info and Security Domain.

Content (Audio, Video,
images, places, etc.) that
are stored under the
Current Activity topic.

Messaging Feature Current location

- Secure chat Feature
- Call Feature (phone)
- Email Feature
- Video-phone feature
- Audio & Video
- Current GPS location
- Objects registered for
this User

List most recent activities

Originated tasks

—
Ehow all kst bution to

Work Tasks as assigned under
the Task Management System
feature
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If a User is “offline” (not connected to the Sentry Data Server) the User Data Panel will
have several grayed out sections as shown below. Note that if another user is “offline”
you can still use the Messaging Feature even though they will not receive the message
until they are back online. In additional, you may still review Content and Activities.

When gray, -
e e User T Note that User
is “offline”. DLT Supervisor

suppert@digh-lumen.com 19181234567 is “offline”.
Read,Write:USA.Oklahoma. Washington;Read, Write:USA Oklahoma. Bartlesville;Read, Write st
familytravel egypt;Read Write:USA Oklahoma

Content is still available
even though User is
“offline”.

Messaging is still
active even though
User is “offline”.

Originated tasks

The User Data Panel has the capability to be bookmarked in a variety of locations as
shown below.

Long Click on any of these
buttons to create bookmarks of
those features.

Long Click on Person
Icon to bookmark the

whole panel as a Messaging [ Secure chat Call E-Mail Video-phone Audio Video
shortcut.
Current location Tracker
Default Content
Show all list
Tasks Qriginated tasks
_I:T“:“wmmum Curmam location, menii.
= =t

Description of the button functions and features:

1. User Information
The User information includes the Name, Full name, Contact Info and
Security Domain.

DLTsuprv
DLT Supervisor

support@aigumen o N User Information Section

Read,Write:USA Oklahoma

Secure chat
Current location . Note:
If a phone number was
provided during initial
registration a “Call” Button
Originated tasks will also be displayed on the
User Panel. Clicking on this
button will place a phone call
to the User.
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2. Communications
The Communications Section of the User Data Panel has 9 feature buttons
that will be described in this section.

e 173 S - Messaging Feature
Name: ‘Connection:
oo - Secure Chat Feature
S - Call Feature (phone)
‘ Messaging | Secure chat H cal || Ewal |I Video-phone Audio Video - Ema” Feature
Current location Tracker

- Video-phone Feature
- Audio Feature
- Video Feature
Tosn D - Current GPS location

Default Content

Show all list

rong cic am e 1 e

- Mobile Object Panel for this User

Messaging Feature

The Messaging Feature is similar to native “Text Messaging” on a smartphone
in that the other party does not have to be “online” at the time. The Sentry
MDU System will send a notification signal to the mobile device. The device
will emit a “beep/tone” and display a SentryMDU Icon in the notification bar
when a message is received. The messaging feature has a 10MB limit. Keep
this in mind if you will be attaching “pictures” to the message.

All SentryMDU messaging is secured using end-to-end Diffie-Hellman (DH) as
a method of exchanging cryptography keys for use in symmetric encryption
algorithms (such as AES). The application will automatically update/replace
session encryption keys at 15 minute intervals.

The Messaging Feature may combine text entry with drawings and with
pictures taken with the camera. In addition, active content (streaming
video) may be embedded into text messages. Examples below will show
how this is done.

Secure chat

The “Secure Chat” Feature will require that BOTH users are online. It is called
“secure chat” because the Sentry MDU System will establish a “live” encrypted
connection between the two devices.

Secure chat is secured using end-to-end Diffie-Hellman (DH) as a method of
exchanging cryptography keys for use in symmetric encryption algorithms.
The application will automatically update/replace session encryption keys at
15 minute intervals during the live chat session.

Call Feature

The Call Feature is “optional” since the button will not appear unless a phone
number has been entered during registration. This feature simply uses the
native “Phone App” on the mobile device to place a phone call. The phone
number that will be called is the number the User entered during initial
registration of the Sentry MDU system.
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Email Feature

The Email Feature simply uses the native “Email App” on the mobile device to
compose and send an email. The email address that will be used is the
address the User entered during initial registration of the SentryMDU system.

Video Phone Feature

The “Video Phone” feature will establish an audio- video communications
channel between two mobile devices. The feature will allow video from the
remote device and face camera video from the local device.

Audio Feature

The Audio Button on a User’s Panel will activate the microphone on the
mobile device of a remote user. You will receive an audio feed from the
remote device.

Video Feature

The Video Button on a User’s Panel will activate the camera on the mobile
device of a remote user. You will receive a video feed from the remote
device.

Current Location Feature

The “Current Location” Button will contact the mobile device and retrieve a
new GPS reading from the sensor. This will display the current GPS location
of the user selected. The main map screen will be displayed with the screen
centered (red “+” mark) over the location of the user.

Tracker Feature

The “Tracker Button” opens the Mobile Object Panel for the selected remote
device. The mobile object panel provides access to sensors, recorders, data
archive and tracking history for other users.

3. Current Activity and Last Activity
This section has Category tile blocks for both the “Current” and “Last”
activities and a Content button. The current activity category, marked
“Default” in the example below, is where current “content” is stored. This
section will review how to gain access to the content on a mobile device.

=

DLTsuprv f
DLT Supervisor
n supporgumen.com 19181234567 Content may include the following
Read Write:USA.Oklahoma, Washington;Read, Write:USA. Oklahoma. Bartlesville;Read, Write:samexpress .
family travel.eqyptRead Write:USA Oklahoma data types:
Messaging Secure chat Call E-Mail Video-phone Audio Video 1 PiCtUreS
— - - .< 2. Videos
P = 3. Telemetry (GPS) data
4. Points-of-Interest
Show all list 5. Audio Files
6. Places
] Glioeesis " 7. Imported Data Files
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In the example above, content that is created by the User will be stored in the
current activity (shown as Default). To access the content, click on the
“Content” button which allows access to data within the current activity.

Users have the ability to create a variety of “Activity Categories”. In the
following example, notice that the “Current activity” is shown as “Winter”. In
this example, the stored content all relates to the “Winter” category.

In this example, the current

R activity category is “Winter” and
supporti@dighumen.com,+1 9181234567 the content relates to the winter

Read Write:LUSA Oklahoma. Washington;Read, Write:

_family.travel egypt;Read Write:USA.Oklahoma categOl’y.

To see the full list of

user activity categories
on file click on the
“Show all list” button.

[Current] Winter
Nature

Autumn

Summer
Spring /2015/

ORNORNORNOR O

Each category will have
content available for
viewing.

Snow /image/

g o
= -
e —

‘ kx DataFile2236 /image/

"

Select an
image to
review.

Create a new item
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4. Reviewing User Content
The “Content” Button allows a user to review a variety of data stored on the
mobile device (and associated Data Server). This section with outline the
features and options available.

DLTsuprv
DLT Supervisor
support@digHumen.com,+19181234567
Read,Write:USA Oklahoma, Washington;Read Write:USA. Oklahoma, Bartlesville;Read Write:samexpress
family.travel.egypt,Read, Write:USA. Oklahoma

Review content
for user category.

Messaging

Current location

2015/12/1511:24:49

Stadium /Place/ Short-Click will display the “Place

ZEIWE/I]Q"ZZCFEQ 03

The Park /Place/

[~ Menu
Settings ,

= oo a0 Eosac
g click on an item to show its context menu.
click on the hint to remove it

Long-Click will display
an options menu for a
“Place” Item

| Content

| Show geo location Q) r
. - The drop-down menus will be the
opy URL-link \
Py ) same for all data types.
i ® . :
Send URL-link to user ~ This example will show that ten
~ (10) menu options are available to
Set name W/ < the User
. If Y . .
Security ... N These menu options will be
~ explained in more detail in the
Export o following sections.
Remove from context Z \
Remaove O
Close
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5. User Content Menu Options — Map Item
When a “Long-Click” is performed on User Panel content data a series of
menu options are available.

The menu listing below will illustrate using a “Place” data item.

2015/12/1511:24:49

Stadium /Place/

—
2015/09/22 09:39:03

The Park /Place/ LO n g CI | C k

Hint: Long click on the title to view a context menu.
Long ciick an an item to show its context menu,
ng click on the hint to remove it

201512715 11:24:49

Open

Content ©
Show geo location C‘
A Copy URL-ink ©
Send URL-link to user ... ®
Set name ®
Security ... '-':_)
Export ©
Remove from context 'Q
Remove ®

The 10 menu items are explained in detail below.

Open
The “Open” menu option will open the file and display the

contents, In the case of our example, it will display the satellite
image view of the “Place” which is a Stadium.
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Content
The “Content” menu option will display the components of the
data that make up the item. In the example of the Stadium,
“Place” content, the Place item has two components ... a
document item and an image item. They are shown below.

Update Create a new item

iint: L the title to view a )
Long ciick on an item to show its context menu.
Jiong click on the hint o remove it

Map image of “Place” data

Clicking on the Stadium /document/
data will give us the “map” image of
the Place item.

:?U' Stadium /document/

Clicking on the DataFile2223 /image/
data will give us the raw picture/image
of the Place item on the satellite
image.

DataFile2223 /image/

/

The Content menu item also allows a user to perform additional
operations on the data elements. The following section will show
how additional data files may be added to the existing group.

|
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Long Click

Digi-Lumen Technologies, LLC

A long-click on any of
the components will
open another set of
menu options.
i

Update

Create a new item

Hint: Long click on the title to view a context menu.
Lang click on an item to show its context menu.
Jilong click on the hint to remave it

Open
Content

‘ Copy URL-link

= _::« Send URL-link to user ...
Set name

Export

Remove from context

Remove

This secondary set of drop-down
menus will be the same for all data
types.

o
a :? “ Stadium /document/

This example shows eight (8) menu
options are available to the User.

Click on this “Create a new
item” Button to add items.

Update

Create a new item

An

Hint: Long click on the title to view a co
Long click an an item to show its cont
l(tong click on the hint to remove i

+Text +lmage

+Video

f

This allows a user to take video

+Drawing +File

Additional types of

data files may be
added to this activity
with this menu.

322 NE Debell Ave.

Bartlesville, OK 74006

clips, pictures, attach files from
the mobile device, add text
reminders and put internet
URL’s.

\~
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Show geo location
The “Show geo location” menu option will display a map view
(Satellite image) of the location of where the data was gathered.
The GPS location will be derived from a geo-tagged picture or
video. If the GPS data is not available a message will be
provided indicating that no position is known.

If a GPS location is NOT available for the data item, a message
will say “could not get position”.

Message to User
when GPS position
is unknown.

[Hint: Long click on the title to view a context menu,
Long click an an item ta show its context menu.
ong click on the hint to remove it)

Copy URL — link
The “Copy URL - link” menu option is provided to allow the user

to “bookmark” data from their own content or other user content.

Once the URL link is copied into the TEMP file system on the
local device, it may be imported and saved.

A nfo The URL link for the
data element is
URL file has been saved to /storage/emulated/0/ saved to be used
[ |

SentryMDU/.TEN
Use it for import. elsewhere.
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Send URL —link to user ...
The “Send URL - link to user” menu option is provided to allow a
user to send another user a bookmark link to this specific data.

Select a User to send the information to.

BPDofficer! [online]

Officer Hamilton

¥CSofficer [online]

eputy Smith

DLT Manager

BPDchief

Police Chief

UoFT1
Al

I Search users by name

2015/12/1511:24:49

Stadium /Place/

After the URL link
bookmark has been
sent a message will be
displayed to the user.

Hint: Long click on the title to view a context menu
Long click on an item to show ts context menu.
ong click on the hint to remove it)

Set name
The “Set name” menu option allows a user to change the name
that is attached to a particular data element. When we click on
the “Set name” menu option, we are presented with a data entry
box to edit/change the name.

When the changes are complete, click “OK” to finish the
operation.

Data name

Click into the box and
Az 3 a screen keyboard will

open 10 anow text
editing.
S BT
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The “Security ...” menu option allows a user to view and change
the security settings and access for the information stored on the
mobile devices.

On clicking the “Security” menu option, another set of menus
provide options to show or change the security settings.

Operations

Show security

Change security ...

Clicking on the “Show security” option

of the_Opergtlons menu gives us the A security

security settings of the data element

under review. EOCdirector components "for all" access
("for all" security file for EOCdirector components)
[Read,Write:USA.Oklahoma.Washington.Bartlesville.

. WCEM.EOC.EOCdirector]
Show security

To change the security settings from )
default (everyone) to private, click on Select a security

the menu options provided here.
Default

Change security ... Private

Other ...

Cancel

Export
The “Export” menu option allows a user to save a copy of the file
in a “temporary” folder location where it is available to send to
other users or transfer from the mobile device to another device.

3 % ale™em11:45 AM

Click “Export” to save
Remove from context the selected data
element.

Remove
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The data element will be saved in the “TEMP” folder. Note that
the data element (in this example, an image) has been saved
using the DataFile2432.jpg name as assigned by the SentryMDU
System. From the TEMP Folder the file may be renamed and
moved to other systems.

o Info

Data has been exported to file: /storage/ The selected data

emulated/0/SentryMDU/.TEMP/DataFile2432.JPG element has now been

BN - aved

Remove from context
This menu option removes content from the .CONTEXT folder on
the local device. This situation will occur if a user downloads a
long video and plays it. This video would be stored in a memory
“cache” on the local device. If some time later, the user wanted
to view the video again, it would not be downloaded again
because it is already resident on the device. It would be played
immediately because it is stored locally. This option allows a
user to “remove” the video from the local device memory if they
do not want to view it any more.

Remove

The “Remove” menu option allows a user the ability to remove
data elements no longer needed.

Click “OK” to remove
Removal the selected data

element.
Remove the selected object?

Important Note: The removal of content data from the
mobile device may or may not remove the same data from
the Sentry MDU Data Server if it is also stored there. This
will depend on the specific configuration settings of your
organization. See your System Administrator for your
company policies.
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6. User Tasks
The “User Tasks” buttons are part of the SentryMDU Task Management

System. This requires access to the Sentry MDU Desktop client application
to properly use this feature.

These buttons provide a listing of Tasks for the User.

DLTsuprv
DLT Supervisor
support@digi-lumen.com,+19181234567

Read,Write:USA Oklahoma Washington Read Write USA. Oklahoma. Bartlesville;Read Write samexpress
family.travel egyptRead Write:USA.Oklahama

A feature that is part of
the Task Management
System.

Originated tasks

|
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15. The “Tracker” Button features

15.1.

Overview of the Tracker panel

Overview:

The Tracker feature provides for audio/video recording, body cam capability, setting of
POI’s, monitoring environmental sensors and setting alarm parameters. The Tracker
Panel will be the most used menu item. It is important that you become very familiar with
the features of this panel as this is the core functionality of the SentryMDU System. This
is the primary GPS tracking feature panel.

The “Tracker Panel” can only be accessed by the user of the mobile device (cannot be
remotely accessed by others). However, several of the functions on the panel, such as
sensors, recorders and archive can be accessed by others via the Mobile Object Panel.

This section will describe the features and functions of the Tracker Panel.

General layout of the Tracker Panel:
The Tracker Panel is accessed from the Main Menu Screen by clicking on the “Tracker”
Button.

Menu ¢, |

Settings ‘%

Cind iiear

Tracker ‘

.

GPS on movement
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General operation of the Tracker Panel:

1. Screen “dimmed” on Tracker Panel after 30 seconds.
The Tracker Panel contains most of the controls and configuration settings
for the SentryMDU mobile device. Many features are “launched” from this
panel. In most cases after a feature is started (ie recorder started) the user
does not want the display screen on the mobile device to remain “on”. For
this reason, the Tracker Panel (and subordinate screens) will be dimmed to
black after 30 seconds of non-use. To re-establish the Tracker screen simply
“tap” the screen on the mobile device and the screen will return.

The process is shown below.

Open the Tracker Panel

Tracker is ON User | Control Panel || Lock screen || Menu

LOCATION: 29 min, 15 sec. ago
Coordinates (Latitude, Longitude; Altitude):
Interface | Show it >>

Precision, M - . e—
POI (Point Of Interest)
New POI

Attach a data to the POI =]

+Text | +image +Video +Drawing | +File

After 30 seconds the screen will go dark (or 30 seconds of non-use)

-

Screen will go dark with a
message to bring the
'< display back.

The tracker panel is locked with low
brightness to reduce a power
consumption.

Touch the screen to restore the panel
again.

When the screen is “dark” a very faint
message is red text will explain that
touching the screen will bring the
display again.

e ——————
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2.

Long Click

To restore the Tracker Panel display, touch the screen

Touch the screen anywhere and the
Tracker Panel will return asking the
user if they would like to unlock the

A\ Confirmation Tracker Panel. If you do not click “Yes”

Unlock the tracker panel ? « » .
dark” again.

within 5 seconds the screen will go

®11:14 AM

7l
s | e |comur e v

+Text | +image +Video +Drawing | +File

.

A bookmark may be created for the Tracker Panel.
The Tracker Panel allows a User to “bookmark” the panel. This will allow
rapid access to those features used most often. A “long click” on the satellite
icon in the upper left corner of the screen will create a bookmark link to the
panel.

T alom11:14 AM

‘w User | Control Panel | Lock screen m

I H

Long click on satellite icon to
create a bookmark link.

+lmage

saved to /storage/emulated/0/
P/URL.xml

Show URLs

Clicking “Yes” will return
S the Tracker Panel. If you
do not touch the screen
again for 30 seconds the
screen will go dark again.

Once the link is created, navigate to the Bookmark Section and “import” the
bookmark into your current bookmark list. See Section 9 for details on the

Bookmark feature.
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3. Hiding the Tracker Panel.
The Tracker Panel may be “hidden” from user view by a Configuration
Setting. See Section 5.4 for details. The “Hide Tracker” configuration setting
allows a user to hide the Tracker Panel so that the menu choice does NOT
appear on the Main Screen.

Default is
UNCHECKED

B Large control buttons

D Hide tracker

Show "Quit’ item of menu

[Server address
2411777

User ID
153 VFDmember Register new user .

N Menu | ST
Settings |, |
I i i =)

VEDmember!N21904

If CHECKED, notice
that the Tracker o
menu item does NOT R pldl. * BPDofficer N211886
appear on the menu

-

w Tracker menu item is gone

|
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15.2.  Description of buttons and features
15.2.1. Location data (Latitude, Longitude, Altitude, Speed)

Overview:

The Tracker Panel implements the location acquisition services for the
SentryMDU System on the mobile device. The system uses GPS/GLONASS
satellite scans to determine the physical location of the mobile device anywhere
in the world. The GPS tracking feature may be “turned off” (Section 15.2.2) and
then the device location will not be reported to the Data Server.

Important Note: The location of the mobile device is reported to the
SentryMDU Data Server on a periodic basis. The “default” time interval
is to report the mobile device location once every 300 seconds (5
minutes). For most Users this is adequate. For those users that have
jobs where more frequent updates are necessary (ie First Responders,
Police, Fire, etc.) we recommend a time interval of 10 seconds or
shorter. See Section 5.4 for details.

Location data on the Tracker Panel:
The location data is centered in the upper middle portion of the Tracker Panel.

corsron] o an

__J Location data section

hutdown GPS on movement

Description of the location features:

1. Screen display of location features
This section will describe the location information that is available on
the Tracker Panel.
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Location

This describes the timeframe since the last location scan of data
from the GPS/GLONASS satellites.

GPS Coordinates

Altitude above sea level

Longitude coordinate

Latitude coordinate

These are the GPS coordinates as returned by the satellite
receiver in the mobile device.

Speed and Precision

Precision is the measurement
tolerance of the GPS location. In this
example it is shown as 32 meters.
This means the actual location is
somewhere between 0 -32 meters
from the point shown. This precision
setting may be changed via the
Sentry Manager Desktop application.

Speed is shown in Km/hr

The GPS coordinates, speed and precision are all affected by
the user location, the number of satellites that are “visible” to the
mobile device, the signal strength, and the quality of hardware
on the mobile device. Generally, higher quality mobile devices
will have better antennae design and more sensitive GPS
receivers.
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16. The “Information” Button features

16.1.  Overview of the User Information panel

Overview:

The User Information Panel will provide the user a gateway from which to add content
such as text, pictures, video, drawings and files. This section will describe the general
layout of the panel and the features available.

Menu

Settings ‘e,

RETY DLT Supervisor
support@digi-lumen.com+19181234567

Read Write:USA Oklahoma.Washington;
Read Write:USA Oklahoma.Bartlesville;
Read Write:samexpress. family travel egypt; Read Write:USA Oklahoma

I S T

with parameters

Find user
Tracker

+Text +Video

+Drawing I +File I

add a component to the last attached data

Edit domains.

General layout of the User Information Panel:
The User Information Panel has a set of buttons and features that are available to the
User. These are detailed below.

DLTsuprv DLT Supervisor User Information
support@digi-lumen.com,+19181234567

Read Write:USA Oklahoma.Washington;

Read Write:USA.Oklahoma.Bartlesville;

Read Write:samexpress.family.travel egypt; Read Write:USA_ Oklahoma

TR T

with parameters

Status of connection to
Sentry MDU Server and
GPS satellites

+Text +image +Video

Section to add, review and

+Drawing I +File .
edit user content

add a component to the last attached data

Security Domains

TTTT

‘

Edlt domains
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Description of User Panel options:

The User Information panel has 10 menu options that are available by performing a “long
click” on the “User” name located at the top of the panel.

B

[RET

- support@digi-lumen.com,+791812345¢

| Read Write:USA.Oklahoma.Washi.. “n;
Read,Write:USA.Oklahoma.Bartlesvin.

Read Write:samexpress.family.travel.egy,. “ead Write:USA Oklahoma

Menu

Copy URL-link

Text
M Log

+Drawing

Screen grabber panel
add a component to the |

URL search

I URL QR code scanner
mr
Search ®
Edit domains .
Map user layers 1]
User live tracker ®
Internet Radio :_/'
Internet TV ®

Copy URL — link
This option creates a URL link that may be imported into a Bookmark
to provide a user shortcut to the User Information panel. See the
Bookmark section for details.

Menu

Copy URL-fink ‘

Log
Screen grabber panel
URL search

URL QR code scanner

A Info

Search
URL file has saved to /storage/emulated/0/
SentryMDU/.TEMP/URL.xml

Map user layers it for import.

User ve racker WS NRET -

Internet Radio

Internet TV
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Log
This option provides a set of log messages that detail the operation
of the Sentry MDU App. These log messages are generally used for
troubleshooting and development activities.

Copy URL-link

Screen grabber p3

URL search

URL QR code scanner
Search

Map user layers

User live tracker
Internet Radio

Internet TV

Screen grabber panel
The screen grabber option provides a floating icon which is a screen
capture button. This feature can be used to capture any of the Sentry
MDU screens displayed on the mobile device.

Copy URL-link

Log

Screen grabber panel

URL search

URL QR code scanner
Search

Map user layers

User live tracker
Internet Radio

Internet TV

Click on the “Screen grabber panel” option to launch this feature.

e ——————
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The Screen grabber icon will be displayed as a “floating” icon on
your screen. You may navigate other Sentry MDU menu items and
the floating window will remain in position. The actions are as
follows.

Click on screen to trigger a screen capture

Click to cancel the
screen capture feature

Since the “Screen Grabber” is launched from the User Information
menu options, this is where the icon is first displayed.

EOCdirector — ® EOC Director
support@k9comr. ‘ander.com +197 37665109
Read,Write:USA.Oklahoma.Washington.Bartlesville. WCEM.EOC.EOCdi
rector;Read,Write:USA.Oklahoma.Washington

I S [

‘ 7 with parameters

iText +image +Video

Once you see the screen grabber icon, you can navigate to any/all
other SentryMDU App screens and the floating icon will stay in
position.

This example will illustrate how to capture the Main Map Screen in
two different formats.

1. Short click ... captures screen WITH all menus and object
marker overlays.

2. Long click ... captures screen WITHOUT menus and object
markers (ie blank map)

Short Click Action

Menu

Settings

Short Click

*Ffm?*us;rf BRDofficeri

Tracker
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A short click action will capture the main map screen WITH all
menus and user icon markers. Notice the screen is now bounded
by the Drawing Features (ie pen colors, pen sizes, brush strokes,
etc.). See Section 13 for detailed instructions on the Drawing
Module.

VEDmember,

Drawing Feature Tools

'F sy B 1 BRDofficer

B ‘racker (orb b : \

Long Click Action

Menu
Settings |

Long Click

7;"@:‘ BPDofficeril

|
Tracker

A “Long click” action will capture the main map screen
WITHOUT menus and user icon markers. Notice the screen is
now bounded by the Drawing Features (ie pen colors, pen sizes,
brush strokes, etc.). See Section 13 for detailed instructions on
the Drawing Module.

Drawing Feature Tools

Note that there are NO
menus or object markers
on the screen. It is a blank
map screen.

Digi-Lumen Technologies, LLC 322 NE Debell Ave. Bartlesville, OK 74006 918-337-2002 Page 447



Since we are done with the screen capture, click to remove the
screen capture icon. We can now “draw” on the screen and
make notations.

Commit

URL Search
This option provides a Floating Window panel with a “target” button
that can launch bookmarks and URL search functions across the
SentryMDU App. See Section 16.2 for a detailed discussion of the
URL Search Panel.

Copy URL-link
Log

Screen grabber panel

URL search

URL QR code scanner

Search ®
Map user layers ®
User live tracker ®
Internet Radio ®
Internet TV ®

Cancel
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This is an example of the “target panel button” that is launched by
the URL Search function.

The following is an example of a floating window that is a result of
using the Target Button.

Typical result of a
URL Search Panel
floating window

URL OR code scanner
The “URL QR-code scanner” Menu item launches a QR-code
scanner application that will enable a User to “scan” a QR-code of an
internet website or another floating window bookmark. The website
(or bookmark URL) will then “open” on the mobile device.

Copy URL-link
Log
Screen grabber panel

URL search

URL QR code scanner

Search

Map user layers
User live tracker
Internet Radio

Internet TV

In this example, we will scan the QR-code for Google’s Search

Website.
QR-code for Google
Website
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Click on the QR-code scanner Menu item, you will be viewing
through the camera lense. Place the “red box” over the QR-code,
hold the phone still until the scanner has locked on to the image.

QR-code Scanner Panel

QR-code for the Google
Search Website

Google Search
Website

In addition, we can scan a QR Code for a user created bookmark
URL and it will launch a floating window. For example, the following
QR Code is for a URL that will display a live streaming video.

BPDofficer1: video x'x £3 @@

For this exercise, we will assume user EOCdirector will select a QR
Code for a streaming video panel of user BPDofficerl.
Select the “URL QR code scanner” menu item from the menu.

URL search

EOCdirector's mobile
URL QR code scanner device.

Search

Cancel \
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The QR Code Scanner panel will open. You will be viewing through
the camera lense. Place the “red box” over the QR-code, hold the
phone still until the scanner has locked on to the image.

QR-code Scanner Panel

QR-code for the
BPDofficerl
streaming video

The QR code will launch a streaming video floating window panel on
the EOCdirector’s mobile device, as shown below.

User EOC Director

foor]- %452
EOCdirectc * cerl: ¥ikely
SUpE )
Read,Wr t¢'
rector; R %

Floating Window Panel

The floating window panel may now be “resized”, moved on the
display canvas or minimized to the notification bar.

Important Note:

EOCdirector was able to access the BPDofficerl streaming
video because BOTH were in the SAME security domain AND
the EOCdirector mobile device had security credentials to view
the video.

If a User does NOT have adequate security credentials when they
scan the QR Code, they will receive an error message as shown
below.

User Sam Express

r
samexpress Sam Express
support@digi-umen.com,+19181234567 The user Sam Express does
Read,Write:: ‘ 3 . .
ot olsonlos dher e SR NOT have authorization to

Server returns an error, access is denied ViEW the Video from user
(e - p
—————

| oeew | coment | usercums Gets an error message.
Iser Groups
~ |with parameters. \
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Search
The search option provides the ability to search for content by “text
search”. This feature can be used to sort through ALL data of ALL
USERS on the particular Sentry MDU Server instance. The data can
be on another user’'s mobile device or stored on the Data Server.

Important Note: To search for data from other users, they
must be in the same Security Domain (or the same or lower
hierarchical level) and located on the same SentryMDU Data
Server. In addition, YOU must have security credentials that
allow you to search for data from their device.

In this example, we will search for all data that has “tarmac” in the
name ... as in “Airport tarmac”.

Copy URL-link

Log
Screen grabber panel

URL search

URL QR code scanner

Search

Map user layers

User live tracker
Internet Radio

Internet TV

Click on the Search Option to open the “Search by Context” data
entry panel.

e ——————
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Click in the data entry box and the on-screen keyboard will be
displayed. Enter a text string. This text string will be matched against
all files, of all users, on the particular Sentry MDU Server instance.

When finished, click “Done” and the system will search for a match. If
a file is found with the selected “text string” (ie tarmac), the file(s) will
be listed below.

Wait a moment ..

Cancel

In our example, one file was found. This file is a “Place” point-of-
interest map image that was edited in the Drawing Module and
saved ( /Place/).

Search

~{J;| Plane on tarmac /Place/ &

™ File was found. The text
string “tarmac” was found
in a file name.

To display this “Place” drawing, click on the file name and the image
will be shown.

tarmac Search

« i Plane on tarmac /Place/

4
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The system will retrieve and display the “Place” image that was
saved on the system.

Note that a “timestamp” indicates
when this drawing was created.

Map user layers

This option allows a user to create custom Map Layers of specific
regions of a satellite (Map) view and populate this map with custom
objects. See Section 16.3 for a detailed discussion of the “Map user
layers” Feature.

Copy URL-link

Log

Screen grabber panel

URL search

URL QR code scanner )

Search ®

Map user layers
User live tracker

Internet Radio @

Internet TV ®

Cancel

The following is an example of a “Map user layer” screen that has
been saved.

2017/06/21 17:21:05

Map of a college
campus that is saved
as a custom user layer

OWU Map of Campus (created: 2017/06/21
22:21:10) /document/

“

| Menv
Office Clock /Place/ Settings |

2017/061

int: Long click on the title to vi col
click on an item to show

ang click on the hint to remove it)

Find user
Tracker,

Diditat Globe
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User live tracker

This option allows a user to link his own Mobile Object bookmark
URL to a “User live tracker” function. The live tracker function uses
a motion calculation algorithm to smooth the movement and rotation
of GPS enabled mobile objects. It shows object “motion” and postion
with a 10 second delay. This feature is for Mobile Objects that are
embedded in a Custom Map Layer.

The “User live tracker” function should be “deactivated” when not
being used because it sends data to the server every 10 seconds.
This may result in increased use of resources and battery drain on
the mobile device.

Copy URL-link

Log

Screen grabber panel

URL search

URL QR code scanner
Search

Map user layers

User live tracker

Internet Radio

Internet TV

The SpaceDrawable ID value (integer number)
When a User embeds a “Mobile Object” into a map layer, the
resulting pop-up dialog box will display a SpaceDrawable 1D
value that is assigned to the object (for this feature it will be
YOUR mobile object that is being monitored).

To use the User Live Tracker feature, you will need to know
the SpaceDrawable “Map” ID of the object you want to track.

g User live tracker

[acive User Live Tracker Panel

SpaceDrawable ID

Cancel
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The SpaceDrawable ID value may be found in the following
locations.

(1) When you embed a “new” object in a Map Layer you
will receive a confirmation pop-up panel.

)

0%
Menu

Vromember veckBrash=<t 3 Eleam®/s Close
L]
=

Sett[ns 'IIIIIIIIIIIII. :

VFinduser(F
Tracker
RUCLLLECEEEEEEELEEEELEEEEY
-~

*
@ nfo

This drawing has been added to the map

iwyerivtap.Layer.Active.Live.BPS.Dwg, ID:
449

Publish on the Map will create
the SpaceDrawable ID value

e———

YsssEEEEEEEEEEEEEEEEEEEERS

EEEEEEEEEEE
o*
Yapsnsnnnnnns®

*

(2) Listed in the Content Folder of the originator of the Map
Layer. Copied there after the object is created.

EOCdirector ' EOC Director

0 suppon@meommmder.eo;n.ﬂowlw
Read Write:USA Oklahoma Washington.Bartlesville WCEM.EOC.EOCdi
rector; Read, Write:USA Oklahoma Washington

+Text ideo
+Drawing T| |7
adda
2018/08/13.11:03:54
Map.Layer.Active.Live.Zoo (created:
Home domains

2018/08/13 16:03:54) /document/.

#451 fdocument/

This is copied into the
Content Folder when the
object is created on the

Map Layer.

2018/08/1017:29:38

SpaceDrawabl

2018/08/09 10:17:48

YOR] 21
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To launch the User Live Tracker feature, enter the SpaceDrawable
ID value, check the “Active” box and click “OK”.

Enter the SpaceDrawable ID
value and check Active.
-& User live tracker

|:| Active

SpaceDrawable ID

As you open the Custom Map Layer (usually a Foreground Layer)
the Mobile Object URL “marker” associated with the SpaceDrawable
ID number, should start moving (if it is a moving object). The
movement should be smooth as the object motion position is
updated every 10 seconds.

Important Note: The user Live Tracker feature is typically
used on a “temporary” basis. Since it provides a continuous
GPS adjustment update, it can be very resource intensive.
Do not leave it active all the time.

In typical operation, once you have created a Foreground Layer that
contains YOUR mobile object URL ... AND you have identified and
SET the SpaceDrawable ID number for that Map Object ... you will
not need to adjust it further. Simply “activate” the User Live Tracker
feature whenever you need to know exactly where you are.

See Section 16.7 for details on embedding mobile object URLs into
a Custom Map Layer. In most cases, for this application, you will
want to create/use a specific “icon” to represent your Mobile Object
Marker. Usually, graphic “arrows” work best as they indicate direction
of movement.
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Internet Radio

This option allows a user to access online live-stream Radio Stations
from around the world. See Section 16.4 for a detailed discussion of

the “Internet Radio” Feature.

Copy URL-link

Log

Screen grabber panel
URL search

URL QR code scanner
Search

Map user layers

User live tracker

Internet Radio

Internet TV

Cancel

{7 IntemetRadio

© Popular Genres

Easy Listening Jazz Blues Rock

f7IntemetRadio  Liens &

71 Music from 37,829 radio stations

une in 1o thousands of intemet radio stations live right now!

Live-stream
Radio Station
floating panel

© Popular Genres
EasyListening  Jazz | Blues  Rock  Coumry  80s

Oldies | Danee  cnlo | | Trance

Smooth Jazz

9@ Featured Radio Stations

Classic Rock Florida SHE 400 Listeners

® PulseEDM Dance Music Radio

‘Abava Ane Beyond, Kysu And Albert FU L)
& Zos Johnston - Arjunabests

® Smoath Jazz CD101.9 New
Y

@ Featurd

Classi|
® &
Supertrs

5

L

Ambient Radio .org - Deeply

@ Beautiful Chillout Music - A
Heavenly World of Sound
Boands af Canada - Ina Boautiful Y

B Placs Out in Tha Country

) ™\
Choices from

around the
world

Country

80s. Classical Toi 40 Smooth Jazz Oldies

Classical | Top40

O Popular Radio Stations

Lakka Souli Radio
v lakkasoullradlo.gr
‘GREECE GREEK HELLAS

LAIKA RADIO

128 Kops

C]

e Listeners
128 Kops

Smooth Jazz Tampa »% &2 (D®)

Ql) . *_ 0 ® @ Packets: 740
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Internet TV
This option allows a user to access online live-stream TV Stations
from around the world. See Section 16.5 for a detailed discussion of
the “Internet TV” Feature.

Copy URL-link

Log
Screen grabber panel

URL search

URL QR code scanner )
Search

Map user layers

User live tracker

Internet Radio

Internet TV
Cani
lists of IPTV Channels m3u
TAG ARCHIVES: IPTV M3U8
LATIN AMERICA LATINO IPTV CHANNELS
= Q T . 98% W12 PM
wa  SINGAPORE IPTV CHANNELS PLAYLIST
une 16,2017 | Freeman
1000’s of Singapore IPTV Channels Playlist #EXTM3U #EXTINF:-1,MediaCorp Suria
. (Singapore) http://tglsuria-lh.akamaihd.net/ifsuria_fta@334584/master.m3ug
Ch0|ces from HEXTINGS O ¥ .4 985 M1215PM
Ih.aka
around the o] USA AND CANADA IPTV PLAYLIST
WO rI d :‘E“:_? June 14,2017 | Freeman
Ihgka
\ USA And Canada IPTV Playlist #EXTM3U #EXTINF-1YTV-E
http://69.158.52,202:8000/play/a033 #EXTINF-1,FOOD
http://69.158.52,202:8000/play/a02r #EXTINF:-1WEA
hetp://69.158.52,202:8000/play/a03y #EXTINF:-1,BBC-C
http://69.158.52,202:3000/play/a024 #EXTINF-1,CTVNC
http://69.158.52,202:8000/play/a01r #EXTINF:-1,TSN1
http://69.158.52,202:8000/play/a02g #EXTINF:-1 CITYW
hitp://69.158.52,202:8000/play/a027 #EXTINF.-1 TREE
http://cdn3.videq
#EXTINF:0,[USA]H DOW -
. i Best Performers
- http://btv-i.akam|
Live-stream TV e .
. #EXTINF:0,[USA 187.65 .73 :
floating panel R . i
picdn3videcy. 13635 1.44
#EXTINF:-1, C5N International Business Machine:
154.705 - 10.92
http://cSn.stweb fv: YOUR PROGRAM WILL RESH NTARILY
#EXTINF:-1, C-Sp
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